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1.Introduction

Many menstruating individuals today use period-tracking apps as a convenient digital tool on
their smart phone to track their menstruation. In the UK, researchers have found that more
women are using smartphone apps to track their menstrual cycles for fertility-tracking purposes.
In the U.S., the overturning of Roe v. Wade has slightly shifted the tides, with some users
seeking out privacy-enhancing period tracking apps over the mainstream apps and other users
outright deleting their period tracking apps over privacy fears. And in the current technological
climate, it's worth asking: how responsible with user data are these apps?

In 2019, Privacy International (PI) investigated several popular period-tracking apps across the
world to examine how they handle users' privacy, particularly the sharing of users' period data
with Facebook. We performed a dynamic analysis of ten popular period tracking apps using our
data interception environment (DIE), which allowed us to see whether and where these apps
were sharing user data. The most popular apps we looked at did not appear to share data with
Facebook, but the other apps we examined that still boasted millions of downloads appeared to
engage in some extensive sharing of sensitive user cycle data with third parties including
Facebook. Our research exposed serious concerns around these apps’ compliance with data
protection laws, as well as around companies’ responsibility and accountability when it comes to
third-party data-sharing.

Since then, data protection and privacy regulations have been ramping up, with increased
expectations for user privacy protection in the form of regulations like the European Union (EU)
Digital Services Act, the Al Act and continued enforcement of the General Data Protection
Regulation (GDPR).

However, these privacy regulations have also been coupled with setbacks in the women's
health sector, such as the repealing of Roe v. Wade in the U.S. that has put women's sexual
and reproductive health data in a more precarious position than ever before. Not to mention in
recent years numerous examples of law enforcement using people’s online data for
investigation purposes, such as U.S. law enforcement using Facebook chat logs to prosecute
an abortion seeker in Nebraska or UK law enforcement reportedly obtaining a woman’s Google
search history and sentencing her for taking abortion pills beyond the legal limit.

Considering these changes over the past several years in the privacy and political landscape,
as well as technological changes such as the expansion of cloud-based services and the Al
industry, we undertook another technical investigation into how period tracking apps are
handling user data five years later and the implications for users’ privacy.

As we will expand on below, our research found that, overall, period tracking apps were not
sharing users’ cycle data as egregiously with third parties as we found for some apps in 2019.
Though in the course of our investigation, we did observe several categories of third parties that
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many apps were integrating for different purposes, such as advertising software development
kits (SDKs) or application programming interfaces (APIs) to service certain app functionalities,
and these third parties often processed some degree of the user's personal or device data. The
various technical approaches that period tracking apps utilise to service their app warrant
scrutiny in a politically volatile realm. In our report, we explore the various technical methods
built into period tracking apps, such as integrating third party deployers and storing user data on
servers, and we conclude with how these practices raise crucial questions for the future of
privacy in the femtech space.
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2.0ur research

Building on our findings from our previous research, we sought to investigate the data
management and sharing practices of menstruation apps with third parties beyond Facebook,
as well as to assess whether some of the apps we looked at the first time around had improved
their practices as they have claimed.

Methodology

We looked at the top period tracking apps downloaded in the Google Play Store, some of which
we had examined in our original research, and some of which are newly emerging apps that
have since grown in popularity. The top period-tracking apps with the most downloads included
Flo; Period Tracker by Simple Design; and apps we'd tested in our previous research that still
exist such as Maya, Period Tracker by GP Apps, as well as several apps popular in other global
markets such as WomanLog and Wocute. We also included an app that saw an uptake in
downloads post the overturning of Roe v Wade, which has claimed to be 'privacy-enhancing'
(https://www.wired.com/story/period-tracking-apps-flo-clue-stardust-ranked-data-privacy/)
(Stardust), and finally an open-source period tracker developed by non-profit researchers (Euki).

To conduct our research, we first ran every app through Exodus Privacy for a static analysis.
Exodus Privacy is a static analysis tool that allows anyone to check the trackers (e.g., ad
trackers) and permissions (e.g., access to precise GPS location) embedded into Android apps.
We entered into Exodus a number of popular period tracking apps beyond those listed above,
with the goal to narrow down our list and select the apps with the greater number of trackers
and permissions enabled. This static analysis allowed us to reach our final list of apps to test:
Flo, Period Tracker by Simple Design, Maya by Plackal Tech, Period Tracker by GP Apps,
WomanLog, Wocute, Stardust and Euki. Note that we found no trackers and permissions
enabled for Euki, but we decided to put Euki to the test anyway for the purposes of
demonstration and comparison.

Then, we deployed a two-pronged analysis: firstly, we examined the dynamic web traffic
analysis via our in-house Data Interception as a Service (DIAAS) tool; and secondly, we
compared these findings with the apps privacy policies.

The DIAAS is a web traffic interception tool that allows us to view the requests and responses
sent by apps over the web (note the DIAAS only shows client-server interactions, not server-to-
server interactions). When running an app in the DIAAS environment we can view the web
traffic of an app, for example the web requests they send to URLs, which can help to reveal any
calls to third party deployers. The first step in the research involved running each app through


https://exodus-privacy.eu.org/en/
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the DIAAS to view the web requests being sent to various third parties as we interacted with the
app, from the moment we set up our accounts to logging our period cycle data.

The second step, which we conducted alongside our dynamic analysis, was to compare our
web traffic findings (e.g., which third parties appeared) with the information provided in the apps'
privacy policies about their data management and third-party processing practices.

Definitions

Before diving into the details of the methodology and our findings, here are some definitions of
technical vocabulary we will be using throughout this report:

- Software Development Kit (SDK): a set of software tools provided to developers that can
be used for building applications for specific platforms (essentially the building blocks for
a software application); SDKs include documentation, APIs (below), libraries and other
tools

- Application Programming Interface (API): a software intermediary in code that enables
two software programs to communicate with each other; APl documentation provides
common coding calls and functions for how developers can make requests and
responses across applications (e.g., developer making an API call to its third-party cloud
service provider which will respond with the infrastructure requested to power the
application)

- Cloud computing: computing services like servers, storage, databases, networking, etc.
delivered across the “cloud” (the Internet), generally describing objects abstracted from
the underlying infrastructure

- Content delivery networks (CDNSs): a network of proxy servers (intermediary between
client requests and the servers providing that resource) and their data centres that
deliver the requested content (e.g., videos, images, web and mobile content. etc.) ata
higher speed (via caching) and scalability necessary for complex apps

- Caching: Storing data temporarily to improve performance

- Data minimalist: collecting only the data that is needed for the functioning of the app

- Open source: non-proprietary software programmes whose source code is publicly
available for anyone to use, modify, or collaborate on

- Mitmproxy: An open-source tool for analysing encrypted datastreams by sitting in the
middle of a connection between a client and a server, allowing the data to be examined

- Server-side: the processing takes place on an external web server

- Client-side: the processing takes place on the user’s device

The app setup

1. First, we created a Google account for our research subject (‘User'), which was required to
download apps from the Google Play Store.

2. Then we downloaded each app from the Play Store onto our virtual Android machine
deployed through the DIAAS.

3. We opened each app and completed their individual onboarding processes with the required
personal information, the degrees of which varied across apps. Some apps required logging in
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with our Google or other email account, while others required providing basic information such
as the user’s name and date of birth. Some of the apps did not require any personal information
before directing us to the cycle dashboard.

In the process of setting up our user onto the apps and populating their personal data and
period cycle data, we took a data minimalist approach by providing the minimum amount of
information needed for the proper functioning of the app. This meant we would not provide
personal data like our birthday, height or weight, where doing so was optional, We also would
not allow notifications in the app, location-sharing or other optional requests from the app. The
purpose of this approach is to showcase how much extensive data each app requires of the
user and how functional (or not functional) an app is when a user does not share everything.

Setting up the DIAAS

General practices we abided by when using the DIAAS to maintain a clean research
environment are as follows:

- The mitmproxy window in the DIAAS displays the URL path on the left side, which shows
where the request is being sent (e.g., the app's API, a third party website, etc.), and on the right
side it shows the request and response information, such as what information in the app is
being passed through (e.g., user input data about their cycle, date of birth during the onboarding
questionnaire, device dimensions, device location).

- Every time we were done with a web traffic analysis session for an app, we went into the
Android's Settings and clicked 'Force Stop' for the specific app. We then cleared the mitmproxy
window via 'File > Clear all' to maintain a clean page.

- If we needed to restart an app to begin with a fresh slate (such as to redo the onboarding
process), we went to the Android's Settings, selected the specific app and clicked on 'Clear
storage', which would completely clear the storage and cache on the app to facilitate a fresh
start.

We will be releasing publicly available documentation about the DIAAS in the near future, which
we have developed in house as open-source software.
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3.Research findings

Overall, our research found that apps were deploying less egregious data sharing practices
compared to our findings last time. This time, we did not find the period tracking apps to be
sharing users’ period data with Facebook, though we did find that several apps were still
integrating third parties such as advertising networks and analytics platforms to power certain
functionalities of their app, and these third parties were often processing some degree of the
user's personal and/or device data. Below we provide a summary of our findings for each app.

Flo

Flo, headquartered in London, UK, is one of the most popular period-tracking apps on the
market with over 380 million downloads. The app was previously accused of sharing data with
Facebook, such as informing Facebook whenever a Flo user was on their period or if they
intended to get pregnant. In 2021 the U.S. Federal Trade Commission (FTC) reached a
settlement with Flo to undergo an audit of their privacy policy and to obtain user permissions
before sharing personal health data.

Flo also launched in 2022 an open-source 'Anonymous Mode' version of the app that allows
users to use the app without having to create an account, and the company clarified in a public
statement that Anonymous Mode ensures that the app won't be able to identify specific users if
asked to do so by law enforcement.

For the purposes of our research, we tested Flo's default mode instead of Anonymous Mode;
the app has clarified in its Privacy Policy that regardless of the mode selected, all user data
remains safe and secure.

Flo had one of the lengthiest set-up processes, which presented the user with a questionnaire to
personalise their profile before accessing their cycle dashboard.

Before delving into the questionnaire, we note that upon first launching the app, we were
presented with the below consent agreements (Figure 1.1). We were able to proceed with
ticking off just the first two boxes. It's worth noting that Flo took a positive opt-in approach to the
consent form, rather than the default pre-ticking of boxes in the opt-out format. That is, the user
can affirmatively choose what to consent to, rather than deselecting to indicate consent.


https://flo.health/
https://www.scworld.com/analysis/flo-health-faces-class-action-for-data-sharing-practices-with-facebook-google
https://www.scworld.com/analysis/flo-health-faces-class-action-for-data-sharing-practices-with-facebook-google
https://www.ftc.gov/news-events/news/press-releases/2021/06/ftc-finalizes-order-flo-health-fertility-tracking-app-shared-sensitive-health-data-facebook-google
https://flo.health/product-tour/anonymous-mode
https://www.thepinknews.com/2024/11/08/period-tracking-apps-that-dont-sell-data/
https://www.thepinknews.com/2024/11/08/period-tracking-apps-that-dont-sell-data/
https://flo.health/privacy-policy
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Privacy first

& | agree to Privacy Policy and Terms of Use.

| agree to processing of my personal health
data for providing me Flo app functions.
See more in Privacy Policy.

(7] I agree that Flo may use my personal data
(except health data) to send me product or
service offerings, via email or Flo app.**

(7] I agree to allow Flo to track me across apps
and websites owned by other companies and
that AppsFlyer and its integrated partners
may receive information about my age-group,
subscription status, fact of application launch
and technical identifiers all as more detailed in
the Privacy Policy. This helps Flo to reach me
and people like me to spread the word about
the app as well as analyze whether we do that
effectively.**

Accept all

4 ® 2

[Figure 1.1. In-app screenshot of Flo's privacy agreements for the user. Note the Privacy Policy
is presented here at the very start of launching the app and before the questionnaire.]

We then proceeded to the onboarding questionnaire, in which the user was asked a variety of
questions about their cycle and what they are looking for in the app. The questionnaire allowed
us the option to 'Skip' most questions (e.g., cycle duration, last period, height and weight), which
we skipped to pursue a data minimalist approach (provide as little personal data as possible to
use the app). We were not allowed to skip the question for our year of birth. In their response to
our findings, Flo clarified that the purpose of this information is to verify the user’s age (only
users 16 or older may use the app).

All our responses to the questionnaire were recorded in the web traffic and sent to the app's
application programming interface (API). We noticed this occurred for several of the apps below,
as an API facilitates the connection between a computer program (the app) and a computer (the
system running the app). In effect, an APl is an intermediary that communicates the rules,
protocols, and tools that app developers use to interact with external services and databases, or
their own libraries for the functionality of the app.
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In the web traffic, we saw that our required answer for birth year and why we were using the app

was sent to the API:
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© Request

}

Response

}

Connection Timing Comment
“preferences": {
“cycle_day_in_calendar": false,
“device_authentication": false,
“disable_preg_chance_in_calendar":
“metric_measures": null,

“miscarriage_supportive_content_enabled": false,
“psychological_content_enabled": false

h
“source_client": 2,
“source_client_version": "9.63.4"

“profiles": [

{

“additional_fields": {},
“birth_date": .
“calories_norm": 0,
“cycle_length_avg_estimation": @,
"height": 0,

"id": "33b8844a-e5e9-4e9c-b225-37615ad004e6",

“luteal_length_avg_estimation": @,
“period_length_avg_estimation": @,
“sleep_hours_norm": @,
“source_client": 2,
“source_client_version": “9.63.4",
“steps_goal":

“usage_subpurpose”:
"water_glass_count_norm": @,
“weight_goal": @

false,

[Figure 1.2. See the 'birthdate’ field. Note we were only asked for our birth year, not the month
and day, hence the automatic population of 01/01. The 'Path' column in the left-hand side shows

all the URL paths the information on the right-hand side is being requested by and sent to, and
we see 'birth_date' is being sent to 'api.owhealth’, which is Flo's developer's (OW Health) APIL.]
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boarding_

| https:/fapi.owhealtt

[Figure 1.3. See the 'choice’ field, populated with 'track_cycle', which we selected among other

options like tracking pregnancy.]
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POST https://api.owhealth.com/v1/analytics HTTP/2.@
x-application-key: 5da3252a-2919-403b-9054-58d%eed@ed5h
accept-language: en

user-agent: PeriodTracker/9.63.4 (Google Pixel; Android API Level 34)

x-screen-scale: 2.6

x-screen-pixels: 1080x1794

content-type: application/json; charset=UTF-8
content-length: 5640

accept-encoding: gzip

JSON

{

"activitylogs": [

{

h
{

“activity_type": 785,
“additional_fields": {

h
ng
oo |

“choice": "track_cycle",

"session_id": "daa7df78-8513-4952-956c-d7beddB8eaes™

: "2024-10-21T13:06:36.712+0000" ,
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“source_client": 2,
"source_client_version": "9.63.4",

“user_id": "33b8844a-e5e9-4edc-b225-37615ad084e6"

“activity_type": 41,
“additional_fields": {

“duration": 17654.0,
“json_id": “standard",
“json_screen_id": "android_en_user_goal",

"screen": "[standard] [android en user aoall".

& Edit

*:8080 | mitmproxy 10.4.2

L Replace 7 View: auto ~

*:8080 | mitmproxy 10.4.2
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After completing the onboarding questionnaire, we were able to proceed on the app without
having to create an account with our name or email.

Throughout our use of the app, we could see all our cycle inputs also being sent across the web
traffic to Flo's API. For instance, we could see our symptoms being requested by the API:

Path Method Status Size Time © Request Response Conne n nm
— "ac 42,
https://api.owhealth.com/feed/vi/users/33b8844a-e5e9-4e9c-b225-37615ad00... POST 202 3.4kb 131ms "additional_fields": {

"act t *: “click_or tom",
https://api.owhealth.com/feed/vi/users/33b8844a-e5e9-4e9c-b225-37615ad00... POST 202 2.5kb 136ms :ﬁe;:"- ypets; L Icroon sysprom
https://api.owhealth.com/feed/v1/users/33b8844a-e5e9-4e9c-b225-37615ad00... GET 200 675b 147ms “screen": “log_symptoms",

“sections_group_id": "other",
https:/fapi.owhealth.com/vi/analytics POST 200 479b 130ms “selected": true,

— "session_id": "0065086a-749b-48f0-830e-9866ef7cf880",

| https://content.owhealth.com/content/media/en/7ge0xoTHFtmad3ASNmEOdy.png GET 200 39.0kb  31ms NSRS W et Tk
https://api.owhealth.com/feed/v1/users/33b8844a-e5e9-4e9c-b225-37615ad00... GET 200 675b 132ms {sympton: categuryss  Hoodh,;

] "symptom_subcategory”: “Sad"
https://api.owhealth.com/vi/analytics POST 200 2.5kb 125ms }

— “date": "2024-10-21T14:01:38.259+0000",
https://api.owhealth.com/vi/analytics POST 200 558b 128ms. "id": “f4737393-9e26-42ae-821e-787a623b344d8",

i —— = “source_client": 2,
J ttps://api.owhealth.com/vi/analytics POS 200 554b 131ms. "source_client_version": "9.63.4",
i . .comv1/ y POST 200 1.9kb 134ms. ; “user_id": "33b8844a-eS5e9-4e9¢c~b225-37615ad004e6"
https://api.owhealth.compvi/analytics POST 200 1.0kb 136ms {

— “activity_type": 42,
https://api.owhealth.com/vi/analytics POST 200 1.5kb 125ms wadditional fields": {

# “: "click_or
https://api. \.com/vi/analytic: POST 200 2.4kb 128ms Jaction_type™: “click on_symptom

= query™: '
https://api.owhealth.com/vi/analytics POST 200 1.0kb 130ms. “screen": "log_symptoms",
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https://api.owhealth.com/vi/analytics POST 200 1.5kb 125ms "selected": true,

“session_id": “0065086a-749b-48f0-830e-9866ef7cf880",

| https:/japi.owhealth.comjvijanalytics POST 200 4.2kb 128ms (PR
https://api.owhealth.com/callvi/userdata PUT 200 2.2kb 207ms SOYRPLOR.CRURQOTY k1008
— "symptom_subcategory": "Panic"
alljv3fest irrent? _of 0 GET 200 687b 260ms h
" “date": “2024-10-21T14:01:38.941+0000",
https://api.owhealth.com/call/v3/estimations/past?timezone_offset=60&start_dat...GET 200 19b 165ms “id": "6522e347-e06c-4af7-bd62-32a9a712ddba" ,
“source_client": 2,
__| https://api.owhealth.com/v/personal_insights GET 200 4.6kb 282ms Wepirca tientvordion™s m9,6314,
Wiear {ANs HIIMA0AAn-aSa0_Aa0r_hIIE-_ TR EadAOAARN

[Figure 1.4. See 'symptom_category' and 'symptom_subcategory'].

We then noticed that all these logs of our input data (e.g., 'Sad', 'Panic' under
'symptom_subcategory') were being sent over the Cloudflare server (Figure 1.5), a cloud-based
content delivery network (CDN) used by many websites and services across various industries.
CDNs are increasingly deployed as websites and apps grow their capacity and userbase, and
cloud-based servers are highly scalable to accommodate for this growing infrastructure. Flo did
disclose by name their use of Cloudflare in their Privacy Policy and labels Cloudflare as a data
processor.

As the CDN, Cloudflare facilitates as a ‘man-in-the-middle’ all the communications of the Flo
app to its API, such as forwarding the user’s cycle inputs to the APl and servicing the app’s
chatbot. Technically, Cloudflare operates as a blind forwarder (i.e., a proxy), and Cloudflare
confirmed in their response to our report that it is not technically possible for them to turn over
any content transiting across their network, nor does it access the data customers choose to
send, which is protected under TLS encryption for all data in transit between an end user and
any Cloudflare data center. Flo echoed in their response to us that Cloudflare does not access
content traveling over its network, and its security-by-design structure ‘significantly limits any
potential for unauthorized or excessive access to personal data’.

It's also worth noting that Cloudflare said they deploy their ‘Privacy Gateway’ for Flo’s
Anonymous Mode (which we didn’t test). ‘Privacy Gateway’ encrypts HTTP requests and
responses between a client and application server. In practice, this means that request data for
Anonymous Mode users is encrypted by Cloudflare between the user and Flo, which prevents
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Flo from seeing the IP addresses of those users and Cloudflare from seeing the contents of that
request data.

Method Status Size © Request Response Connection Timing Comment

heaith. 3b8844a-e5e9-4e9c-b225-37615ad00... POST 202 EYTOREItN] HTTP/2.0 200

date: Mon, 21 Oct 2024 14:01:40 GMT

vhealth. 33b8844a-e5e9-4e9c-b225-37615ad00... POST 202 2.5kb 136ms.
content-length: @

i.owhealth. 5e9-4e9¢-b226-3 ... GET 200 675b 147ms  cf.cache-status: DYNAMIC

health. v i POST 200 479b 130ms set-cookie: __cf_bm=mXcMGeRI61Ctigmv346dYS50wEMkXqQOnTC6HEhht2gA-1729519300-1.0.1.1~

X YfohY41B2YSDR6590ACYcZDpM6Zqv25xhxZ9FAcayI1BQh7nX6DxmgjI3P62nLtONozhj . 0XIqPIG6Qpd4SEVW;
owhealth /79e0xoTHFtmag png GET 200 39.0kb 3IMS path=/; expires=Mon, 21-Oct-24 14:31:40 GMT; domain=.owhealth.com; HttpOnly; Secure;

vhealth 5e9-4e9¢-b226-3; GET 200 675b 132ms SameSite=None

A ; set-
https:/japi.owhealth.com/vi/analytics POST=:&20 25Kb 125MS  cookie: _cfuvid=QS.nfIOWES4xbOA3ZnBVLiZr fFas7iGR. LEBLERIWVB-1729519300767-0.0. 1. 1-604800000;

i.owhealth. vi/analy POST 200 558b 128ms Path=/; domain=.owhealth.com; HttpOnly; Secure; SameSite=None

server Taudlare]
y POST 200 554b 131ms.

thoatth bk cf-ray: 8d61c7ed087f30ca-FRA
e e s 19kb 134ms No content ZEdt  LReplace ) View: auto
health \Vifanaly POST 200 1.0kb 136ms
health.com/\v1/analy POST 200 1.5kb 125ms,
https://api.owhealth.com/vi/analytics POST 200 2.4kb 128ms
health.com/v1/analy POST 200 1.0kb 130ms
i.owhealth.com/vi/analy POST 200 1.5kb 125ms
i.owhealth.com/vi/analyti POST 200 4.2kb 128ms
i.owhealth PUT 200 2.2kb 207ms
vhealth i i )_( GET 200 687b 260ms
owhealth. i i ) t_dat... GET 200 19b 165ms
vhealth v |_insights GET 200 4.6kb 282ms

SN O O O e o o o o

+:8080 | mitmproxy 10.4.2

[Figure 1.5. See server: 'cloudflare' in the Response, with the data in Figure 1.4 being sent in
the Request.]

We similarly saw our period date updates, and our predictions sent over the Cloudflare server to
the API:

Path Method Status Size Time © Request Response Connection Timing Comment
| health. 1030-41d9-b993 POST 202 [ REVUM PUT https://api.owhealth.com/call/vl/userdata HTTP/2.0
https://api.owhealth.com/v1/analytics POST 200 17kb 135ms| X-Screen-scale: 2.6
= x-screen-pixels: 1080x1794
| health. 030-41d9-b993 POST 202 2.4kb 126ms
_ accept-language: en
Ll health. PUT 200 534b 179ms  yser-agent: PeriodTracker/9.64.3 (Google Pixel; Android API Level 34)
| https://api.owhealth.com/vi/analytics POST 200 17kb 126ms X-api-key: 6d4bd303-fbcd-4c57-a744-4cfd13294275
o K 5da3252a-2919-403b-9054
owhealth _offset=0 GET 200 711b 334ms v
— content-type: application/json; charset=utf-8
Ll health ¢ 10-3180.. GET 200 195 179M5 content-length: 419
health. 1030-41d9-b! POST 202 2.4kb 124ms  accept-encoding: 9zip 8
| i.owheaith. i 030-4fd9-b993 GET 200 85b 142ms JSON @Edit LReplace ) View: auto ~
https://api.owhealth.com/hdp_service/vi/panel/predictions GET 200 141 132ms.
“delete": {},
_| nttpsyjapi.owhealth.compvijpersonal_insights GET 200 47kb 249ms .u:d:(:., :)
owhealth, POST 200 229b 292ms "CYC}“'” {
health. 030-4fd9-b993 i ... GET 200 1.6kb 180ms “additional_fields": {},
= X “1d": "97€27db1-798¢-4388-9929-99180ac994e1",
https://api.owhealth.com/in_app_r £030-4fd9-b993- ... GET 200 372b 145ms “period_end_date": "2024-11-84T00:00:00+0000",
] ST E S “period_intensity": {},
— ovhests 02 0 ST EOMONS - OETIN 200 AR “period_start_date": “2024-10-31T00:00:00+0000",
owhealth. i 1DCHJZ: .. GET 200 79.8kb 47ms “pregnancy_end_reason": @,
— “pregnant”: false,
| https://api.owhealth.com/vi/personal_insights GET 200 4.7kb 330ms “pregnant_due_date": null,
r3 . = “pregnant_end_date": null,
L owhealth. 1030-41d9-b993. .. GET 200 1.6kb 173ms spregent_start_dete*: null,
= owhealth. Jcd ,heigl GET 200 419kb 40ms "source”: null,
Ll “source_client": 2,
=& owhealth.com/cd idth=700, heig| X i GET 200 267kb  51ms “source_client_version": “9.64.3",
= “source_id": null
] health.com/in_app. 030-41d9-b993 POST 202 253b 180ms )
- owhealth ) i US/IdtA i JOtbNR. ... GET 200 97.3kb 42ms ) 1
3| nttps://content.owhealth.com/release_v2/media/en-US/3rZWQNxf9JwevPScQskFPY.pngretag=12.. GET 200 148.8kb 793ms  }
a owhealth. R US/7KUINGF2LONSMVDP5Upqs..png?etag=7f..GET 200 125.1kb 332ms
| hetne whasith inlan-1 1IG19ADCY. Dink feT 200 A4 3k 247me

(2080 [ mimmror 1042]

[

[Figure 1.6. See the requested input data (e.g., 'period_start_date').]
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Method Status Size Time

[Figure 1.7. The Response for the above data Request being received over the Cloudflare

Path
Ci i.owhealth. 030-41d9-b993. POST
_ https:fapi.owhealth.comvi/analytics POST
] i.owhealth. 1 41d9-b993. POST
» ji.owhealth. PUT
_ https:fapi.owhealth.com/vi/analytics POST
L owhealth i _offset=0 GET
Ll i.owhealth. _ 10-3180... GET
i.owhealth. 1030-4fd9-b POST
L i.owhealth. 1030-41d9-b993. GET
Ll https://api.owhealth.com/hdp_service/vi/panel/predictions GET
_ https:/japi.owhealth.comvijpersonal_insights GET
i.owhealth. POST
P i.owhealth 1030-41d9-b993: i ... GET
___ https:/japl.owhealth.comin_app. 1030-41d9-b993 . GET
L i.owhealth, 10-31T" ... GET
o owhealth, 1DCH, i GET
L https://api.owhealth.com/vi/personal_insights GET
i.owhealth. 1030-41d9-b993 ... GET
@ owhealth.comjcd height i cET
; owhealth.com/cd 700, height=700, i GET
owhealth.comyin_app. 1030-41d9-b993 POST
; Ztieaith R US/IdtA [iJOtbNR. .. GET
! owhealth. _\ US/3rZWQNxfS. Qs £ GET
& owhealth. X US/7KUINF2LONSMvDP5Upqs.J.png?etag=7f...GET
OB e ahaalth 11emROe! aer

server].

Path Method
2' Sh 21... GET
! health, X S/3rZWQNI3. Q: 12.. GET
= owheaith. ) US[7KUINGF2LONSMvDPSUpas.J.png?etag=7f...GET
a&n whealth. 5 Sf RipHSW| 15...GET
E h  owhealth. x S/3° jpg...GET
= health x US/0c72 P GET
; https:{/api.owhealth.com/vi/analytics POST
&k whealth, /3GRUSKwhOKIB3wTIQ: .. GET
Ehnpﬁ;{] vhealth. . drxoa Ma... GET
__| https:jjapi.owhealth.com/calfvifuserdata PUT
L https://api.owhealth com/vi/analytics POST
_" hitps:ffapl.owhealth, " nimezone_offset=0 GET
__ | https:ffapi.owhealth.com/teed/v1fusers/4{98dHf0-(030-41d9-b993-bacabIBciteedbacks/oulk  POST

https:/fapi.owhealth, i 1_date=2024-10-31&0.. GET

https:j/api.owhealth, n 1030-41d9-bg93 GET
__ https:/fapl.owheaith.com/vi/personal_insights GET
_: https:fapi.awhealth.com/hdp_service/vi/panelpredictions GET

__|https:/fapi.owhealth.com/callfvifassistant/sessions POST
_-I’""“‘”“i owhealth, 1030-4fd9-b993: cfstor e GET
__ | nttpsijjapi.owhealth com/in_app_ 1030-41d9-b893 .. GET
= theaith.comjcd \height= i i GET
!: whealth.com/cd ,height=: it i GET
Ll https:{fapi.owhealth. 10-31T 3. GET
; https:/fapl.owhealth com/vi/personal_insights GET
030-41d8-b98 . GET

| https:{fapi owhealth com/ffeed/vfuser

202
200
202
200
200
200
200
202
200
200
200
200
200
200
200
200
200
200
200
200
202
200
200
200

200

gtl;]lu- smyr.mﬁ':;m:' (=] :ﬂequ?st Response  Connection

200 148.8kb 793ms| date: Thu, 31 Oct 2024 15:46:21 GMT

200 TN content-type: application/json
content-encoding: gzip

200 443Kb 387M5 . ondpoint-latency: 18961315 ns

200 1756ks 15 cf-cache-status: DYNAMIC

200 814ko 15|

200 1.4kb 122ms|

200 2779k 993ms

o B77KD B24MS| oo rver: cloudflare

200 6390 184ms| cf-ray: 8db4c70428e3d26a-FRA

200 10kb 127ms| [decoded gzip] JSON

200 711 260ms|

202 19K 125ms| “predictions®: [

200 19 195ms|

200 930 147ms|

200 6.3kb 694ms| :

200 1416 139ms Scathpn

200 7670 445ms|

200 1.8kb 182ms| :

200 41b 140ms|

200 55.3kb 147ms|

200 496kb 4ams| :

200 24b 142ms| "subcategory’

200 6.3kb 303ms| '

200 1

© Request Response Connection

576b 130ms ALk 0

17kb 135ms.
2.4kb 126ms.
534b 179ms
17kb 126ms
711b 334ms
19b 179ms
2.4kb 124ms
85b 142ms
141b 132ms.
4.7kb 249ms.
229b 292ms.
1.6kb 180ms.
372b 145ms.
24b 140ms.
79.8kb 47ms
4.7kb 330ms.
16kb 173ms.
419kb 40ms
26.kb 5ims
253b 180ms.
97.3kb 42ms
148.8kb 793ms,
125.1kb 332ms.

A4 2k 2UTme

18kb 164ms|

date: Thu, 31 Oct 2024 15:46:14 GMT
content-type: application/json; charset=utf-8

cf-cache-status: DYNAMIC

set-cookie: __cf_bm=QttHfCYoHVY3IPro0vBXMQ70vBS1ikE. CAeiEWRAWA4A-1730389574-1.0.1.1~
N1Ken3QD. ItrRRHUGI_SXMpV9oqrapjiexd42b0s9hMO_LDAPCSykXjJekr6fBSKNZYS2e fPSGROTtNGbqIOUXA; path=/;
expires=Thu, 31-Oct-24 16:16:14 GMT; domain=.owhealth.com; HttpOnly; Secure; SameSite=None

set-cookie: _cfuvid=34bEuKL90nZ6yumqeCxAG291Z_qhbmV46Fa3ujyS)aA-1730389574329-0.0.1.1-604800000; path=/;

domain=.owhealth.com; HttpOnly; Secure; SameSite=None

server: cloudflare

cf-ray: 8db4c6d68ac3d26a-FRA

content-encoding: gzip
[decoded gzip] JSON

{
"delete_errors": {},
“deleted": {},
“update_errors": {},
"updated”: {
“cycles": [

"97e27db1-798c-4388-9929-991808ac994e1"

@Edt  LReplace ) View: auto ~

| set-cookie: __cf_bm=cMnBQYuH1W1lwUVI@zBOGKXR. 01)3kKvaAgecsASEiqo-1730389581-1.0.1.1-

KnMD1cDATpZEK3M. OBSem_BY fBDSNIUXFSCUSMS1qBIO3ERCY ] 1VNBYmSOdnmEx9] 21 rZ8CnrP2RTKFNZGD6g; path=/;
expires=Thu, 31-0ct-24 16:16:21 GMT; domain=.owhealth.com; HttpOnly; Secure; SameSite=Mone
set-cookie: _cfuvid=rOSWmR_YDxIHxWf9AasohAyyGObz242CTbKBBNTnGuU-1730389581583-0. 0.1, 1-604800008; path=/;

domain=.owhealth.com; HttpOnly; Secure; SameSite=None

“category": "Symptom",
“subcategory”: "DrawingPain”,
“type*: “health_data_point®

“category": “Symptom”,
"subcategory”: “Fatigue”,
"type": "health_data_point"

“"type": "health_data_point™

"Symptom” ,
“subcategory": “Tenderfireasts”,
“type": “health_data_point™

@ Edit LReplace () View: auto =

[-s080 Lobmrom 23]

[Figure 1.8. Symptom Predictions generated and being processed over the Cloudflare server.]

We also saw that the algorithm calculated our age based on our birth year entry and sent this to
the API (Figure 1.9) over the Cloudflare server (Figure 1.10):
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Method Status Size

Path

[y Tyt iy s

Ll hitps://api.owhealth.com/call/v1/assistant/sessions POST
i L https:/jcrashes.owhealth.com/api/4506817662222337/envelope/ POST
[_; health.com| ig POST
' L https:/fapi.owhealth.com/in_app_messaging/v1/users/4f98dff0-f030-41d9-b993... GET
__ https:/jplay-fe.googleapis.com/play.gateway.adapter. phonesky BrowseService/Cr... POST
!_.‘ i.owhealth.com/vi/analy POST
L https:/fapi.owhealth.com/callfv1finstallations PUT
i_ F wealth.comyvl/analyti POST
Lt : le.com/log? =tr =0 POST
i_ fi ffcfs ?id=6063499954122667359&n... GET
Lyt 3 leapi! form oto_v2=true POST
i https:/jreach-pa. internal.identity. reach.v... POST
(. https:/fcrash heaith fapi/ 17662222337/ pef POST
|_ fi ter? GET
Ew fplay-1h. com/PAfUiuBBZQhFzYLRXcaqno8DXc-ThQtFd... GET
i_, -fe. [fdfe/getSt ge? ip...GET
o ; le.com/iog? & 1+9788 c.. POST
i Ly com/log? =0 POST
'_ psi/ ¥ gstatic erate_204 GET
i | |nttpsi gstatic. rerate_204 GET
==

200
200
200
200
200
200
200
200
200
404
200
200
200
200
200
200
200
200
204

Time

© Request Response Connection Timing Comment

147b 256ms POST https://api.owhealth.com/targets/configs HTTP/2.8

x-screen-scale: 2.6

478b 179ms

307.5kb 1s

x-screen-pixels: 1080x1794
x-api-key: 6d4bd3@3-fbcd-4c57-a744-4cfd13294275

41b 195ms x-application-key: 5da3252a-2919-403b-9054-58d9eeddedSh
140b 63ms accept-language: en
user-agent: PeriodTracker/9.63.4 (Google Pixel; Android API Level 34)
32kb 191MS ¢ onvant-type: application/ison; charset=utf-8
1.4kb 223ms content-length: 395
425b 191ms accept-encoding: gzip
950b 105ms, 'SON @Edit LReplace ) View: auto
30b 126ms  {
“age®: 31,
B.4kb 88ms| “country": "GB",
“install_referrer": “utm_source=google-playSutm_medium=organic"”,
3320 197ms “installation_id": "fbe6315b-adce-dccb-ad51-b15bB3Bcadce”,
502b 176ms| “installation_time": 1729515787948,
“lang": “en",
1.4kb 712ms “last_handled_schedule_id": null,
“market_currency": “GBP",
1.9kb  12ms| “source_client": 2,
"source_client_version": "9.63.4",
L = "trigger": "new_session",
1.0kb 128ms “usage_purpose”: “track",

"user_id": "4f98dffe-fe30-4fd9-bs93-b6acIabllfec”

744b 103ms| }

0 10ms

0 10ms|

[Figure 1.9. See 'age' field. Recall we only provided the birth year, so the age itself was

calculated by Flo.]

Path
| vh i 1766
—
(L i comyin_app_ £030-4fd9-b993...
1 i /play.gateway.adapter. ice/Cr..
| :Jfapi compv
‘ i.owhealth.com/v’
google. =
| fi id= 3499954122667359&n...
_v2=true
| i internal.identity. reachw...
health. 176622223
| £
|
= -Ih. com/PAfUIuB6ZQhFzYLRXcagno8DXc-1hQtFd...
| 0 Py 2 "
| i g ip.
google. h HASH+9788273b%ac2c...
google. =
1=
gstatic. _204
i gstatic. 204

Method Status Size

POST
POST
POST

GET

.. POST

POST
PUT

POST
POST

POST
POST
POST
GET
GET
GET
POST
POST

200
200
200
200
200
200
200
200
200
404
200
200
200
200
200
200
200
200

204

147b 256ms
478b 179ms
307.5kb 1s
41b 195ms
140b 63ms.
3.2kb 191ms
1.4kb 223ms
425b 191ms
959b 105ms.
39b 126ms.
8.4kb 88ms
332b 197ms
502b 176ms
1.4kb 712ms
19kb 12ms
1.6kb 1s
1.0kb 129ms
744b 103ms.
0 10ms

0 10ms

© Request Response Connection Timing Comment

HTTP/2.0 200

date: Thu, 31 Oct 2024 15:37:48 GMT

content-type: application/json; charset=utf-8

content-length: 314473

content-encoding: gzip

cf-cache-status: DYNAMIC

set-cookie: __cf_bm=RqDDjJSogladQfkuFM2e6FArRc. PyTxgqc7Eew-17 1.0.1.1-
rcPIeABhidLjWKGZP40av6ZyVAJASDIALVATX9T3thsZvrbS8ErjBj. FQCwIrogV0G2yTKhrACTEC7FKPGSShw;
path=/; expires=Thu, 31-0ct-24 16:07:48 GMT; domain=.owhealth.com; HttpOnly; Secure;
SameSite=None

set-
cookie: _cfuvid=xsFZLDDEFd4JahUHibQpaz_YF1knHdjro9@30hHPzNzY-1730.
path=/; domain=.owhealth.com; HttpOnly; Secure; SameSite=None

server{cloudflare

cf-ray: 8db4ba7ac8d5dbda-FRA

2-0.0.1.1 H

[decoded gzip) JSON (# Edit  LReplace (2] View: auto
{
“android_ask_flo_intent_page_promo": {
“config": {
“group_id": "android_transparent_layout_04032024_upd_fix",
“products”: [

{

“id*: “sub_dly_t14_pd@_i2_251122"
h
{

“id": “andr_tierl_dly_optl_31082023"
h
{

“id": “andr_tierl_dilm_optl_22092023"
}

miImpfnxy 10.4.2

[Figure 1.10. The above data Request is processed here over the Cloudflare server.]

From here, we sought to try out Flo's chatbot tool, which primarily served as a Q&A screening
tool for different health concerns (e.g., acne). These were all controlled multiple-choice chats
(the user could only select from provided multiple choice options). We note that this chatbot was
also hosted over the Cloudflare network, and each chat session was logged under a unique

chat ID:
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Path Method Status Size Time
IE owhealth KBzRLnGsydBOX2sRbGfg.png GET 200 4770 42ms
! whealth fiajeny51 'wq.png GET 200 25.6kb 35ms
I !! owhealth J. QHNSLIDIRE.png GET 200 681b 40ms
| https:jfapi.owhealth.com/vl/analytics POST 200 1.2kb 127ms
I_,Mtp;:ﬂapi,ma\lh.cnwnalu\ﬂﬁﬁaﬂng 7object_i 91-4b36..POST 200 553b 276ms.
= https:fapi.owhealth.com/vi/analytics POST 200 894b 124ms
I4,rmps:n.pi.m.nh.:mwmmwaa POST 200 844b 118ms
| https:/fapi.owhealth.com/vi/analytics POST 200 470b 122ms
I_ https:{fapi.owhealth.com/calljvijdialog, 7object_i 5-2¢9f-4b36..POST 200 464b 239ms.
__| https:{fapi.owhealth.com/vifanalytics POST 200 505b 122ms
I __| https:ffapi.owhealth.comcalljvy/dialog_sessions/context/dislog/object_id=023eea35-2c01-4b36..POST 200 496b 259ms.
__ https:{fapi.owhealth.com/vi/analytics POST 200 1.6kb 120ms
I Ll https:/fapi.owhealth.com/call/vi/dialog_: ?object_k 35-2c9f-4b36..POST 200 449b 190ms.
__| httpssffapi. owhealth.comjvijanalytics POST 200 894b 128ms
Ll https:/fapi.owhealth. Tidialog_s ?object_it 35-2c0f-4b36..POST 200 702b 218ms
__| https:/fapi.owhealth.com/vi/analytics POST 200 491b 132ms
I __| https:{fapi.owhealth.com/vi/analytics POST 200 850b 125ms
Ll istl fetch?$ct=application%2F k-protobuté. . GET 200 7.3kb  36ms
l __| hups:jfandroid googleapis.comfauth POST 200 11.3kb 550ms.
__| g i ' ) POST 200 114b 105ms
I—' hitps:/fapl.owhealth, dialog_sessi ject_| 35-2c9f-4b36..POST 200 431b 246ms.
L https:/fapi.owhealth.com/vi/analytics POST 200 493b 126ms
__ | hups:ffapi.owhealth. dialog, 7object_| 91-4b36..POST 200 619b 302ms.
__| httpsiffapi.owhealth.comivijanalytics POST 200 885b 126ms
l | https:fapi.owhealth.com/vijanalytics POST 200 868b 124ms

O Request

Response Connection Timing Comment

server: cloudflare
cf-ray: 8dbdc41dadedd26a-FRA
content-encoding: gzip

[decoded gzip] JSON

1

#Edit L Replace

“analytics_dat:
“dialog_id": "12_@d
“dialog_session_id" Jeeads-2c9f-4b36-83df-f604de3b5295" ,
“versioned_dialog_id“: “12_e8@1_v8"

h
“dialog_id": "12_061",
"id": "923eea35-2c9f-4b36-83d1-F604de3b5295",
"messages”: [
{
"analytics": [],
"data": {

@) View: suto ~

b
“final": false,
"id" ime",

“input”: null

"analytics": [I,

"data": {
“text™: “Are you diagnosed with any mental health conditions?",
type®s "text®

b

“final": false,
1" ntal_conditions”,
"inp

: {
“options": [

{
"id": “mental_conditions_yes",
Mtext®: “Yes"

L

{
"id": "mental_conditions_no",
"text": "No"

[Figure 1.11. See the chatbot's outputs above, linked to the unique 'id' assigned for this chat.]

All our responses in the chat were recorded in the web traffic request, perhaps for the API to
provide a response call to the logged user selection. For instance, we can see the API logged
our answer of 'mental_conditions_no_answer' over the Cloudflare server:
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i __| https:/japi.owhealth.com/vifanalytics POST

| Nafth st i buf8...GET
i __| https:jjandroid.googleapis.com/auth POST
Ll i POST
L. https://api.owhealth.com/call/vi/dialog_sessions/context/dialog/?object_id=923eea35-2c9f-4b36... POST
__ https://api.owhealth.comjvi/analytics POST
__| https:fjapi.owhealth.com/calljvi/dialog_sessions/context/dialog/?object_id=923eea3s-2c9f-4b36... POST
__ https:/japi.owhealth.comjvi/analytics POST
https://api.owhealth.com/vi/analytics POST
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464b 239ms.
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496b 259ms
1.6kb 120ms
449b 190ms
894b 128ms
702b 218ms
491b 132ms.
850b 125ms
7.3kb 36ms
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431b 246ms.
493b 125ms
619b 302ms.
886b 126ms

868b 124ms.

Time | © Request

604de3b52958actiol

Response Connection Timing Comment

all/vl/dialog_sessions/context/dialog/?object_id=923eea35-2c9
ontinue=false HTTP/2.

ap

f-4b36-83df-1

:2.6

x-screen-pixels: 1080x1794

accept-language: en

user-agent: PeriodTracker/9.64.3 (Google Pixel; Android API Level 34)
x-api-key; 6d4bd303-fbcd-4c57-a744-4c1d13294275

2919-403b-9054

key: 5da3252

content-type: application/json; charset=UTF-8

content-length: 149
accept-encoding: gzip
JSON ZEGt L Replace
{
“mental_conditions": “mental_conditions_no_answer",
“messages”: [
{
“answered_text": "I don't want to answer",
"id": "mental_conditions"
}
1,
“time": null
}

@) View: auto ~

[1.12. In response to the chatbot's question of what mental health conditions we have, we
responded 'l don't want to answer' which the chatbot set as the variable

'mental_conditions_no_answer'.]
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Path Method Status Size Time
& https:ffcontent.owhealth.comjrelease/mediafen/3LK8zRLnGsyd60X2sRbGig.png GET 200 4770 42ms
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__ https:{japi.owhealth com/v/analytics POST 200 850b 125ms
__| htps:jjsatebrowsi omjva/threatL istL fetch?$ct=: ion%2Fx- L.GET 200 73kb 36ms
htips:/fandroid.googleapis.com/fauth POST 200 M.3kb 550ms.
https:/] . Wy tfiransmit POST 200 114b 105ms
__| nttps/fapi.onheaith Yidialog_ ?object_id=923eea35-2cof-4b36...POST 200 431b 246ms
https:/fap.owhealth.comjv1/analytics POST 200 493b 125ms
L] https:/fapi.owhealth.com/call/vi/dialog_sessionsjcontext/dialog/?object_id=923eea35-2c9f-4b36... POST 200 619b 302ms.
hitps:/fapi.owhealth comfu1fanalytics POST 200 BB5b 126ms.
https:/fapi.owhealth.comfvifanalytics POST 200 868b 124ms,
JLspantent |

© Request Response Connection Timing Comment
date: Thu, 31 Oct 2024 15:44:31 GMT
content-type: application/json; charset=utf-g

cf-cache-status: DYNAMIC

set-cookie: __cf_bn=aeQU2q. LHBXPonXIMhbaudy 1MjmeCuxaGXAObIDpvES-1730380471-1.8.1.1-
_BnEaPCuelUSEIvDnxR98gXqqyyPdchBtd1Mg j LyDZ1sghEYKz2zF 1RyY1AhmIRYga . PuB6ub rCBHODCYHKhUMCA; path=/;
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domain=.owhealth.com; HttpOnly; Secure; SameSite=None

server: cloudflare

cf-ray: Bdb4c4565b8dd26a-FRA

content-encoding: gzip
[decoded gzip) JSON @Edh  LReplace @) View: auto~

{
“analytics_data”: {
“dialog_id": “12_e01",
"dialog_session_id": "923eea35-2c9f-ab36-83d7-1684deIb5295",
"versioned_dialog_id": "12_861_v8"

id*: "12_oe1",
23eead5-2cof-4b36-83dF-F604de3n5295" ,
"messages”: |

{

“analytics": 11,

*: “This questionnaire might be not relevant to people with diagnosed mental health conditic
": “text”

": “Good ta know",
s “elick"

1,
“messages_progress”: {

“mental_conditions_no_answerl": 15.668202764976959
}

[ *:#080 | mitmpraxy 1042 |

[1.13. We can see the above answer of 'mental_conditions_no_answer' passed to this response
here over the Cloudflare server, which returns the chatbot's output of 'Good to know'.]

We also noticed throughout the web traffic some instances of third-party URL paths from
AppsFlyer, which is a San Francisco-based marketing analytics platform that allows developers
to measure the performance of their app and/or analyse their marketing activity.

In its response to our research, AppsFlyer clarified that it ‘operates strictly as a data processor
on behalf of its customers,’ and that ‘all personal data collected by customers through the
AppsFlyer SDK is controlled and owned by the customer’. AppsFlyer also stated that any form
of data collection on its part occurs under ‘instruction’ by the customer (developer) themselves.
That is, any configurations through AppsFlyer’s SDK for data collection as seen below is

configured by the customer.
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Q appsflyer

Find
Path Method Status Size
https://1lyfjz-cdn-settings.appsflyersdk.com/android/v1/7893... GET 200

https://1lyfjz-disdk.appsflyersdk.com/v1.0/android/org.iggyme...POST 200

https://conversions.appsflyer.com/api/v6.4/androidevent?app... POST 200

[ showhost

Time
45b  14ms
268b 46ms

2.6kb 80ms

¥ Resume All
ntercept
© | Request | Response Connection Timing Comment

POST https://1lyfjz-dlsdk.appsflyersdk.com/v1.0/android/org.iggymedia.periodt
racker?af_sig=56dade6af77cf85041d5a8d2b890935496e309094116a64faec6c805dd26b52

5&sdk_version=6.13 HTTP/1.1

Content-Type: application/json

User-Agent: Dalvik/2.1.0 (Linux; U; Android 14; Pixel Build/AP2A.240905.003)
Host: 11yfjz-dlsdk.appsflyersdk.com

Connection: Keep-Alive
Accept-Encoding: gzip
Content-Length: 236

JSON ( Edit LReplace () View: auto ~

{
"gaid": {
“type": "unhashed",
“value": "7cbfd78d-3012-4309-a65d-99b43a97ede5"
h
"is_first": true,
"lang": "en-GB",
“os": "14",
"request_count": 1,
"request_id": "1729515738060-1708051280601775479",
"timestamp": "2024-10-21T13:02:19.039",
"type": "Pixel"
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[Figure 1.14. AppsFlyer's software development kit (SDK) requesting language, OS, timestamp

and device type information.]

We note that Flo disclosed to users in both its in-app consent agreement (Figure 1.1) and its
Privacy Policy that it integrates third party AppsFlyer. In their response to our research, Flo
further clarified that they utilize two different AppsFlyer products, and the AppsFlyer request
seen in Figure 1.14 is related to a different purpose than stated in the consent form in Figure
1.1, which concerned marketing attributions. In the above scenario in Figure 1.14, Flo uses
‘third party AppsFlyer to help us identify you as an existing user when you use the App’. (Note
that this is disclosed by Flo in their Privacy Policy in a diagram representing their use of
AppsFlyer). In scenarios we’ve identified when our technical information was sent to AppsFlyer,
this was done ‘for the purposes of determining if the user has already completed the Flo website
onboarding journey prior to downloading the Flo App’, and this processing activity is not
connected to the marketing purposes in the consent form. Flo clarified that by not consenting to
the marketing purposes of AppsFlyer as in Figure 1.1, our device data would not be shared with

AppsFlyer for these marketing purposes.

It's worth noting here that Flo had one of the more robust Privacy Policies that disclosed the use
of third parties by name, such as AppsFlyer, as well as disclosing their use of cloud-based

services like Cloudflare.
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Period Tracker by Simple Design

Period Tracker by Simple Design is another popular period tracking app that has over 150
million users. To begin using this app the user answers a set of three onboarding questions for
about their cycle pattern. The user has the option to answer 'I'm not sure' for each question.

After answering 'I'm not sure' for these three questions, we were able to proceed on the app
without having to create an account.

Throughout our experience inputting our cycle data, we did not appear to see our cycle inputs
(e.g., blood flow, symptoms) logged anywhere in the web traffic (as was the case in our 2019
investigation), therefore the app did not appear to be communicating with an API. The app
developers also confirmed in their response to us that all period input data is stored locally on
the device.

However, we did notice a flood of third-party web traffic in the form of advertising and analytics
SDKs. Upon opening the app, the user is first presented with a consent dialog box for which
they can select their preferences on personalized advertising, which appears to be managed by
Google Ads. We note that, at the time of our testing in August-September 2024, a consent
dialog box did not appear when we set up the app. The app developers clarified and provided
evidence that a consent dialog box does indeed appear upon launching the app, but when we
redownloaded the latest version of the app and retested it, we still did not appear to see a
consent dialog box. Separately, the developers also clarified that user consent for ads is
managed by Google and that users can modify their preferences by navigating to Settings >
Personalised Advertising.

Throughout our use of the app, the web traffic was flooded with Google Ads URLs that
suggested the app was a Google Ads customer. For instance, we observed numerous URL
paths with 'GoogleAds' and DoubleClick (Figures 2.1, 2.2), and Google Syndication (Figures
2.3,2.4).
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submodel: redroid11_x86_64
adid_p: 1
format: 360x60_as
omid_v: a.1.4.18-google_206240110
dv: 242402501
ev: 22.5.90
gl: us
hl: en
js: afma-sdk-a-v242402999.233702000. 1
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_npr: 0
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omid_p: Google/afma-sdk-a-v242492999.233702000.1
min_h: 60
max_h: 60
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[Figure 2.1. Here is a request from Google Ads containing information about the device (e.g.,
'format', 'submodel' of the device, etc.). In summary, this likely appears to be requesting
information about the device to decide what format of ads (e.g., ads for the height and width of

this device) fits this client best.]

Q  googlead
Highlight
Find
Path Method
:ih. leads.g.doubleclick ... GET
| & https//googleads.g.doubleclick.net/favicon.ico GET
_L Il leads.g.doubleclick i b app_... GET
https://s leads.g.doubleclick /mads}/ bmodel=redro...GET
<>/ https://googleads.g.doubleclick.net/mads/ bmodel=redro...GET
https:/ leads.g.doubleclick /s ?sub edro...GET
Ig. leads.g.doubl ?ai=CPXery... GET
: https://googleads.g.doubleclick.net/mads/g bmodel=redro...GET
|h I/ I g.doubleclick /mads/ bmodel=redro...GET
| <> h / leads.g.doubleclick /mads}t bmodel=redro...GET
<>/ https://googleads.g.doubleclick.net/ d/adview?ai=C-r1K40...GET
'2 https://googleads.g.doublecli 9 b edro...GET
<> https://googleads.g i iew?ai=CK_P9D... GET
E https://; d2 I icati Ipcs: ?xai=AK... GET
l__} llgoogleads.g.doubleclick bmodel=redro...GET
| 1S2 https://s leads.g.doubleclick / Jad ?7ai=CB9AdV... GET
| <3| https://googleads.g.doubleclict I ?ai=CzDN-n... GET

11

Status Size Time

200 121.1kb 32ms
200 884b 13ms
200 3.2kb 53ms
200 561b 552ms
200 0 832ms
200 39.1kb 575ms
200 0 51ms
200 562b 346ms
200 35.2kb 639ms
200 0 157ms
200 0 56ms
200 32.6kb 556ms
200 0 48ms
200 42b 48ms
200 38.0kb 243ms
200 0 49ms
200 40.4kb 924ms
200 0 54ms

n Intercept
W Resume All
Intercept
© Request | Response | Connection Timing Comment
“rendered_ad_enabled": false,
“report_url": "https://sb-ssl.google.com/safebrowsing/clientrepoi

h

"screenshot_enabled": false

"use_displayed_impression": true

},

"ad_event_value": {
"currency": "USD",
“precision": "PRECISE",
"type": "ONE_PIXEL",
"value": "202401"
Y,
"ad_source_id": "5450213213286189855",
"ad_source_instance_id": "1941347505628072",
"ad_source_instance_name": "AdMob Network",
"ad_source_name": "AdMob Network",
“adapters": [
"com.google.ads.mediation.admob.AdMobAdapter"
1,
"allocation_id": "1941347505628072",
“data": {
"gwhirl_share_location": "1",
"pubid": “ca-app-pub-5809232752104409/9003021651/cak=no_cache&cadc=7¢

h

“fill_urls": [
"https://pagead2.googlesyndication.com/pagead/interaction/?ai=CzDN-n¢

1,

wigy m,

“presentation_error_urls": [
"https://pagead2.googlesyndication.com/pagead/interaction/?ai=CzDN-n¢
1,
"response_type": "banner",
"rule_line_external_id": "1941347505628072",
“slot_sizes": [
"360x60"
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[Figure 2.2. In the response for the above request, we see Google Ads has returned the
appropriate currency, which it understands to be USD (which is not entirely accurate), as well as
the source of the ad (‘ad_source_name').]
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[Figure 2.3. Google Ads call.]
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— Server: cafe
Ej https://pagead2.googlesyndication.com/favicon.ico GET 200 884b 15ms Content-Length: 42
& https:/fy d2.googlesyndication.com/] ionf?ai=C... GET 200 42b 26ms X-XSS-Protection: @
ﬂ}hﬂ i = — == djgen_2047zx=xn1z...GET 204 0 azms Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000
ps://p glesy /pagead/gen_2047zx=xn1z...
2 https://y d2.googlesyndication.com/pagead/gen_2042zx=1r3v...GET 204 0 46ms CIF Image @ Edit || & Replace || @ View: auto ~
EJhtlps;,h’pagead2.googlasyndication.comfpcsfactiveview?xai=AKAO... GET 200 42b 48ms
! https://) d2.googlesyndicati m/| ion/?ai=C1...GET 200 42b  21ms|  gormat: Compuserve GIF
| " . SR i Version: GIF89%a
TS 2.090¢ ?id=av-j...
Ejh ps://p gos YT n/p gen_204%id=av-j... GET 204 0 43ms S s B
& https:/fy d2.googlesyndication.com dji ion/?ai=C-..GET 200 42b 28ms background: @
[ AR T P

mmmddlnan ARAS— OO ACT ana A AL




No Body’s Business but Mine: Vol. 2

[Figure 2.4. The response to the Google Ads call is a 1x1 GIF, which represents a tracking pixel
that can track user activity/behavior in the app.]

In Figures 2.1 and 2.2, we can see that DoubleClick, a Google-owned advertising tool that
places ad banners, requested information about the user’s device such as their device type, the
screen's height and width, etc. The response shows a variety of ads-related information, such
as the 'pubid' (publisher ID), currency, type of device and the ad source, which is '"AdMob
Network’, a Google tool that matches paid-for ads to apps based on certain criteria a developer
can set, such as the appropriate ad for the specific height and width of a screen.

The presence of Google Syndication URLs in Figures 2.3 and 2.4 also point to this app's
integration of Google's advertising network as a Google Ads customer. The Google-owned
domain 'googlesyndication’ is used for storing and loading ad content and other ads-related
resources for Google AdSense and DoubleClick. The response returns a 1x1 tracker pixel,
which is a tiny, invisible image embedded into the app that will automatically send information
about the user's activity to the tracker owner (in this case, Google Ads).

These Google Ads paths continued to populate the web traffic every time we interacted with the
app, and we saw additional URLs linked to googlesyndication.com like 'pubads' that made
similar requests for device data (device dimensions, time in session, etc.) and receiving similar
responses (AdMob Network as the ad source, publisher ID, etc.):

Path Method Status Size Time | @ | Request | Response Connection Timing Comment
| g.doubleclick.net/gamp 75t I=redroi.. GET 200 R RZell GET https://pubads.g.doubleclick.net/gampad/ads?submodel=redroid11_x86_64&adid
https://pubads.g.doubleclick.net/gampad/ads?submodel=redroi.. GET 200 R p=1&format=interstitial _mb&dv=2424025018ev=22.5.08g1=USSh1=en&]s=afma-sdk-a-v2
— 42402999, 233702000, 1&1v=233702200&ms=CpgECOACXhIeLSBLXBSj Uobvd1H5KYmLbT-Ba7n56P
<>/ https:/Jpubads.g.doubleclick.net/ d/adview?ai=CAP_Q7c3.. GET 200 (LR DXxk01hedvo4hBO1nRg96106h9CI3TypVValdksZ6TCL62gNAWQOTty Tadmf20UFE2qe1Sh0eC1_S6G

E7GViwTaXKU 2bBZvS8Lg1mzOv6iAKIZ6Hr r8@nbZNMmT85 rBV rdt8MEV10AcY61TTuZnu02X0tABPK

» https://pubads.g.doubleclick.net/gampad/ads?submodel=redroi... GET 200 45.3kb 864ms User-Agent: Mozilla/5.@ (Linux; Android 11; redroid1l_x86_64 Build/
https://pubads.g.doubleclick.net/gampad/ads?submodel=redroi.. GET 200 34.3kb 585ms RD2A.211001.002; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0
— Chrome/125.0.6422.113 Mobile Safari/537.36 (Mobile; afma-sdk-a-
<2 https://pubads.g.doubleclick.net/| d/adview?ai=CE9IBAc7e... GET 200 0 63ms v243333035.243333035.0)
https://pubads.g.doubleclick.net/gampad, ?submodel=redroi... GET 200 34.3kb 339ms Host: pubads.g.doubleclick.net

Connection: Keep-Alive
Accept-Encoding: gzip

Query (Z Edit  LReplace (2] View: auto ~
submodel: redroid11_x86_64
adid_p: 1
format: interstitial_mb
dv: 242402501
ev: 22.5.90
gl: us
hi: en
js: afma-sdk-a-v242402999.233702000.1
lv: 233702200
ms: CpgECOACXhJeLSB1XBSjUobvd1HSKYmlbT-Ba7n56PDXxk01hedv(
mv: 84262220.com.android.vending
1ft: 1
vnm: 1.75.313.GP
u_sd: 2
request_id: 119385438

[ showhost

[Figure 2.5. Information requested by Google Ads is device information like above.]


https://better.fyi/trackers/googlesyndication.com/
https://better.fyi/trackers/googlesyndication.com/
https://privacyinternational.org/explainer/2976/how-do-tracking-companies-know-what-you-did-last-summer
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» https://pubads.g.doubleclick.net/gampad/ads?submodel=redroi... GET
https://pubads.g.doubleclick.net/fgampad/ads?submodel=redroi... GET
<2 https://pubads.g.doubleclick.net/pagead/adview?ai=CAP_Q7c3... GET
https://pubads.g.doubleclick.net/gampad/ads?submodel=redroi... GET
L https://pubads.g.doubleclick.net/fgampad/ads?submodel=redroi... GET
')’ https://pubads.g.doubleclick.net/pagead/adview?ai=CE9IBAc7e... GET

https://pubads.g.doubleclick.net/gampad/ads?submodel=redroi... GET

| showhost |

Path Method Status Size Time | @ Request | Response | Connection Timing Comment

200 45.4kb 574ms “report_url": "https://sb-ssl.google.com/safebrowsing/clientrepo
"screenshot_enabled": false
200 32.9kb 857ms +H
"use_displayed_impression": true
200 0 &5ms ¥,
200 45.3kb 864ms "ad_source_instance_name": "AdMob (default)",
“ad_source_name": "AdMob Network",
200 34.3kb 585ms “adapters": [
"com.google.ads.mediation.admob. AdMobAdapter"
200 0 63ms 1
"allocation_id": "642185396797",
200 34.3kb 339ms

"boosted_cpm_bid_usd_minus_revenue_sharing": 2.10154938768615,
“data": {
"pubid": “ca-mb-app-pub-3659072358740436//cak=no_cache&cadc=d7&caqid:

'
"fill_urls": [
"https://pagead2.googlesyndication.com/pagead/interaction/?ai=CAP_Q7:
1.
T o L
"presentation_error_urls": [
"https://pagead2.googlesyndication.com/pagead/interaction/?ai=CAP_Q7:
1,
"response_type": “"app_open_ad",
"rule_line_external_id": "e@",
“slot_sizes": [
"360x592"
]
}
1,
"ad_type": "",
"backend_query_id": "7c3eZsfMAe269fgPwZrEsAc",
"gdata™: “x",

~900 [ mimprory 1042

[Figure 2.6. The response also locates 'Ad Mob Network' as the source of ads to place and fill in

the app.]

While we did not see our period input data being sent across the web traffic, we are seeing our
device data being sent continuously to Google's ad network for the purposes of serving us ads
in the app. Note that the app discloses in its Privacy Policy that it utilises third party service
providers for analytics and displaying interest-based ads drawn from users' online behavior and
device data, and the Privacy Policy does mention by name Google Analytics, Google AdSense,

DoubleClick and AdMob.

Additionally, we saw third party URLs from Firebase, which is Google's (acquired in 2014)
mobile and web app development platform for building apps.

In the web traffic for this Period Tracker app, Firebase appears numerous times, such as in the
form of its Crashlytics crash reporting feature (Figure 2.8), which collects telemetry data, such
as when the app encounters an error or crashes.


https://simpledesign.ltd/privacypolicy.html?pkg=notes.notepad.checklist.calendar.todolist.notebook
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Path Method Status Size Time | @ Request | Response | Connection Timing Comment
[! ti hiyti i / i GET 200 376b 38ms @ {
i lati Iaati : e “app": {
» comp1pr -project-2... POST 200 379b 367ms Mrativerrepartiinload vartant s )

"“report_upload_variant": 2,

://android.apis.google.com/c: gi 3 POST 200 960b 1s
s "status": "activated",
https://ad.period-calendar.com/pc POST 200 3.5kb 165ms "update_required": false
- h
<2 g i tf i ive/p GET 200 122.5kb  77ms "app_quality": {
y : . "sampling_rate": 1.0,
L https://play-fe.googleapis.com/fdfe/skuDetails POST 200 759b 129ms. wsession_timeout_seconds": 1800,
ht £ § 2 he_qos=It POST 200 1.9kb 239ms "sessions_enabled": true
- h
- -fi i /inAppPurchaseHistory?bav=6&sh... GET 200 66b 214ms “cache_duration": 163185,
—] “fabric": {
__| https://play-f leapi [bulkAcquire?nocache_qos=It POST 200 6.2kb 412ms “"bundle_id": "com.popularapp.periodcalendar",
" g & < is.comM/proj 12443477115..POST 200 78kb 89ms ; org_id": "55b@b7b8409a2b6e640002d5
_ ’
ffireb i is.com/vO format=json_... POST ~ 200 869b 45ms "features": {
= “collect_analytics": false,
<>/ https://androi leapis.com/auth/devicekey POST 400 9.7kb 39ms “collect_anrs": true,
SO ] o Rverrs s “collect_build_ids": true,
= interna RElIEY e At “collect_logged_exceptions": true,
ps:/jnotifications-pa i internal.notifications.v...POST 200 2.8kb 117ms e e
—_ “collect_reports": true,
/Ip) leapi: h POST 200 3.6kb 58ms “firebase_crashlytics_enabled": false,
—/ “prompt_enabled": false,
L ht ifi leapi: le.internal.notifications.v...POST ~ 200 2.8kb 113ms "push_enabled": false
h
“on_demand_backoff_base": 1.2,
"on_demand_backoff_step_duration_seconds": 60,
“on_demand_upload_rate_per_minute": 10.90,
Meattinne vercinn's 2
) showhost |  +:2080 | mitmproxy 10.4.2

[Figure 2.7. The settings for Firebase's Crashlytics feature.]

Other appearances of the Firebase configuration beyond Crashlytics show 'clientinfo’ being
requested, which contains the user’s device and OS information among other device data:

Path Method Status Size Time © | Request | Response Connection Timing Comment

Jh i i hiyti i ms/android/g... GET 200 ECCIEELE] pPOST https://firebaselogging.googleapis.com/vlcc/log/batch?format=json_proto3 HTT
https:/ffirebaseir i is.com/v1/projs i-project-... POST 200 379b 367ms ik

User-Agent: datatransport/3.1.9 android/

https:// id.apis.google.com/c: gister3 POST 200 960b 1s
—_ Content-Encoding: gzip
https://ad.period-calendar.com/pc POST 200 3.5kb 165ms Content-Type: application/json
<>|h ds.g i /i i Inative/pro... GET 200 122.5kb 77ms Accept-Encoding: gzip
h s f P Kdfe/skuDetails POST 200 759b 129ms Host: firebaselogging.googleapis.com
—] Connection: Keep-Alive
h . £ ; h &
» _qos=It POST 200 1.9kb 239ms Content-Length: 658
§ 7 ) . : Aaiad
L https://play-fe.googleapis.com/fdfef/inAppPurchaseHistory?bav=6&s... GET 200 66b 214ms {decoded gzip] JSON @ Edit || 2 Replace || @) View: auto ~
h /[play-f i quire? he_gos=It POST 200 6.2kb 412ms ¢
h [firebasert fi leapis.com/v1/projects/244347711...POST 200 7.8kb 89ms "logRequest”: [
= {
I | https:/ffi i is.com/vO: 1?for j . POST 200 869b 45ms nclientInfo": {
i A . “androidClientInfo": {
<> https:, vid. Jauth/d: K ;
= ! conyautly y POST. £400 9.7kb 39ms “applicationBuild": "316",
ifications i / le.internal.notifications...POST 200 2.8kb 129ms “country": “Us",
— “device": "redroid_x86_64",
L. https://notifications-pa i le.internal.notifications...POST 200 2.8kb 117ms “fingerprint": "redroid/redroid_x86_64/redroid_x86_64:11/RD2A.211001
"hardware": "redroid",
h POST 200 3.6kb 58ms “locale":
https://notifications-pa leapi / le.internal.notifications...POST 200 2.8kb 113ms
"RD2A.211001.002",
“redroid_x86_64",
"sdkVersion": 30
[ showhost | [ +:8080 | mitmproxy 10.4.2 |

[Figure 2.8. See above a range of device data is being requested by Firebase, from 'country'
(incorrectly detected as the US) to 'device' to 'hardware'.]

Firebase's remote configuration path also included allowances for 'fb_login_text_type:true' in the
response for the above request (Figure 2.10). This could likely be for scenarios when a user
might choose to log in via a third-party social network, in which case the Privacy Policy states
that it may collect some third-party data automatically, such as the user's account name, email
address and public profile.
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Path Method Status Size Time | © Request | Response Connection Timing Comment

https://firebase-settings.crashlytics.com/spi/v2/platforms/android/gmp/1:244347711590:andr... GET 200 376b 39ms "coreml_config_ios": "",
= “country_code_ios": ""
https:// comN1/i 4434771 ...POST 200 7.0kb 174ms “default_theme_ab_switch_ios": ",

“dis_ab_switch_fos": “*
__|http: vOcc/log/batch? =json_proto3 POST 200 893b 115ms vdis_comments_switch_ios":

“dis_iap_placement_switch_ios": "*,
“en_app_iap_ios": "9",
“en_iap_discount_ios": "o,
“entry_intercourse_pill_fpc": “true”,
“entry_test_pregnancy_faint_fpc": “true”,
“entry_vib_full_type_fpc": "false",

*: “true

“exit_card_config_pc": “
“explore_config_ios'
“fb_login_btn_type": "false",
“fb_login_text_type": “true",
“fb_login_type23 ¥
“fem_switch_pc:
“fpc_hide_bottom_
"fpc_hide_bottom_nav_n
“fpc_open_full_conf
"fpc_pay_audit_mode":
“fpc_permission_guide"

“fpc_soundscapes_versi
"funny_remove_ad_type_fpc":
“gdpr_switch_jos": ",
“green_theme_show_switch_fos": "*
“guide_active_abl_fos": "@",
“guide_active_alert_switch_ios":

“guide_active_gift_switch_ios
“guide_active_gift_time_io:
“guide_active_home_alert_i
“guide_en_step_A_ios": “*,
“homepage_bottom_ads_position": "1*,
“homepage_pets_ab_ios": "*
“homepage_pregnant_show_ab": “*,

“1ap_animation_ab_swit
“iap_d_ab_switch_ios"
“{ap_discount_switch_.
“iap_en_price_ab_ios": ""

[Figure 2.9. See 'fb_login_text_type']

Firebase enables a range of app development and user data management activities for app
developers. In general, it is commonly deployed (as we'll see below) because it is easily
configurable with the Android SDK and thus is a relatively straightforward analytics tool for
developers to integrate into their apps. We note that the app’s Privacy Policy states that device
data may be collected by the app to inform new features and perform crash testing, but there
was a lack of clarity that Firebase would be the third party collecting this data. When responding
to our findings, the app clarified that the reason they did not explicitly name Firebase when
providing their disclosures about analytics practices is because Firebase does not track users
personally (‘Firebase is used solely for analytics and does not collect personally identifiable
information’). However, the app has now said they will update their disclosures to specify the
tool name.

As a general note on Firebase, the main purpose of developers using Firebase, as we will see
for many apps below, is to collect analytics information to aggregate into larger conclusions for
developers (e.g., how many Android devices use this app, where in the world are most of these
users, what screen sizes are commonly used). However, recall that Firebase is owned by
Google; in theory, Google might have access to the device data collected by Firebase and,
under the guise of the data being 'aggregated' and thus potentially anonymised, use this data
for its own purposes. In fact, Firebase's Privacy Policy discloses that this further sharing with
Google can happen in some cases (more on this below).



https://firebase.google.com/support/privacy
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Maya

The Maya app is a period tracker app by Plackal Tech based in India. In our previous
investigation, we revealed Maya was sharing a plethora of user input data to Facebook.
However, in response to our 2019 research, the app claimed it had since ‘removed both the
Facebook core SDK and Analytics SDK from Maya’ while ‘continu[ing] to use the Facebook Ad
SDK, post opt-in to our terms and conditions and privacy policy’ for revenue purposes, the latter
of which 'does not share any personally identifiable data or medical data with the Facebook Ad
SDK!'

To get started on the Maya app, we were required to create an account using an email address
and password. Note Maya's Privacy Policy states that 'the Application also automatically syncs
the data entered by You to Your registered e-mail address.'

After creating our account, we completed the app's onboarding questionnaire about our cycle
patterns. The app communicated all our inputs to its API, such as the email we used to sign up
and our answers to the questionnaire:

Path Method Status Size Time | © Request | Response Connection Timing Comment

= es/i 2.png GET 200 LLCUNETEY POST https://api.maya. live/v3/signup HTTP/1.1

https://pagead2.goog s GET 200 14.3kb 15ms Anonymous: false
= Accept: application/json
2 i_session_bin.js GET 200 14.5kb 19ms
- X_API_KEY: e03cd40801ad572b93adbc1170a9f74bef 182133
_ hitps: 9 Yrx_omid js GET 200 28.8kb 44ms content-Type: application/json; charset=UTF-8
https:/fwww.facebook.com/adnw_sync2 POST 200 2.9kb 198ms Content-Length: 147
hitps: gstati 204 GET 204 o0 11ms Host:api.maya.live
= Connection: Keep-Alive
.1hupsI/sstgoogle-analyncscom/balch POST 200 326b 18ms Accept-Encoding: gzip
nitp: pi comv POST 200 24kb 25 User-Agent: okhttp/5.0.0-alpha.3
https://api.maya.live/v3/signup POST 200 281b 135ms JSON Z Edit
hitps:/japi.maya live/user/server-timestamps GET 200 558b 139ms  {
https: mvi/projects/715340 perffetch POST 200 11kb 177ms aud craolista toup
L share_code":
https://api.maya.live/user/analytics ®ruT 200 743b 123ms.
hitps:/japi.maya live/vijuserfsplash GET 200 2b Mams
https://api.maya.livejvijuserftier GET 200 136b 172ms
hitps:/japi.maya live/vijforumsjusers/settings GET 200 206b 151ms !
https://api.maya livejvi/forums/metadata GET 200 26kb 155ms
hitps:/japi.maya live/v2/metadata/generic GET 200 108b 148ms
https://api.maya live/vi/userfreminders GET 200 184b 118ms
hitps google POST 200 99.3kb 223ms
https://api.maya livejviuser/settings PUT 200 782b 119ms
g Y 11_x86_64& 2 1..GET 200 16.1kb 329ms
g.doubleclick. 1 =redroid11_x86_64 X 1.GET 200 20.0kb 376ms
hitps:/japl.maya live/vijuserfsettings GET 200 431b 121ms
hitps://fonts.googleapis.com/css y=Archivo:400, 400,500|Bitter:400,500/EB+Gara... GET 200 58kb 35ms
= IOhmANE- IR M avalATSL IWhol HENHRR GET 200 20kh 2Rme

[Figure 3.1. Our email was logged in the web traffic and sent to the AP1.]

LReplace ) View: auto

[ 0000 | mmpesny soiz |


https://www.maya.live/eng.html
https://privacyinternational.org/sites/default/files/2019-09/Annex%202%20Response%20from%20Plackal%20Tech.pdf
https://plackal.in/terms-and-privacy-policy/
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Path Method Status Size Time | @ Request Response = Connection Timing Comment
a s e w0 s 2ons C
s js GET 200 143kb 15ms X-Powered-By: Express
= Access-Control-Allow-Origin: =
session_bin js GET 200 145kb 19ms
server: nginx/1.15.3
| _omid.js GET 200 28.8kb 44ms gate: Fri, 06 Sep 2024 11:46:46 GMT
_,:_‘mm:[m.fmbookcum&m_sm:z POST 200 2.9kb 198ms content-type: application/json; charset=utf-8
ivi gstatic. 204 GET 204 0 1ms transfer-encoding: chunked
— connection: keep-alive
3| https://ssl.google-analytics.com/batch POST 200 3250 18MS  grarus: 200 0K
(d i i POST 200 24kb 25 x-frame-options: SAMEORIGIN
| https:japi.maya.livena/signup POST 200 SR *-we-protection: 1; modestilack
- it 206 558b 136ms) x-content-type-options: nosniff
maya.
- cache-control: no-cache, no-store
L POST 200 11kb 177ms| pragma: no-cache
https://api.maya live/userfanalytics @PuT 200 743b 123ms expires: Mon, 01 Jan 1990 00:00:00 GMT
] Jfopi 7 ARy GET 200 2b Tams x-request-id: fcc854aa-b116-46dd-BeB2-eddBa21244ef
Ll s ol eys vefyiiome x-runtime: 0.028726
https://api.maya.liveVijuserftier GET 200 136b 172ms
— JSON @Edt  LReplace @) View: suto ~
maya. GET 200 206b 151ms.
p—
\af . maya.li GET 200 2.6kb 155ms “auth_token": "fa37a7929808bf1b8dce67bac0dal3695b613174",
vera s (N
L maya GET 200 108b 148ms AL 5996304,
https://api.maya.live/1/userfreminders GET 200 184b 118ms. “type": null
| google. POST 200 99.3kb 223ms
https://api.maya.liveN/userfsettings PUT 200 782b 119ms
2 o 1_x86_ ive,_ GET 200 16.1kb 329ms;
a. i id11_x86._f X 1..GET 200 20.0kb 376ms;
d
| https:/fapi.maya.live/vijuser/settings GET 200 431b 121ms
o i 1 500[EB+Gara..GET 200 58kb 35ms
R httne ihR WAAI Laval AT GFT 200 2Qkh  2Rme

[Figure 3.2. In response, we were assigned a unique 1D.]

Path
L TIPS:/3PI.MAY3.AVE/V I USenSeTINGS

Method iﬁlmll! Size Time :0 Request | Response Connection Timing Comment

wel 4310 1Z1ms
PUT https://api.maya.live/vi/user/settings HTTP/1.
ca| ..GET 200 58kb 35ms
oy Anonymous: true
a JIRNGBB..GET 200 20kb 26Ms y AUTHENTICATION_TOKEN: fa37a7929808bf1b8dce67b4cdal3695b613174
! J-XAGCNTJIrvg98GA, tohXRK... @GET 200 248kb 67ms Accept: application/json
] i - GET 200 1288 % X_API_KEY: e93cd40801ad572b93adbc1170a974bef 182133
9 6kb 104ms.
= P Content-Type: application/json; charset=UTF-8
stat g
Ll gstatic VTS-mu0..GET 200 421kb  90ms . i
a CwisIrOvaz, UjuwP4pz28A... GET 200 42b 25ms| Host: api.maya.live
= omid.js GET 200 28.0kb 14ms Connection: Keep-Alive
Accept-Encoding: gzip
https:/fapi.maya.live/v1/userfsett PUT 200 786b 342ms.
—J o fieel oo User-Agent: okhttp/5.0.0-alpha.3
J i google. POST 200 99.3kb 181ms,
= JsON @ESt LReplace ) View: auto >
_J maya. GET 200 585b 373ms
3 1_x86._ ive_ 1.GET 200 16.0kb 222ms| "settings": {
P “account.
| _X86_¢ X GET 200 19.9kb 222ms| “birth_ye
maya. GET 200 585b 132ms ECORCENTIN MOde =8y
_ “fcm_token": “d83. YECWSb] : APA91bFHG 2WN11bEKL LWODNyz_TBIPRnaNaq1isswni
://apl.maya. analytics m “is_location_enabled": "9",
https://api. live/user/analytic: PUT 200 7436 116ms 1 1
“nick_name*: "“,
L maya. GET 200 206b 327ms, nuser_cycle_lengths "28",
. “user_location": "*,
__ https:/japi.maya.livefuser/analytics PUT 200 743b 114ms e aas W
| maya GET 200 206b 113ms, }
FCYWOV yWKA..GET 200 426 25ms|
google. _7ZKGuJrcyyi YKIC.. POST 204 162b 36ms
= google. TZKGuJreyy: YKIC.. POST 204 194b 40ms|
POST 200 2 25
w
(g maya. d PUT 200 373b 340ms.
| https:/fapi. maya live/user/statistics PUT 200 414b 123ms|
__| https:/fapi.maya.liveluser/analytics PUT 200 743b 326ms,
o [ 3000 [ imorory 10431

[Figure 3.3. Our birth year and cycle information was also sent to the API to update our

settings.]
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Path Method Status Size Time
| NEPS://ap|. maya.ave)v [user/senings wEd 430 1£1ms
o 501 00,500|Bitter:400,500|EB+Gara... GET 200 68kb 35ms
i https:/fIné. QhmADF-GBIRTrBIE WerlaAOMdUavalATZUWbnUtRNJBB...GET 200 28kb 26ms
S httpsin3. ¥ U-xAGCNTJrvgBBGAAIe3RIVIMLIOhXRK... @GET 200 24.8kb 67ms
Ll gstatic. i 421U IQEJ-Vdg-luiaDsNclhQBtQ.wolf2 GET 200 125.6kb 104ms.
Ll https:/ffonts.gstatic. com/sjopensans/v40jmemvYaGs126MiZ pBA-UVWEX2vVnXBbObj20VTS-mul..GET 200 42%b 90ms
i 2 [?ai=CwisirOvaZp-oEICUjuwP4pz2BA... GET 200 420 25ms

2. feurrent/rx_omid.js GET 200 28.0kb 14ms

__| nttpsijtapi.maya.tivepvijuserjsattings PUT 200 786b 342ms
s o google. POST 200 99.3kb 181ms
https:/fapi.maya. GET 200 586b 373ms.
2 ?submodel=redroid11_xB6_BA4&native_templates=1..GET 200 16.0kb 222ms
Ll 1751 id11_xBE_B4&native_templates=1..GET 200 19.9kb 222ms
__ | httpsi/fapi.maya five/userfserver-timestamps GET 200 585b 132ms
__| httpsiitapi.maya ivejuserfanalytics PUT 200 743b M6ms
Ll https:/fapi.maya.livejvifforums/jusers/settings GET 200 206b 327ms
__| https:fjapi.maya live/userfanalytics PUT 200 743b 14ms
__| https:/fapi.maya.livejvifforums/users/settings GET 200 208b 113ms
i 2 ?ai=CrFCYwOvaZpniCafDjuwPnKyvka... GET 200 42b 25ms
2 a google. WxVgi8_7ZKGuJrcyyZESxfEBXTcttsdWYKIC... POST 204 162b 36ms
< nacho google. WxVgiB_7ZKGuJdreyyZE3xFEBXfcttsdWYKIC... POST 204 194b 40ms
Ll POST 200 2.%kb 2s
. https:/fapi.maya.live/vifuserfhistory-dates PUT 200 373b 340ms.
__| https/fapi.maya fivejuserfstatistics PUT 200 414b 123ms
Ll https:/fapi.maya.livejuserjanalytics PUT 200 743b 326ms.

i showhont |

[Figure 3.4. This is also recorded in the response.]

© Request Response Connection Timing Comment
X-Powered-By: Express

Access-Control-Allow-Origin: =

server: nginx/1.15.3

date: Fri, 86 Sep 2024 11:47:12 GMT

content-type: application/json; charset=utf-8

transfer-encoding: chunked
connection: keep-alive

status: 208 0K

x-frame-options: SAMEORIGIN
x-xss-protection: 1; mode=block
x-content-type-options: nosniff

cache-control: no-cache, no-store

pragma: no-cache

expires: Mon, @1 Jan 1990 00:00:00 GMT

set-cookie: _lovecycles-
api_session=empXRAcSYW1lyd3RtVEt60XNOdzc1TUIST L11U3Z2dFNGVHENLBRSS jUyMTVIaWVHRTACT j LHTWWDCUVIUKIxU3] Jevizd
FN@aUtxN2VSWGP rcWIyY25hVF kBcUIBMENGOWZTc3k102NFRZhgaX LReUhX0 LFEMVAMSTROUDhkeHUt LURINIV IUEN2VDhZUng20C9ITk
IxR3cOPGR3DN3D—569584810e018e5097418452418d085399e1fcBf; path=/; expires=Sat, @7 Sep 2024 11:47:12

x-request-id: 13bd3656-39a7-4d94-bdeb-2facd1144930
x-runtime: 8.813744

JSON

{

FEdt  LReplace ) View: auto =

"auth_token": “fa37a7929888bf1b8dce67bacddall6asb613fT4",
"settings": {

“account_state": @,
“birth_year": =
“conception_mode": "9",

"fcm_token”: "dBIIX9UJSoEFURTYECWSD] : APA91bFHG7cZ34hbvEor WS2201wxFRYNX] 7wN11bEKL IWODNyz_TBIPRnaNmqisswnl
"is_location_enabled"; 0",

“"nick_name": *",
"user_cycle_lengt!
"user_locat io
*user_mode" :

"undated at": 1725623232

[- 3000 L mimoros 4.2

We were then presented with a lengthy advertising network's consent form, which asked the
user for their consent to use their personal data for a range of advertising and analytics
services, including enabling these vendors to 'store and access information on a device'. We
clicked 'Manage options’ and were presented with a long list of purposes for data collection
(e.g., analytics) and specific vendors (e.g., Amazon Ad Server, OpenX, Criteo SA, Genius
Sports UK Limited, etc.), for which we deselected our consent (it was deselected by default) and
deselected 'Legitimate interests' (it was selected by default).
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Maya asks for your consent to
use your personal data to:

Personalised advertising and content,
o advertising and content measurement

audience research and services

development

ﬁ] Store and/or access information on a

agevice

Manage c{‘\v?tions

[Figure 3.5. The consent form from the advertising network Maya partners with, for which we
clicked ‘Manage Options’.]
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il

Accept all

[Figure 3.6. We had to manually deselect all the processing purposes, including for legitimate
interest, in the lengthy advertising network’s consent form.]
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Amazon Ad Server

Accept all

|
{ e 1 tiru ok oy ’ ’ . g
Confirm choices

[Figure 3.7. We then had to manually deselect all the vendors in the lengthy advertising network
consent form.]

While using the app to input our cycle information over several sessions, we saw in the web
traffic every instance our inputs were sent to Maya's API, such as our birth control input (Figures
3.8 and 3.9) and flow strength (Figures 3.7 and 3.8). This is likely the app syncing our inputs
with our account.
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Path
_‘https:ﬂww g jexperimer asfv
___|https:/ffirebaser fi leapis.com/v1/s [715340...
L https:/fapi.maya.livefv1juser/history-dates
__‘. ://api.maya.live/user
Ll https:/fapi.maya.live/user/analytics
! https://ssl.google-analytics.com/batch
_-‘uupa,mi- -pa.g is.com/viffirelogyl y/batch..

i.maya.livefvijuser/r 1

"L

L https:/fapi.maya.live/vi/user/notes-mood

! https://ssl.gocgle-analytics.comfbatch
_j https:/fapi.maya.live/v1/user/notes-pill
. https:/fapi.maya.livefv1/user/notes-note

L https://api.maya.live/v1juser/notes-flow-strength

| https://ffirebaselogging-pa.googleapis.com/viffirelogflegacy/batch...

Ll https://firebaselogging-pa.googleapis.com/viffirelog/legacy/batch...

leapis.com/vi/firelog/h

https:/ffir ing-pa
ps:/f g p

| https://play.googleapis.com/log/batch

L https://play.googleapis.com/flog/batch

y/batch...

POST
PUT
PUT
PUT
POST
POST
POST
PUT
PUT

_‘- https:/ffirebaselogging-pa.googleapis.com/viffirelog/legacy/bat... @POST

POST
PUT
PUT
PUT
POST
POST
POST
POST

Method Status Sizi
ST 200

1... PO!

200
200
200
200
200
200
200

200
200
200
200
200
200
200

200
200

e Time

25.kb 434ms

PUT https://api.maya.live/vl/user/notes-pill HTTP/1.1
802b 210ms|

382b 332ms
414b 120ms
767b 119ms
3016 17ms
1.4kb 2s
1.1kb 1s
298b 345ms
295b 350ms
13kb  2s
552b 18ms
278b 344ms
313b 334ms
282b 138ms
1.1kb 2s
1.2kb 2s
1.56kb 53ms

878b 46ms

© Request | Response Connection Timing Comment

Anonymous: true

X_AUTHENTICATION_TOKEN: fa37a7929808bf1b8dce67b4c0dal3695b613f74
Accept: application/json

X_API_KEY: ed3cd40801ad572b93adbclf70a9f74bef 82133

Content-Type: application/json; charset=UTF-8

Content-Length: 87

Host: api.maya. live

Connection: Keep-Alive

Accept-Encoding: gzip

User-Agent: okhttp/5.08.0-alpha.3

JSON [# Edit L Replace | (7] View: auto ~
{
"last_updated_at": @,
"pill_dates": [
{

“date": "24-Sep-2024",
“note": "1v,
"status”: “Added"

*:8080 | mitmproxy 10.4.2

[Figure 3.8. The API requested the date of our pill entry and what the entry was (denoted by

1]

Path Method Status Size Time
__|nttpsy/ v 1...POST 200 25.1kb 434ms;
Ll https:/ffi leapis.com/v1/projects/715340... POST 200 802b 210ms
Ll i.maya.live/vi/i y-dates PUT 200 382b 332ms
—J‘ //api.maya.live/ PUT 200 414b 120ms
_j‘ /[api.maya.live/t tics PUT 200 767b 119ms
EJ h IIss! le-analyti [batch POST 200 301b  17ms
_JL ps:// gging-pa, | com/viffirelog/l /batch..POST 200 1.4kb 2s
_J.‘.. ps:/[firebaselogging-pa. | com/viffirelog/l /batch..POST 200 1.1kb 1s
_j— https://api.maya.live/v1/user/notes-symptom PUT 200 298b 345ms
L h ://api.maya.live/v1/ od PUT 200 295b 350ms.
_j“ ps:/[firebaselogging-pa com/v’ log/l /bat...@POST 200 1.3kb 2s
= le-analyti POST 200 552b 18ms
_jL J/api.maya.live/vijuser]| pill PUT 200 278b 344ms|
L h [/api.maya.live/v1/ te PUT 200 313b 334ms
L i.maya.live/v I i gth PUT 200 282b 138ms
| http J/fi g is.com/viffi /batch..POST 200 1.7kb 2s
_J ps:/f is.com/viffi fbatch..POST 200 1.2kb 2s
_JL /Pl 1 flog/batch POST 200 1.5kb 53ms
J 1 flog/batch POST 200 878b 46ms|

© Request | Response | Connection
P ion: 1; mode=block
x-content-type-options: nosniff

Timing Comment

cache-control: no-cache, no-store
pragma: no-cache

expires: Mon, 01 Jan 1990 00:00:00 GMT
set-cookie: _lovecycles—
api_session=0Ux3TUlpTE9GaFVsdm1DQnBRRjd4bVYORMIMS j JKZHB1dUo rWStDQTdUZ3RHNENuaUpZ
NHNFQXNzemt ZzJ0b ZVnhDVVV2a2tpOWxWY2Q5Q1BodWhoSOVTSCIPM3ZNRj lyaVpS
V1BiWHIQYW@vdm9JaXNNUUgtLU1VeVVuWVpnTnpzb2RjdnZaTDRWQXc9PQ%3D%3D—

AR EFA L NAAL . AAARAAN LT ATANAR L F LA A

x-request-id: ef47a5d2-325c-4867-a86e-cb8c22b7c1df
x-runtime: 0.012200

JSON # Edit XLReplace ) View: auto v
{
"auth_token": "fa37a7929808bf1b8dce67b4c0dal3695b613f74",
“dates": [
“created_at": 1727173393,
24-Sep-2024",
"
: "Synced",
“updated_at": 1727173393
}
1,
"updated_at": 1727173393
}

*:8080 | mitmproxy 10.4.2

[Figure 3.9. The API synced this newly logged information.]
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Path
|| __| ntpsifaptmaya.iivejuser/analytics

&R | https://ssl.google-analytics.com/batch

I Ll https:/ffirebaselogging-pa. leapis.com/viffirelog/l: y/batch..
L https:/ffirebaselogging-pa.googleapis.com/viffirelog/legacy/batch...
I ___ https:jfapi.maya.live/vl/user/notes-symptom
Ll https://api.maya.live/vijuser/notes-mood

2| https://ssl.google-analytics.com/batch

logging-pa leapis.com/vi/firelog/legacy/bat... @

I https://api.maya.live/vijuser/notes-pill

https://api.maya.live/vijuser/notes-note

https:/ffirebaselogging-pa.googleapis.com/vi/firelog/legacy/batch...

i.maya.live/vijL

flow-strength

I https:/ffirebaselogging-pa.googleapis.com/viffirelog/legacy/batch...

ht /batch

I https://play.googleapis.comflog/batch

<> https:f/android.googleapis.comfauth/devicekey
I_‘hnps:ﬂnutiﬁ ti pa. leapis.comj le.internal.notificatio...
__|https:/fnoti ions-pa. leapi n/goegle.internal.notificatio...
I_‘r :/Inotificati pa. leapis.com/ le.internal.notifi
| showhost |

Method Status Size

ruUl

POST

.POST

POST
PUT
pUT
POST
POST
pUT
pUT
PUT
POST
POST
POST
POST
POST
POST
POST
POST

Zuu
200
200
200
200
200
200
200
200
200
200
200
200
200
200
400
200
200
200

Time | @ | Request Response Connection Timing Comment

/6/D

119ms;

1.4kb 2s|
17kb 15
298b 345ms
296b 350ms
13kb C
552b

| PUT https://api.maya.live/vl/user/notes—flow-strength HTTP/1.1
301b  17ms|

Anonymous: true

X_AUTHENTICATION_TOKEN: fa37a7929808bf1b8dce67b4c0dal3695b613774

Accept: application/json

X_API_KEY: e@3cd40801ad572b93adbc1f70a9f 74beff82133

Content-Type: application/json; charset=UTF-8
Content-Length: 91

Host: api.maya. live

18ms| Connection: Keep-Alive

278b 344ms|

313b 334ms|

282b 138ms

1.7kb
1.2kb
1.5kb
878b
9.7kb
3.0kb
3.0kb
3.0kb

2s

2s
53ms|
46ms
27ms
115ms
114ms|

118ms

Accept-Encoding: gzip

User-Agent: okhttp/5.8.8-alpha.3

[# Edit | LReplace (7] View: auto~

"flow_strengths": [
{

“last_updated_at": @

[~ 5080 | mitmproxy 10.42

[Figure 3.10. The API requested the date of our flow strength entry and what that entry was

(denoted by '5").]

Path
I __| nups:jjapi.maya.iivejuserjanaiytics

& | https://ssl.google-analytics.comjbatch

Method Status Size

ruUiI

POST

I | https://firebaselogging-pa.googleapis.com/v1/firelog/legacy/batch

af i

POST

‘ | https://firebaselogging-pa.googleapis.com/viffirelog/legacy/batch...POST

I _, https:{fapi.maya.live/vifuser/notes-symptom PUT

| _ https://api.maya.live/vl/user/notes-mood PUT
I _: https://firebaselogging-pa.googleapis.com/vi/firelog/! fbat... @POST
| E https:f/ssl.google-analytics.com/batch POST
I Ll https://api.maya.live/v1/user/notes-pill PUT
__| https:/japi.maya.live/vi/user/notes-note PUT
l _J https:/japi.maya.live/vi/user/notes-flow-strength PUT

| __ httpsi/ffirebaselogging-pa.googleapis.com/v1ffirelog/legacy/batch...POST
I Ll https://firebaselogging-pa.googleapis.com/vi/firelogflegacyfbatch...POST
‘ Ll https://play.googleapis.com/log/batch POST
I Ll https://play.googleapis.com/log/batch POST
| 52 https://android googleapis.com/auth/devicekey POST
\all https://notifications-pa leapi le.internal.notificatio... POST
= https://notifications-pa.googleapis.com/google.internal.notificatio... POST
I _i https://notifications-pa.googleapis.com/google.internal.notificatio... POST

200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
400
200
200
200

Time

/6/D
301b
1.4kb

1.1kk

Tgms|
17ms
2s

15

208b 345ms

206b 350ms

1.3kb

552b

2s

18ms|

278b 344ms

313b 334ms

282b
1.1kb
1.2kb
1.5kb
878b
9.7kb
3.0kb
3.0kb
3.0kb

138ms
2s

251
53ms
46ms;
27ms
15ms
114ms

118ms|

© Request Response Connection Timing Comment

block

p :1; mod
x-content-type-options: nosniff

cache-control: no-cache, no-store
pragma: no-cache
expires: Mon, @1 Jan 1990 00:00:00 GMT

set-cookie: _lovecycles-
api_session=WEpaY1I3QXFTazVxMDdHKzMxZE100Vd1dFRZaXpzdHVmZGIOMKp1aVNriNj AxcD1DU3IM

| Q25HQ3BBV20orWUJRYk]LVjFESHhDbldacjM4Zm9zYmFMV1hvYSs5L3QycFZVYVYzUUpsZWtXVkSKkZHhB

M1Y3VWVycEVBNFRKRDc4bUMtLVUZcXNHSHZXaUkx0VkzV2ZIbVZOOUESPQ%3D%30—

x-request-id: 7b1765dd-e289-4794-a706-b16efb0ad73f
x-runtime: @, 013354

JSON @ Edit L Replace (% View: auto ~
3
“auth_token": "fa37a7929808bf1b8dce67b4c@dal3695b613174",
“dates": [
{

"created_at": 1727173394,
"date": "24-Sep-2024",
“note®: "5",

"status": "Synced",
"updated_at": 1727173394

}
1.
"updated_at": 1727173394
}

¢:8080 | mitmproxy 10.4.2 |

[Figure 3.11. The API synced this newly logged information.]

We also observed that the full text of the personal notes we wrote were also sent to the API:
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Path
J __| hupsijfapl.maya.iive/user/analytics

!. https:/fssl.google-analytics.com/batch
w _,https:i,fﬂrebaselogging—pa.goog\eapis.cem{\rl,ffirelogﬂegacy,fba(ch...
Ll https:/ffirebaselogging-pa.googleapis.comjviffirelog/legacy/batch...
I” _| https:f/api.maya.livefvljuser/notes-symptom
Ll https:/fapi.maya.livefvl/user/notes-mood
m Ll https:/ffirebaselogging-pa.googleapis.com/viffirelog/legacy/bat... @
! https:f/ssl.google-analytics.com/batch
|N Lt https://api.maya.livefv1/user/notes-pill
L https:/fapi.maya.livefv1/user/notes-note
|‘ _Ihttps:ﬂapi.maya.Iive_iv1,luserfncles-rlow-strenqlh

https:/ffirebaselogging-pa.googleapis.com/viffirelog/legacy/batch...

B

| _|httosifiresasel pa.goagleapis.com/v1ffirelog/legacy/batch...
| https://play.googleapis.com/log/batch

|h | https://play.googleapis.com/log/batch

<>/ https:{fandroid

is.com/auth/devicek

y
|h Ll https://notifications-pa.googleapis.com/goegle.internal.notificatio...

https://notifications-pa.googleapis.com/google.internal.notificatio...

https:// ions-pa leapis.com/google.internal.notificatio...

UL
POST
POST
POST
pUT

pUT

POST
POST
PUT

pUT

PUT

POST
POST
POST
POST
POST
POST
POST

POST

Method Status Size
200

200
200
200
200
200
200
200
200
200
200
200
200
200
200
400
200
200

200

Time

/e/b

119ms’

© | Request | Response Connection Timing Comment

PUT https://api.maya.live/vl/user/notes-note HTTP/1.1
301b 17ms

1.4kb

1.1kb

2s

1s

298b 345ms

295b 350ms

1.3kb
552b

2s

18ms

278b 344ms

313b 334ms

282b 138ms

1.3kb
1.2kb
1.5kb
878b
9.7kb
3.0kb
3.0kb

3.0kb

25

2s
83ms
46ms
27ms
115ms
114ms

118ms

Anonymous: true

X_AUTHENTICATION_TOKEN: fa37a7929808bf1b8dce67b4c@dal3695b613174
Accept: application/json

X_API_KEY: e@3cd40801ad572b93adbc1f70a9f74beff82133

Content-Type: application/json; charset=UTF-8

Content-Length: 182

Host: api.maya. live

Connection: Keep-Alive

Accept-Encoding: gzip

User-Agent: okhttp/5.0.8-alpha.3

[Figure 3.12. In the request here we can see the text of our note.]

Method Status Size

Path

L maya. fanalytics PUI
5 https://ssl.google-analytics.com/batch POST
M_‘..up;.,,.;. ing-pa. is.com/viffirelog/l /batch...POST
| | https://fi ing-pa. leapis.com/viffi y/batch...POST
U » https://api.maya.live/v1/user/notes-symptom PUT
Ll https://api.maya.live/v1/user/notes-mood PUT
H __| https:/ffirebaselogging-pa leapis.com/viffirelog/l /bat... @POST
5 https://ssl.google-analytics.com/batch POST

l Lad https://api.maya.live/v1/user/notes-pill PUT
_/ https://api.maya.live/v1/user/notes-note PUT

“ > https://api.maya.live/v1/user/notes-flow-strength PUT
| https:/ffir ing-pa. is.com/viffi y/batch...POST
N_\hupw‘,‘f;y baselogging-pa leapis.comj/vi/firelog/l /b POST
//p! | flog/batch POST
/log/batch POST
I com/auth/ y POST
ifications- leapi: / le.internal.notificatio... POST
ifications-| internal.notifi POST
/[notifications-pa. / le.internal.notificatio...POST

200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
400
200
200
200

Time

/6/D
301b
1.4kb

1.kb

1Yms,
17ms
2s

1s

298b 345ms

295b 350ms

1.3kb
552b

2s

18ms

278b 344ms

313b 334ms

282b 138ms

1.1kb
1.2kb
1.5kb
878b
9.7kb
3.0kb
3.0kb

3.0kb

2s

2s
53ms
46ms
27ms
115ms
114ms

118ms

JSON (# Edit X Replace | ) View: auto~
{
"last_updated_at": @,
"notes": [
"date": "24-Sep-2024",
“note": "Forgot to take pill\n",
“status": “Added"
1
}
© Request | Response | Connection Timing Comment

x-xss-protection: 1; mode=block

x-content-type-options: nosniff

cache-control: no-cache, no-store

pragma: no-cache

expires: Mon, @1 Jan 1990 00:00:00 GMT

set-cookie: _lovecycles-
api_session=QmpBQlIIYMFGZGNrbUF5Nnh4U2NCY11hZUg5Mk1INVhXd3Z1ZT1YdT1jRTViSTdzView
Zi9Fdnp1UGJuQ2RDaFpBODRTN3RONzkxUnA4cHIZVUVQTGx3a1ZhRWhvQS96bkx0ekFXZXpPUZRDTW1 i
VE1SVVp6YTN4TUXXZE LxMmI tLTRMZ LRMNOXVRXFUQXZnTGNIWHB2ZN1E9PQ%3D%3D--473901299bb574

x-request-id: ffac8cf4-742b-4860-85ad-e32e7b430087
x-runtime: 0.014091

JSON (# Edit X Replace (7 View: auto v
{
"auth_token": "fa37a7929808bf1b8dce67b4c0dal3695b613f74",
“dates": [
1{
“created_at": 1727173394,
"date": "24-Sep-2024",
“note": “Forgot to take pill\n",
"status": "Synced",
"updated_at": 1727173394
}
1,
"updated_at": 1727173394
}

+:8080 | mitmproxy 10.4.2
J

[Figure 3.13. In the response, the APl synced the text of this note to the date updated. Note that
all this is being communicated to the API, where it might have been the erroneous belief of
some users that notes are local to their device and not stored remotely.]

Beyond this first-party data syncing across the API, we also saw numerous third-party
advertising SDKs in Maya's web traffic, particularly Google's DoubleClick and Google Ads:
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Mothod Status Sze

Path
i~ NIIDS //anaroid. a0xs. google comic 2amfregister 3 POST
) ey POST
& Bac POST
al sk _ghPaccess. GET
ey _sdk_gkPaccess._t GET
& 8fac POST
s, PoST
Ly sk_gkTaccess_ oET
o ,_sdk_gkTaccess oET
Ly slk_gkPaccess_t oET
L sk _giPaccess. GET
(2 _x86_644native. m...GET
= . L) |_x86_648adid_p=18format=360x50_as&omid_v.. GET
2/ GET
= L 2_ads.hmi GET
& ntips /igoogieads. g doubleciick nettavicon ico GET
L . GET
! GET
3 nitps:/ina. ¢ 0: GET
& ntips GET
FL s GET
IF) et d_session_bin s GET
& omidjs oET
) e IMwerw tacebook comiadnw_sync2 PoST
| hpsiiconnectivitycheck gstatic.com/generate._204 GeT
8 nttps:sst google-anaiytics.combatch POST
> | it POST
| Mtps:Jjaptmaa ivenva/signup posT
) MpsJjaplmaya. Iive/user/server-tmestamos GET
L POST

nttos:/jaoi.mava ive/user/analytics @rur

200 9asb 28
400 549b 106ms
400 5425 Tims
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[Figure 3.14. The response from Google Ads with the advertising settings for this app, such as
'‘auto_collect_location: true'.]

Google Ads also requested device information to know what format of ads to display, and the
response outputted an ad, 'babymarkt.de":
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GET https://googleads.g.doubleclick.net/mads/gma?submodel=redroidl1l_x86_64&native_t
emplates=1%2(2%2(4%2C5&adid_p=1&format=320x50_mb&native_version=3&omid_v=a.1.4.10-g

oogle_20240110&dv=2424025018ev=23.2. 08g1=US&h1=en&]j s=afma-sdk-a-v242402999.24180600
0. 1&1v=241806202&ms=CpgECOAC671f4HgpIN-hUb@yY3_tCHYpT11iq7108YHOhZiWteq3iYKDBAKAYI ]
Z1BDKpbvEmBNasyzozhe6 INHaAl-f0047tIfMcftMNQhKGWHin7YYalhew-7yVWARS TWwmLtFvi2blgmi

User-Agent: Mozilla/5.0 (Linux; Android 11; redroid11_x86_64 Build/RD2A.211001.002;

wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.@ Chrome/125.0.6422.113 Mobile
Safari/537.36 (Mobile; afma-sdk-a-v243333035.243333035.0)

Host: googleads.g.doubleclick.net
Connection: Keep-Alive
Accept-Encoding: gzip

Query (Z Edit L Replace (7) View: auto v
submodel: redroid11_x86_64
native_templates: 1,2,4,5
adid_p: 1
format: 320x50_mb
native_version: 3
omid_v: a.1.4.10-google_20240110
dv: 242402501
ev: 23.2.0
gl: us
hi: en
is: afma-sdk-a-v242402999.241806000.1
v: 241806202

CpgECOAC671f4HgpIN-hUbBYY3_tCHYpT11iq7i08YHOhZiWteq3iYKDB:
84262220.com.android.vending

1

3.8.2.1

*:8080 | mitmproxy 10.4.2

[Figure 3.15. Device data such as the 'submodel' and the 'format' was requested here.]
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¥

h
"secondary_image": {
“height": 180,

"gcale": 1,
"url": "https://1lh6.googleusercontent.com/proxy/Qhm4DF-GOIRTrBISWeriaAOMdUa
“width": 180

"template_id": 1,
“tracking_urls_and_actions": {
“click_actions": [

{
"type": 1,
"u2_final_url": "https://www.babymarkt.de/schwangerschaftsbegleiter
"url": “https://www.babymarkt.de/schwangerschaftsbegleiter/?adword=
}

1+
“clickability": {
"click_delay_ms": 1000,
"max_swipe_distance_for_click": 5
H
"creative_conversion_url_without_label": "https://googleads.g.doubleclick.n
“for_sure_open_browser": true,
"'google_click_tracking_url®: "https://googleads.g.doubleclick.net/aclk?sa=1
"gws_query_id": "rOvaZpHfD8msOuBPmvzh4Ag",
"impression_tracking_urls": [
"https://googleads.q.doubleclick.net/pagead/adview?ai=Cwls1lrOvaZp-oEICU
1,
"one_point_five_click": {},
“open_app_if_installed": false,
“signal_configuration": {
"click_ping": 2,

+:8080 | mitmproxy 10.4.2

[Figure 3.16. Based on the requested device information, the advertising network responded

with an ad for the company 'babymarkt'.]

The above ad does not appear to be personalised to the user’s period input data but rather to
the device info (e.qg., likely customised to the type and operating service (OS) of the device). It is
also an ad targeted to the nature of a period tracking app, as it is a baby supplies website.
Maya's Privacy Policy discloses that they use third party advertising companies, but it does not

name the companies (e.g., Google Ads).

We also noticed below a 1x1 tracker pixel that popped up in the web traffic while we interacted
with the app, similar to what we saw in the previous app, that can automatically send
information about the user's device and activity to the tracker owner, which appears to be

Google Analytics here:


https://privacyinternational.org/explainer/2976/how-do-tracking-companies-know-what-you-did-last-summer
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PEY HTTP/1.1 200 0K

Date: Tue, 24 Sep 2024 10:21:04 GMT
Pragma: no—cache

Expires: Fri, 01 Jan 1990 90:00:00 GMT
Cache-Control: no-cache,
Last-Modified: Sun, 17 May 1998 03:00:00 GMT
X-Cantent-Type-Options: nasnif

Content-Type: inage/gLf

no-store, must-revalidate

Cross-Origin-Resource-Policy: cross-origin
Server: Golfe2
Content-Length: 35

Alt-Sve: h3=":443"; na=2592000,h3-29=":443"; ma=2592000
GIF Image FEdin L Rep ) View
Format: Compuserve GIF

Version: GIFE%a

size: 1x1px

backgraund: 255

[Figure 3.17. We can see above for a URL path associated with ‘google-analytics’ a 1x1 GIF,
which represents a tracking pixel that can track user activity/behavior in the app.]

We also observed third party URL paths pointing to Facebook's Graph API (Figures 3.18, 3.19,
3.20) and Facebook's ad network (Figure 3.21). Note that while the Facebook API might be
called by an app for log-in integration, we recall that the sign-up page for Maya only had the
option to sign up with email, not with Facebook. Additionally, recall that Maya had said in its
response to our 2019 research that it had removed the Facebook core SDK (and kept the
Facebook Ads SDK), though its pushing of the Facebook log-in perhaps suggests that the SDK
is still integrated in the application itself (while it is Facebook that denies the requests to its API).
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- | htps:/faraph. compv16 ile_sdk_gk?access_toke..@GET 400 174b 116ms X-fb-request-id: AzMD11QMvq8rm17xpTbYe16
=) -fb-trace-id: FCimwIUi
| https://graph.facebook.com/v16.0/app?access_token=27965206875... GET 400 174b 116ms| = T e
e x-fb-rev: 1816272696
Y https:f/graph.facebook.com/v16.0/app?access_token=27965206875... GET 400 174b 108ms| X-FB-
https:/jgraph.facebook.com/v16.0/app/mobile_sdk_gk?access_token... GET 400 174b 110ms| Debug: 2T5163wKkopmMc9jID3IeWvadyz17B87xgIhZaXmojQpcBg2kjKnZDGAPQ+KyKsBxNXdQsbFaNxQMO
. ewFS51oylw==
_“hltps:ﬂgraph,facabook.comMG.O,'app,’rnob«ie_sdk_gk?accasswtoksn... GET 400 174b 110ms| x-fb-server-load: 33
| https://graph.facebook.com/v16.0/app/mobile_sdk_gk?access_token... GET 400 174b 112ms Date: Fri, 86 Sep 2024 11:45:39 GMT
_'-Ehltps:ﬂgraph.facebook.comMG.szmsmt-}s?SOﬂs,lactivilles POST 400 549b 106ms Proxy-Status: http_request_error; e_proxy="AcIoGjqTxjoSedwCUjKWQjBUBbIATL7SNr61jP7R-
< y4lv@ja7DxgSek1C90zS1onT5wM30qFHY7Y-MIbZmZR" ;
. | https:/jgraph.facebook.com/v16.0/279652068750718/activities POST 400 542b 11Ims| e_fh_binaryversion="AcKFfH1Dv@t4hruQntEAQdKrBQOivrt7dfFEFEDRSDTXNMUI5@uSSORHTGKI4Ce
| hitps:/fgraph.facebook comjv16.0/app/mobile_sdk_gk?access_token... GET 400 17ab 1i0ms| XCUXSEVO_Vod019fC20mIntdxThOLGTCVq ]

- | https://graph.facebook.com/v16.0/app/mobile_sdk_gk?access_token... GET 400 174b 106ms| X-FB-Connection-Quality: EXCELLENT; q=0.9, rtt 16, rtx=e, c= w' mss=1389, tb\-l-11273.
— tp=-1, tpl=-1, uplat=93, ullat=@
__‘}hltps:ﬂgraph.faoehook.com,’v1ﬁ.0,’2796520B?sﬂﬂﬂjactivilies POST 200 572b 349ms Alt-Svc: h3="1443"; ma=86400

| https:fjgraph.facebook.com/v16.0/app/mobile_sdk_gk?access_token... GET 400 174b 117ms Connection: keep-alive
| https:/fgraph.facebook.com/v16.0/app/mobile_sdk_gk?access_token... GET 400 17ab 1Mms| Content-Length: 174
| https:/fgraph.facebook.com/v18.0/app/mobile_sdk_gk?access_token... GET 400 174b 111ms| JavaScript (¥ Edit = LReplace (@) View: auto ~
T https://graph.facebook.com/v16.0/app/mobile_sdk_gk?access_token... GET 400 174b 108ms| {
verror": {
= hitps:/fwww.facebook.com/adnw_sync2 POST 200 2.9kb 198ms "message":"API access disrupted. Go to the App Dashboard and complete Data Use Checku|
| https:/fwww.facebook.com/adnw_sync2 POST 200 3.2kb 134ms k
| https:/fwww.facebook.com/adnw_sync2 POST 200 3.2kb 139ms| }
==

[Figure 3.18. Facebook denies Maya's calls to integrate the Facebook API.]
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Jhﬂpszﬂgmphf book.com/v16.0/app/mobile_sdk_gk?access_toke... @GET 400 LELIMERE] GET https://graph. facebook.com/v16.0/app/mobile_sdk_gk?access_token=27965206875071
| https:/jgraph facebook.com/v16.0/app?access_token=27965206875... GET 400 174b 11Ems: B%7Cf5401c5c31bdc5c1be282dec1d32ea50&fields=gatekeepers&format=json&sdk_version=1
— - | 6.0.0&sdk=android&platform=android HTTP/1.1
_J https://graph.facebook.com/v16.0fapp?access_token=27965206875... GET 400 174b 108ms| User-Agent: FBAndroidSDK. 16.0.0
_Jhﬂps:f,lgraph.facebook.comms.urapp{mcblle_sdk_gk?access_luken... GET 400 174b 110ms| Accept-Language: en_US
| https:/jgraph.facebook.com/v16.0fapp/mobile_sdk_ok?access_token... GET 400 174b 110ms Content-Type: application/x-www-form-urlencoded
bt h 16.0, dk_gk? ken.. GET 400 174b tizms| Contamt-Encoding: gzip
ttps://grap co fapp/mobil ? i |
—,‘ psilfar iy —sdk_gk?access_token ms: Host: graph. facebook. com
_J https://graph.facebook.com/v16.0/279652068750718/activities POST 400 549b 106ms  connection: Keep-Alive
_Jhﬂps:,‘,lgraph.facebook.conw16.0r2796520675071Bj'ac|ivilies POST 400 542b 111ms= Accept-Encading: gzip
_-Jhnps:ﬂgraph,facebook.comfv18.uiapp{mobile_sdk_gk?accass_taken... GET 400 174b 110ms| Query ZEdit LReplace @) View: auto ~
__Jm!ps:,‘,lgraph.facebook.comfv16.0|‘app.lmcbile_sdk_gk?access_token... GET 400 174b 106ms§ access_token: 279652068750718| f5481c5¢31bdc5clbe2d2dec1d32eas5@
- | fields: gatekeepers
J https:{/graph.facebook.com/v16.0/279652068750718/activities POST 200 572b 349ms| format: json
| i
- | https:/jaraph.facebook.com/v16.0/app/mobile_sdk_gk?access_token.. GET 400 74b 111ms| ’::—"r“"’"' 16“1“‘%
—t | kL H androl
Jhtlpsﬂgraph.facebook.mmjﬂe.ofapp.lmobiIe_sdk_gk?access_tuken... GET 400 174b 111ms  platform: android
_ﬁ\hnps:ﬂgraph,facebook,comfﬂﬁ,orapp.lmcbiIe,sdk_gk?access,token,., GET 400 174b 111ms!
J https://graph.facebook.com/v16.0/app/mobile_sdk_gk?access_token... GET 400 174b 108ms|
| https:/fwww.facebook.com/adnw_sync2 POST 200 2.9kb 198m5%
J https://www.facebook.comfadnw_sync2 POST 200 3.2kb 134ms
ihﬂps:,‘,twww.facebook.com,ladnw_MEyncZ POST 200 3.2kb 139msi
[ showos

[Figure 3.19. The requests for these rejected calls contain the field 'gatekeepers'.]
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UCEIULLE] POST https://graph. facebook.com/v16.0/279652068750718/activities HTTP/1.1

Q  facebook
Highlight
Find
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1= https://graph.facebook.com/v16.0/app/mobile_sdk_gk?access_toke... @GET 400
| https:/jgraph.facebook com/v16.0/app?access_token=27965206875... GET 400 174b 116ms
| https://graph.facebook.com/v16.0/app?access_token=27965206875... GET 400 174b 108ms
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1 .| https:flgraph.facebook.com/v16.0/278652068750718/activities POST 400 549b 106ms
. https:/lgraph facebook.com/v16.0/279652068750718/activities POST 400 542b 11ms
Y https:f/graph.facebook.com/v16.0fapp/mobile_sdk_gk?access_token... GET 400 174b 110ms
) https://graph.facebook.com/v16.0/app/mobile_sdk_gk?access_token... GET 400 174b 106ms
. https:jlgraph.facebook.com/v16.0/279652068750718/activities POST 200 §72b 349ms
Y https://graph.facebook.com/v16.0/app/mobile_sdk_gk?access_token... GET 400 174b 111ms
_hrtps:ﬂgraph.facehcmk,cumfv‘&ﬁmapp,’mohile_sdk_gk?access_mken... GET 400 174b 111ms
. https:ffgraph.facebook.com/v16.0/app/mobile_sdk_gk?access_token... GET 400 1746 1Mms
Y https://graph.facebook.com/v16.0fapp/mobile_sdk_gk?access_token... GET 400 174b 108ms
1= https:/jwww.facebook.comfadnw_sync2 POST 200 2.9kb 198ms
12 https://www.facebook.comfadnw_sync2 POST 200 3.2kb 134ms
Y https:/iwww.facebook.com/adnw_sync2 POST 200 3.2kb 139ms
| showhost |

User-Agent: FBAndroidSDK.16.0.0

Accept-Language: en_US

Content-Type: application/x-www-form-urlencoded
Content-Encoding: gzip

Transfer-Encoding: chunked

Host: graph. facebook.com

Connection: Keep-Alive

Accept-Encoding: gzip

[decoded gzip] URLEncoded form [# Edit X Replace (7] View: auto »
access_token: 279652068750718 | f5401c5c31bdc5clbe202dec1d32eas0
format: json
sdk: android
event: MOBILE_APP_INSTALL
anon_id: XZ7f11755e-7489-448e-8b50-a53cb1d8c777

application_tracking_enabled: true
advertiser_id_collection_enabled:true

advertiser_id: feeeeecc-a@8b-4792-393d-254257416412
advertiser_tracking_enabled: true

installer_package: com.android.vending

extinfo: ["a2","in.plackal. lovecyclesfree",223,"3.8.2.1","11", "red
application_package_name: in.plackal. lovecyclesfree

[Figure 3.20. We see 'advertiser_tracking_enabled: true' for calls to the Facebook API, which
suggests Maya is attempting (unsuccessfully) to integrate Facebook for advertising purposes.]
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<2 https:{/googleads.g.doubleclick.net/mads/gma?smart_h=auto&smart_...GET 200 0 421ms
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| https://googleads.g.doubleclick.net/getconfig/pubsetting?app_name=...GET 200 647b 37ms
E https://tpc.googlesyndication.com/pageadfimagesfadchoicesficonx2.... GET 200 886b 29ms
1= https:/{/pagead2.googlesyndication.com/omsdk/releasesflivefomsdk-v... GET 200 14.3kb 15ms
12 https:{/pagead2.googlesyndication.comjomsdk/releasesflivefomid_se... GET 200 14.5kb  19ms

ﬂ 1254 https:f/www.facebook.com/adnw_sync2 POST 200 2.9kb 198ms
L https:{/api.maya.livejvi/forums/metadata GET 200 2.6kb 155ms
» https:{/api.maya.livej/v2/metadata/generic GET 200 108b 148ms
= https:f/googleads.g.doubleclick.net/mads/gma?submodel=redroid11_... GET 200 16.1kb 329ms
L https:f/googleads.g.doubleclick.net/mads/gma?submodel=redroid11_... GET 200 20.0kb 376ms
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*:8080 | mitmproxy 10.4.2|

X-FB-Connection-Quality: EXCELLENT; g=0.9, rtt=8, rtx=0, c=10, mss=1380, tbw=3427,

tp=-1, tpl=-1, uplat=186, ullat=0
Alt-Sve: h3=":443"; ma=86400
Transfer-Encoding: chunked

Connection: keep-alive

[decoded gzip] JavaScript (# Edit  LReplace (2] View: auto =
{
“response”: {
“prefetch_urls":"keep","bidder_token_info":"keep", " feature_confi
}

,“bundles®: {
“feature_config": {
“data": {
"feature_config": {

"adnw_modules_sync_enabled":"false","adnw_modules_no_pii_sync_enabled":"false",'

}

»"fingerprint":null

}
Jrefresh": {
"target_refresh_s":300

}

[Figure 3.21. We can see here that Maya had called Facebook's ad network, but Facebook
responded false for all the bidding entries, likely because the Facebook API rejected Maya's

calls.]

Above, we see that as Maya consistently makes calls to Facebook's Graph API, Facebook
consistently rejects these API calls due to the 'gatekeepers' check. Even though Facebook is
disrupting access by Maya to its API, Maya still appears to be sending requests (or at least

*:8080 | mitmproxy 10.4.2
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leaving this Facebook configuration in the app). On the one hand, user input data is not being
sent to Facebook as it had in our previous investigation; however, we are still observing calls to
third parties where there shouldn't be, and these calls are nonetheless sending device data (i.e.,

serving the ‘babymarkt’ ad).

Maya also appeared to integrate Firebase, which requested a range of data about the device:

Path Method Status Size Time

https:/fandroid.apis.google.com/c2dm/register3 POST 200 1.4kb 1s
= https://graph.facebook.com/v16.0/279652068750718/activities POST 400 541b 1056ms
Y https://graph.facebook.com/v16.0/279652068750718/activities POST 400 541b 108ms
L2 https://graph.facebook.com/v16.0/app/mobile_sdk_gk?access_to... GET 400 174b 109ms
2 https://googleads.g.doubleclick.net/mads/static/mad/sdk/native/p... GET 200 122.3kb 53ms
2| https://googleads.g.doubleclick.net/mads/static/madfsdk/native/p... GET 200 53.8kb 38ms

https://graph.facebook.com/v16.0/279652068750718/activities POST 200 570b 427ms
L https://api.maya.live/user/server-timestamps @GET 200 604b 164ms
Ll https://fundingchoicesmessages.google.com/a/consent POST 200 101.0kb 126ms
Y https://graph.facebook.com/v16.0fapp/mobile_sdk_gk?access_to... GET 400 174b 105ms
Ll https://api.maya.live/user/analytics PUT 200 767b 125ms
Ll https:/{api.maya.live/v1/forumsjusersfsettings GET 200 206b 114ms
» https:/ffir logging-pa.googleapis.com/vi/firelogflegacy/batch..POST 200 3.7kb 25
L https://www.googleapis.com/experimentsandconfigs/vi/getExperi... POST 200 25.1kb 434ms
Ll https://firebaseremoteconfig.googleapis.comfvl/projects/715340... POST 200 802b 210ms
Lall https://api.maya.live/v1fuser/history-dates PUT 200 382b 332ms
Ll https://api.maya.live/user/statistics PUT 200 414b 120ms
L https:/{api.maya.live/userjanalytics PUT 200 767b 119ms
& httos://ssl.aooale-analvtics.com/batch POST 200 301b  17ms

| showtost |

© | Request | Response Connection Timing Comment

Host: firebaselogging-pa.googleapis.com
Connection: Keep-Alive
Content-Length: 3677

[decoded gzip] JSON (# Edit XLReplace (@] View: auto -

{
"logRequest": [
{

"clientInfo": {
"androidClientInfo": {
"applicationBuild”: "224",
“country": "US",
"device": "redroid_x86_64",
“fingerprint”: "“redroid/redroid_x86_64/redroid_xB86_64:11/RD2A.2118@
"hardware": "redroid",
"locale": "en",

'
redroidll_x86_64",
RD2A.211001.0802",
"product": "redroid_x86_64",
“sdkVersion": 3@
+
"clientType": "ANDROID_FIREBASE"
h
*logEvent”: [
{
"eventTimeMs": 1727173208039,
"eventUptimeMs": 602904375,
"networkConnectionInfo": {

‘rBOlD mll!nnml‘y 10.4.2 §

[Figure 3.22. See device information in 'androidClientinfo'.]

We also noticed Firebase requested specific information about the app itself, such as
'Usermode: Track' and app version information, which is likely collected for app-specific

monitoring and performance analytics:
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Path Method Status Size
Ll i Y TE 1:71534028169:and: .. GET 200 375b 175ms,
| hitps:)y ttings. ytics.com/spifv2/pl 1%3A71534028169%34Aa... GET 200 374b  3Bms
__ hitps: POST 200 3.7kb 2s
Ll vilprojects/7 f:fetch POST 200 802b 210ms.
hitps p POST 200 14kb 25
| hups:y p POST 200 1kb s
__hp gging-pa. is.c @POST 200 1.3kb 2s
__htt ing-pa.go c j POST 200 1kb 25
POST 200 1.2kb 2s

[snownon

Time | @ Request

Response Connection Timing Comment
H-None-Match: etag-71534028169-fireper f-fetch-0698650

X-Coog-Api-Key: AlzaSyCAGFdYtd9aax1 féwwSuOVmYXTHTDIYxro

X-Android-Package: in.plackal. lovecyclesfree

X-Android-Cert: 91256C932000C80815C8DCBA2C38054670135906

X-Google-GFE-Can-Retry: yes

X-Goog-Firebase-Installations-

Auth: eyJhbGci0iJFUzIINIISINRScCIGIkpXVCI 9. eyIhcHBIZCIG jEGNZEIMZ0wM ] gxN j KB YWSkcmApZDoSZDAZMGUyMmZhZDFKNTE
ITiwiZXhwljoxNzI3Njgd0TY zLCImaW0i0iImY2ZpHYKRReVRQV2tLVTMONUD fO2p2T iwicHIvamV jdES 1bWI 1c LEGNZEIMZOwM j gxNj 19
.AB2LPVBWRgINAKzzZsaxnLz3cZshHeIW3Ehmlyksab36812t58tgfnbeALEAS235ch-mK)0LlgaFTOLL tjPLkp5KS-1kQY

Content-Type: application/json

Accept: application/json

X-Firebase-RC-Fetch-Type: BASE/1

Content-Length: 733

User-Agent: Dalvik/2.1.8 (Linux; U; Android 11; redroidll_xB6_64 Build/RD2A,211001.002)
Host: firebaseremoteconfig.googleapis.com

Connection: Keep-Alive

Accept-Encoding: gzip

@ Edit ) View: auto

JSON 2 Roplace

{
“analyticsUserProperties”: {

"Tiar": " i
"UserMade”: "Track”
i
“appBuild": "224",

“appId“: “1:71534028169:android:9de60e22fad1d517",
“appInstanceld”: “ DOy T {WkKU3456_CHv™,
“appInstance eyJhbGci01IFUZIINATSINRSCCIEIKPXVC)9. ey IhCHBIZCI6 | EGNZE1MZQwM | x| KEYWSKCRIpZDOSZDAZ!
“appVersion” :

"countryCode "y

"f1irstpenTi; 2024-08-16T69:00: 00, 0007,
"languageCode”: "en-US",

“packageName”: "in.plackal.lovecyclesfree”,
“platformVersion”: 39",

"sdkVersi 1.5.8",

“timeZone": “GMT"

 +:2080 | mitmprony 10.4.2

[Figure 3.23. The variable 'UserMode: Track' is likely from our response in the onboarding

questionnaire.]

We can speculate that collecting the above information may be for generating aggregated
analytics for the developer (i.e., how many Android devices are using the app to 'track’
menstruation), though this includes additional risks for consideration we will discuss further
below, not to mention Firebase was not disclosed in the app's rather vague Privacy Policy.
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Period Tracker by GP Apps

Period Tracker by GP Apps is another popularly downloaded app we previously looked at in
2019. In our original research, we determined that this app did not appear to share any user
input data with Facebook.

This time, we examined the third parties that the app appeared to integrate and what kind of
data was being shared with these third parties, as well as what user data the app was storing on
its own or external services. It's worth noting that the developers of the app released a
statement following the overturning of Roe v. Wade that:

‘We are adamantly opposed to government overreach, and we believe that a
hypothetical situation where the government subpoenas private user data from health
apps to convict people for having an abortion is a gross human rights violation. In such a
scenario, we will do all we can to protect our users from such an act. We would rather
close down the company than be accomplice to this type of government overreach and
privacy violation.'

The statement also explained that users could use the app without an online account, and that,
in this case, their data would be stored only locally on their device, rather than backed up to a
cloud-based account.

We indeed got started on the app without having to create an account and without having to
complete any onboarding questionnaire. Then, we were presented with a consent pop-up for the
processing of user data for networks like Google, InMobi and AerServ. We clicked 'No, thank
you' (Figure 4.1), which confirmed that 'Ad networks won't collect data to personalise advertising
for you in this app' (Figure 4.2).


https://gpapps.com/
https://gpapps.com/2022/05/19/on-data-privacy/
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9:02 %\ B

Personalize Your Experience

This spp personalizes your advertising
experencing thraugh varlous ad netwarks that
nclude Google, InMobi ard AerSery. These ad
networks may collect ard process data such as
your devce identfier and demographic info. By
consenting ta this enhancec ad experence, you'll
562 ads that these ac networks believe are more
relevant 1o you. You may view this app's privacy

solicy

By agreeing, you are confirming that you are over
the age of 16 anc woulg like a personalized ad
experence.

No, thank yR:

If you are unabiz to dismiss this page after

choosing an option above, click here

[Figure 4.1. Screenshot of the in-app consent page.]
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9:02 %\ ©

Personalize Your Experience

No problern. Ad retworks won't ool ect dats 10

personalize advertising far you In this app

%)

Close Window
“
[Figure 4.2. Screenshot of the app's response to our 'No, thank you' selection.]

We were then directed to the cycle dashboard, where we began inputting our cycle data.
Throughout our use, we did not observe our input data being sent across the web traffic to any
API, which perhaps suggests a confirmation of the app's claims that user input data would be
stored locally on the device only and not on the cloud for users who choose not to create an
account.

We nonetheless noticed some calls to third-party advertising and analytics SDKs. Most of the
ads SDKs that we saw, such as Nexage and Moat Ads, were not properly functional and
returned errors in the web traffic. We did some digging and discovered that these advertising
networks no longer exist in the same state as they appeared in the web traffic; Nexage was
acquired by AOL Advertising, which has since been absorbed into the larger Yahoo Advertising
network, and Moat Ads, formerly an AOL customer, has since been acquired by Oracle.
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It appears that this period tracker app has left outdated ads integrations in its implementation.
While personal data does not appear to be shared in these ad requests, and these third-party
URL paths do not appear to be functional SDKs anymore, it is nonetheless concerning that the
app's developers have not removed these outdated calls. There is the risk, for example, that
these URLs could in theory be hijacked by malicious actors (a threat called ‘broken link

hijacking’).

Other ads SDKs we observed were advertising network calls through Pub Ads (acquired by
Google), which requested device data and responded with a variety of ad placement

information:
Q pub
Find

Path Method Status Size Time
> https://googleads.g.doubleclick.net/getconfig/pubsetting?app_na... GET 200 193b 60ms
__ https://adservice.google.com/getconfig/pubvendors?pubs=216... @GET 200 319b 24ms
<> https://pubads.g.doubleclick.net/gampad/ads?submodel=redroid1... GET 200 0 50ms
<> https://pubads.g.doubleclick.net/gampad/ads?submodel=redroid1... GET 200 0 56ms
<> https://pubads.g.doubleclick.net/gampad/ads?submodel=redroid1... GET 200 0 41Ims
: https://pubads.g.doubleclick.net/gampad/ads?submodel=redroi... @GET 200 0 5Ims

https://pubads.g.doubleclick.net/¢ d/ads?submodel=redroid1... GET 200 52.6kb 489ms
2 https://pubads.g.doubleclick.net/pagead/adview?ai=CTKxOwbneZ... GET 200 0 47ms

n

W Resume All

© | Request | Response Connection
4THNNNi1iSEISbGR3GAE=

Host: pubads.g.doubleclick.net
Connection: Keep-Alive
Accept-Encoding: gzip

Query

submodel:
adid_p:
format:
omid_v:
dv:

ev:

glL:

hl:

js:

lv:

ms:

my:

1ft:

vnm:
u_sd:
request_id:
target_api:
fbs_aeid:
fbs_aiid:
seq_num:
eid:

npa:
guci:
_npr:

Timing Comment

(# Edit L Replace @ View: auto ~

redroidll_x86_64

1

320x50_mb
a.1.4.10-google_20240110
242492501

22.4.0

us

en
afma-sdk-a-v242402999.233012000.1
233012802

CpgECOACTrBTz7tz 1 EFI17XKynA1@HMDHIWT iVW1@ZTVZMUSV] aHtKI
84262220.com.android.vending

1

12.5.1

2

518665144

33

42832515168352033808
4895c26d48eld95afabBbcedc8f32bdl
5
318500618,318486317,318491267,318482031,318482078, 31841
1

09.0.0.0.0.0.0.89

]

| *:8080 | mitmproxy 10.4.2 |

[Figure 4.3. Pub Ads requested generic device information, such as 'format'.]


https://www.feroot.com/education-center/what-is-broken-link-hijacking/
https://www.feroot.com/education-center/what-is-broken-link-hijacking/
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Q pub
ind
Path Method Status Size

L https://googleads.g.doubleclick.net/getconfig/pubsetting?app_na... GET 200 193b
- https:ffadservice.google.com/getconfig/pubvendors?pubs=216... @GET 200 319b
€2 https:/fpubads.g.doubleclick.net/gampadfads?submodel=redroid1... GET 200 0
<2 https://fpubads.g.doubleclick.net/gampad/ads?submodel=redroid1... GET 200 0
: https://pubads.g.doubleclick.net/gampad/ads?submodel=redroid1... GET 200 (1]
£ https://pubads.g.doubleclick.net/gampad/ads?submodel=redroi... @GET 200 0

https://pubads.g.doubleclick.net/gampad/ads?submodel=redroid1... GET 200

<> https://pubads.g.doubleclick.net/pagead/adview?ai=CTKxOwbneZ... GET 200

=

Time

60ms

24ms

50ms

56ms

41ms

5Ims

52.6kb 489ms

0

47ms

Intercept

Response | Connection Timing Comment

“report_url": “https://sb-ssl.google.com/safebrowsing/clientreport,
“screenshot_enabled": false
h
"use_displayed_impression™: true
h
“ad_event_value": {
"currency": "USD",
"precision”: "PRECISE",
"type": "ONE_PIXEL",
"value": "146401"

h

"ad_source_instance_name": "AdMob (default)",
"ad_source_name": "AdMob Network",
“adapters": [

"com.google.ads.mediation.admob.AdMobAdapter"
1,
"allocation_id": "668320182936",
"boosted_cpm_bid_usd_minus_revenue_sharing": 8.147148,
“data": {
"pubid": "ca-mb-app-pub-5278973888786334/8937240658/cak=no_cache&cadc=
h
"fill_urls": [
“https://pagead2.googlesyndication.com/pagead/interaction/7ai=CTKxOwbn
1,
=15y
“presentation_error_urls": [
"https://pagead2.googlesyndication.com/pagead/interaction/7?ai=CTKxOwbn(
1,
"response_type": "banner",
"rule_line_external_id": "@",

"slot_sizes": [
n3rauEAN

[~13080 | mimprony 10.4.2

[Figure 4.4. Pub Ads then responded to that request with a variety of information for the ad
placement, such as the device 'type: ONE_PIXEL' and the 'ad_source _name: AdMob Network'.]

Neither Pub Ads nor any of the above advertising SDKs (Moat, Nexage) were named in the
app’s Privacy Policy; the only mention of advertising SDKs in the privacy policy was a general
statement that automatically collected information (e.g., device type, IP address, OS, other
device data) would be sent to third party advertising networks and analytics companies (not
specified by name). As the app claims in its public statement, it indeed does not appear to store
any user input data (at least as far as our DIAS environment can see). The app does appear to
utilise some third-party ads SDKs like Pub Ads, as well as some outdated or non-functional ads

SDKs.
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WomanLog

The WomanLog app, developed by Pro Active App SIA, is a Latvia-based period tracking app
with over 10 million downloads that features an 'Intelligent Assistant' chatbot (more on this
below). To get started on the app, we completed a short onboarding questionnaire about which
app mode we intended to use (e.g., standard) and the length of our cycle and period. Our
answers to these questions were sent across the web traffic to the app developer's API:

1 _Pﬂth Method Status Size Time | @  Request | Response Connection Timing Comment
|Jhtlps:.';‘graph.lacebook.com_fv1G.OIapp,'mnbite_sdk_gk?acce...UGET 200 CUCLIRUEY poST https://proactiveapp.com/suggart/summary_v1l HTTP/1.1
| https://graph.facebook.com/v16.0/1508036556180531/activiti..POST 200 456b 162ms Content-Type: application/json
| | https://graph.facebook.com/v16.0/1508036556180531/activiti..POST 200 343b 224ms Accept: application/json
i ; : : : User-Agent: Dalvik/2.1.@ (Linux; U; Android 11; redroidll_x86_64 Build/
_| https://firebase-settings.crashlytics.com/spifv2/platforms/and... GET 200 367b 35ms RD2A.211001.002)
| J https://graph.facebook.com/v16.0f/app/model_asset?access_t... GET 200 11b 115ms Host: proactiveapp.com
| https:/jgraph.facebook.com/v16.0/1508036556 18053 1/activiti..POST 200 640b 168ms CoMnection: Keep-Alive
|_ : — Accept-Encoding: gzip
https://play. is. I 7 it= =tr...POST 1011
_J ps:/[play.googleapis.com/play/log?format=raw&proto_v2=tr...POS 200 011b  28ms Content-Length: 369
_.‘ https://proactiveapp.com/suggart/config_v1?clientKey= GET 200 83b 6ms JSON @ Edit || LReplace || & View: auto~
I J https://proactiveapp.com/suggart/summary_v1 POST 200 421b  14ms ‘
<>I https://proactiveapp.com/log?protocol=5&package=com.wom... GET 200 248b 7ms "configuration": {
I . "applicationMode": "TRACKING"
| |hﬂps:,l,‘www,womanlog.com,'mobnle POST 200 169b  9ms ”
J https://proactiveapp.com/suggart/config_v1?clientKey= GET 200 83b 8ms "data'?: {
) "intervals": [
| |htlps:,',,‘proactiveapp.cumfsuggart,'suggest_w?clientKey:&I... @GET 200 1.4kb  1ims {
| = "days": 1,
_|htlps:H!’undlngcholcesmessages.gougle.com,fa,lcunsem @POST 200 98.8kb 141ms “moodCountByType": {},
| F ; “pillCountByType": {},
i E‘ https://www.proactiveapp.com/suggart/images/6fe85492bd6... GET 200 98.8kb  1Ims “recardCount": @,
B https://www.proactiveapp.com/suggart/images/27fc88d2a161... GET 200 68.0kb 8ms "recordCountByType": {},
—— "symptomCountByType": {}
| ﬂ https://www.proactiveapp.com/suggartfimages/ab9f67bf38ee... GET 200 50.9kb 9ms }s
] {
css| https://fonts.googleapis.com/css?family=Archivo:400,500|Ari... GET 200 5.8kb 36ms "days": 30,
=

[Figure 5.1. The developer API, represented by the 'proactiveapp.com' URL, requested the app
mode (‘Tracking').]

.Path Method Status Size Time | @ Request | Response | Connection Timing Comment
| |hnps:,'fgraph.facebook.comMG.OIappImobile_sdk_gk?acce...iGET 200 LR PALE] HTTP/1.1 200

| https://graph.facebook.com/v16.0/1508036556180531/activiti..POST 200 456b 162ms Server: nginx/1.18.8 (Ubuntu)
|| | https:/fgraph.facebook.com/v16.0/1508036556180531/activiti..POST 200 343b 22ams| Date:Mon, @9 Sep 2024 @9:40:29 GMT

Content-Type: application/json;charset=utf-8

| https://ffirebase-settings.crashlytics.com/spi/v2/platformsfand... GET 200 367b 35ms :
— Transfer-Encoding: chunked
| _.J https://graph.facebook.com/v16.0/app/model_asset?access_t... GET 200 1b 115ms  connection: keep-alive
| https://graph.facebook.com/v16.0[1508036556180531/activiti..POST 200 640b 168ms Access-Control-Allow-Origin: *
Content-Encoding: gzi
__| hupssiiplay.googleapis complayfiog?format=rawaproto_v2=tr..POST 200 1011b 28ms| —oront oneoding: gzip
i 2 3 [decoded gzip] JSON [# Edit XReplace (7] View: auto =
| https://proactiveapp.com/suggart/config_v17clientKey= GET 200 83b 6ms|
https://proactiveapp.com/suggart/summary_v1 POST 200 4216 14ms 1
I—I pillp Bp:Eamiuesgn e "clientKey": "xglH76xoVGZlUqBf"
<>| https://proactiveapp.com/flog?protocol=5&package=com.wom... GET 200 248b  7ms| }
J https://www.womanlog.com/mobile POST 200 169b 9ms
| https://proactiveapp.com/suggart/config_v1?clientKey= GET 200 83b 8ms|
‘_ ihnps:,’iproacliveappcom_rsuggar\[suggesl,,v'l?clientKey:&l,H @GET 200 1.4kb  1Ims|
| https://fundingchoicesmessages.google.com/aj/consent @POST 200 98.8kb 141ms
i =| https://www.proactiveapp.com/suggartfimages/6fe85492bd6... GET 200 98.8kb  1Ims|
:I https://www.proactiveapp.com/suggartfimages/27fc88d2a161... GET 200 68.0kb  8ms
" 5 https://www.proactiveapp.com/suggartfimages/ab9f67bf38ee... GET 200 50.9kb  9ms
css| https://fonts.googleapis.com/css?family=Archivo:400,500|Ari... GET 200 5.8kb 36ms

m *:8080 | mitmproxy 10.4.2
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[Figure 5.2. The response assigned a unique 'clientKey' to this particular user.]

We were also asked to provide additional information about birth date, weight and height, which
was optional but recommended (we skipped this).

After the questionnaire, we were presented with an advertising network's lengthy consent form
similar to Maya’s, for which we manually deselected our consent to the listed data-sharing
activities and vendors for the purposes of personalised advertising and analytics:

WomanLog asks for your consent
to use your personal data to:

Personalised aow:klsmg and content,
advertising and content measurement
audience research and services
development

Store and/or access information on a

device

| varn mare

Manage options

[Figure 5.3. The consent form pop-up from the advertising network for which we selected
‘Manage options’.]
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Data preferences

(38 wande 1 O —'

Accept all

Confirm choices

[Figure 5.4. We manually deselected our consent, including for legitimate interests, for the
processing purposes in the advertising network’s consent form.]
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e vendor preferences

o

Amazon Ad Server

Caade duration
D lecrerd a I
e duration resets

tormes of storage

Legitimate interest @

Confirm choices

Accept all

[Figure 5.5. Screenshot of the vendors (e.g., Amazon Ad Server, Pubmatic, Inc.) requesting data
processing permission.]

After manually deselecting all these options, we were directed to the cycle dashboard to utilise
the app, without having to create an account.

As with our onboarding questionnaire responses, every time we inputted information about our
cycle, this data was sent to the app developer's API. This included information such as which
medication the user took, which symptoms they logged and the start of their cycle:
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Path

& https://www.proacti

com/st t/ir

ges/6317661a539...

& https://www.proactiveapp.com/suggart/images/0ac66434553..
&R https://www.proactiveapp.com/suggart/images/5504170a0a2...

& https://www.proacti /suggartfimages/6317661a539...

&R https://www.proactiveapp.com/suggart/images/0ac66434553...

/5504170a0a2...

& | https://www.proacti [suggart/ir

https://proactiveapp.com/suggart/config_v1?clientKey=xglH7...

| https://www.proactiveapp.com/suggart/images/6317661a539...

& https://www.proactiveapp.com/suggart/images/0ac66434553...

& https://www.proactiveapp.com/suggart/images/5504170a0az2...

[ — e

com/st

https://proactiv

v12clientKey=xglIH...

& https://www.proactiveapp.com/suggart/images/6317661a539...

| & https://www.proactiveapp.com/suggart/images/0ac66434553...

&R https://www.proactiveapp.com/suggart/images/5504170a0az2...
https://proactiveapp.com/suggart/config_v1?clientKey=xgIH7...
&R https://www.proactiveapp.com/suggart/images/6317661a539...

R httne:/lww nroactiveann eomlsiinnartfimanes/NacRRA24553

Method Status Size

GET
.GET
GET
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GET
GET
GET
GET
GET
GET
POST
GET
GET
GET
GET
GET
GET

GFT

200
200
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200
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200
200
200
200
200
200
200
200
200
200
200

200

46.2kb
80.7kb
77.4kb
46.2kb
80.7kb
77.4kb
83b
46.2kb
80.7kb
77.4kb
583b
102b
46.2kb
80.7kb
77.4kb
83b
46.2kb

R0 7kh

Time

6ms
6ms
7ms.
10ms
9ms
9ms.
6ms
7ms
8ms
7ms.
1Ims
10ms
1ms
8ms
8ms
5ms
7ms

fme

© Request | Response Connection Timing
"data": {
“intervals": [
{
"days": 1,

"moodCountByType": {},
"pillCountByType": {},
"recordCount": 5,
"recordCountByType": {},
"symptomCountByType": {
"ABDOMINAL_PAIN": 1,

"ACNE": 1,
"ANXIETY": 1,
"CALF_CRAMPS": 1,
"COUGH": 1
t
h
{
"days": 30,

"moodCountByType": {},
"pillCountByType": {},
“recordCount": 6,
"recordCountByType": {
"START_PERIOD": 1
},
"symptomCountByType": {
“ABDOMINAL_PAIN": 1,
"ACNE": 1,
"ANXIETY": 1,
"CALF_CRAMPS": 1,
“COUGH": 1

Comment

[-:3080 | miemprony 10.02

[Figure 5.6. We can see the API requesting our inputted data, for which we'd marked several

'symptomCountByType' entries.]

For all of these entries we inputted, the web traffic response returned the user's uniquely
identifiable 'clientKey' (Figure 5.7), which links all our inputs with this uniquely identifiable key:

4 Path
E https:/fwww.proactiveapp.com/suggart/images/6317661a539...
i https://www.proactiveapp.com/suggart/images/0ac66434553...
! https:/fwww.proactiveapp.com/suggart/images/5504170a0a2...
! https://www.proactiveapp.com/suggart/images/6317661a539...
! https:/fwww.proactiveapp.com/suggart/images/0ac66434553...
! https://www.proactiveapp.com/suggart/images/5504170a0a2...
Ll https:/fproactiveapp.com/suggart/config_v1?clientKey=xglH7...

& https:/fwww.proactiveapp.com/suggart/images/6317661a539...

& https:[fwww.proactiveapp.com/suggartf/images/0ac66434553...

5 https:/fwww.proactiveapp.com/suggart/images/5504170a0a2...
L https:/fproactiveapp.com/suggart/summary_v1

L https://proactiveapp.com/suggart/suggest_v1?clientKey=xglH...
E https:/fwww.proactiveapp.com/suggart/images/6317661a539...
i https:/fwww.proactiveapp.com/suggart/images/0ac66434553...
E https:/fwww.proactiveapp.com/suggart/images/5604170a0a2...
L https://proactiveapp.com/suggart/config_v1?clientKey=xgIH7...
! https:/fwww.proactiveapp.com/suggart/images/6317661a539...

o DR httne: lhwww nraactiveann cnmleiinnartimanesiNarRRAAKR2
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POST
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200
200
200
200
200
200

46.2kb  6ms BLLLLE T L L]

80.7kb
77.4kb
46.2kb
80.7kb
77.4kb
83b
46.2kb
80.7kb
77.4kb
583b
102b
46.2kb
80.7kb
77.4kb
83b
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Time

6ms
7ms
10ms

9ms
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7ms
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7ms
1ims
10ms
1ims
8ms
8ms
5ms
7ms

Ame

© Request | Response | Connection

Server: nginx/1.18.@ (Ubuntu)

Date: Thu, 26 Sep 2024 29:19:33 GMT
Content-Type: application/json;charset=utf-8
Transfer-Encoding: chunked

Connection: keep-alive
Access-Control-Allow-Origin: *

Content-Encoding: gzip

[decoded gzip] JSON

{
"clientKey": "xglH76xoVGZ1lUgBf"
}

Timing Comment

[# Edit L Replace (@ View: auto »

[Figure 5.7. This is the same 'clientKey' as the one assigned from the start in Figure 5.2.]

We note that in response to our findings, WomanLog stated that all communication between the

app and their servers is HTTPS encrypted.
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Next, we tested the Intelligent Assistant feature, which is a paid-for period prediction and
chatbot service powered by OpenAl (note the disclosure of OpenAl was only provided

separately in WomanLog’s Privacy Policy and not in the app itself). Using this feature required

us to create an account.

After creating an account via email, we could see in the web traffic that when we launched the
app, our email and password were requested by the API to authorise and identify our log-in:

Path
L https://android.googleapis.com/auth
L https://I ings-pa is.com/personalization.settings.o...
__ https:/ffirebaselogging-pa is.com/vi/fir y/batchl...
https;, 1gs-pa.ge com/personalization.settings.o...
L https://pr flogin_native_v1

https://proactiveapp.com/cloud/check_document_v2
https://proactiveapp.com/backup2/list_backups_v2
https://proactiveapp.com/suggart/config_v1?clientKey=

https://proactiveapp.com/suggart/summary_v1

<> https://proactiveapp. 2pr &|

https://www.womanlog.com/mobile

https://proactiveapp.com/suggart/config_v1?clientKey=

https://proactiveapp.com/suggart/suggest_v17clientKey=&languag...

https://fundingchoicesmessages.google.com/a/consent

&R | https://www.proactiv com/st

& https://www.proactiveapp.com/suggart/images/4479cac5298651c...

&R | https://www.proactiveapp.com/suggart/images/7eb0c74a3c232fe2...

) showhost |

.womanlo...

632229d585...

Method Status Size

POST
POST
POST
POST
POST
POST
POST
GET
POST
GET
POST
GET
GET
POST
GET
GET

GET

200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200

200

2.4kb
38b
1.3kb
38b
258b
218b
251b
83b
420b
248b
169b
83b
1.2kb
104.0kb
55.5kb
45.5kb

89.5kb

Time | © | Request

Response Connection Timing

Comment

R POST https://proactiveapp.com/account/login_native_vl HTTP/1.1

38ms Content-Type: application/x-www-form-urlencoded

2s

Host: proactiveapp.com
37ms < q
Connection: Keep-Alive

210ms  Accept-Encoding: gzip

8ms Content-Length: 130

10ms URLEncoded form

7ms  email: research+femtech@privacyinternational.org
password: ) (%/2q' pq9M=H

1Ims  package: com.womanlog

Sms| app_version: 7.0.5
os: A

6ms

5ms’

12ms

154ms

8ms

8ms

11ims

[Figure 5.8. See 'email' and 'password' sent to the API (‘proactive.app' URL).]

User-Agent: Dalvik/2.1.0 (Linux; U; Android 14; Pixel Build/AP2A.240905.003)

(Z Edit  XReplace () View: auto ~

[~080 [ mimprony 10.02

From here, we decided to test the chatbot with two goals in mind: 1) to see whether the chatbot
appeared to internalise and store data we inputted in both the main app dashboard and in the

chat conversation; and 2) whether the data we provided in our inputs to the chatbot was

intercepted by third parties.

The chat environment appeared to be strictly controlled by the developer to respond only to
‘questions related to the WomanLog app, period tracking, women’s health, menstruation, and
related topics’ The chatbot responded with this sentence every time we asked it a question that
it deemed beyond the scope of its response mechanism:


https://www.womanlog.com/privacy_policy

No Body’s Business but Mine: Vol. 2

B=a r geriod tracking or any related topics )
16'31f§§ #ee@eo ask! v

16:30:45
why not?
I'm here to assist you specifically with

questions related to the WomanLog app,
period tracking, women's health, menstruation, }
and related topics. If you have any questions in
those areas, feel free to ask!

16:31:13
what email did | use to sign up on the
womanlog app?

I'm sorry, but | can't access personal account
information, including the email you used to
sign up for the WomanLog app. | recommend
checking your email accounts for any
registration confirmation or reaching out to
WomanLog's support for assistance.

y (B

how what when 9

AR ERREE

A1l

{}zxcvbn‘m'@l

[Figure 5.9. Screenshot of our chat window when we asked the chatbot something it could not
answer or deemed not relevant to its purpose.]

As for whether the chatbot could read information about our period recorded in the cycle
dashboard, we asked it to output questions about our specific cycle:
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Path

| https://www.google.com/co...
https://proactiveapp.comfia...
https://proactiveapp.comfia...

https://proactiveapp.com/ia...

| |
|
| |

- https://proactiveapp.com/ia...
Ly https://proactiveapp.comfia...
Ll https://proactiveapp.com/ia...
» https://proactiveapp.com/ia...
L https://proactiveapp.comfia...
» https://proactiveapp.comfia...
- https://proactiveapp.com/ia...
Ld https://proactiveapp.comfia...
L https://proactiveapp.comfia...
L https://proactiveapp.comfia...
- https://proactiveapp.com/ia...

https://proactiveapp.comfia...

| | https://proactiveapp.com/ia...

Method Status Size Time | © | Request | Response Connection Timing Comment

GET 200
POST 200
POST 200
POST 200
POST 200
POST 200
POST 200
POST 200
POST 200
POST 200
POST 200
POST 200
POST 200
POST 200
POST 200
POST 200
POST 200

LIRSS posT https://proactiveapp.com/ia/chat_vl HTTP/1.1

596b 56ms Content-Type: application/json
437b 1s Accept: application/json
User-Agent: Dalvik/2.1.0 (Linux; U; Android 14; Pixel Build/AP2A.240905.003)
8650 48 Host: proactiveapp.com
1.2kb 7s  Connection: Keep-Alive
393b 52ms Accept-Encoding: gzip

439b 860ms Content-Length: 345

N Z Edit Repl View: -
851b g =2 Z Edit LReplace () View: json

395b 47ms
“chatKey": "QlLDjKbsw2FMsm12",

864b 3s  "currentDate": {

“day": 30,
455b 807ms “month": 18,
396b 49ms "year": 2024
h
440b 904ms ~ “debugCommand™: "*,
"localeCode": "en_GB",

591b 2s "sessionId": "“E3JBUTVIHRHMX63JVD3S1YOU2G517DH@7700PCIDOCSKV55010I0C7GMY37XPE4FUGHGT8Z2HXVSIV28HWEXYYWASTQTH7B4",
"userTextMessage": "What tips do you have for me for my period based on the cycle symptoms I've recorded in the app?"

[Figure 5.10. Our 'userTextMessage' for the chatbot in the request.]

Path
1= https://w...

https://pr...

Ll https://pr..

https://pr...

https://pr...

| https://pr..

~ https://pr...
L https://pr...
Ll https://pr...
L https://pr...
L https://pr...
Ll https://pr...
L https://pr...
L https://pr...
L https://pr...

| https://pr...

| showhost |

[Figure 5.11.

‘|'/ __} https://pr...
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102b

Time

437b

558b

1.2kb

393b

50ms

56ms

1s
4s

7s

52ms

439b 860ms

851b

5s

395b 47ms

864b

3s

455b 807ms

396b 49ms

440b 904ms

591b
621b
671b
617b

2s
3s
3s

5s

621b 3s
671b 3s
617b 5s
[-:5080 | mitmprory 10.4.2 |
© Request | Response | Connection Timing Comment
[decoded gzip] JSON (# Edit X Replace (2] View: auto v

"chatKey": "QlLDjKbsw2FMsm12",
“lines": [
{
“content": {
"navigationLinkCode": "INTELLIGENT_ASSISTANT",
"type": "NAVIGATE"
’
"type": "“INSTRUCTION"
{
"content": {
"text": "To get personalized tips for your period based on the cycle symptoms you've recorded, you can refer to the Intel
h
"type": "MESSAGE"
Y
{
“content": {
"annotation": "Mobile period trackers have revolutionized access to data-driven knowledge about the female reproductive c
"imageUrl": null,
"key": "S5_REASONS_TO_TRACK_YOUR_CYCLE_WITH_WOMANLOG",
"title": "5 Reasons to Track Your Cycle with WomanLog",
"url": "https://www.womanlog.com/cycle/5-reasons-to-track-your-cycle-with-womanlog"
h
"type": “SUGGESTION"
}

(3080 | mitmprony 10.02

The chatbot's response in 'text', which in full instructs the user to refer to their cycle
dashboard page instead.]

The chatbot responded (Figure 5.11) that we should refer to the Intelligent Assistant summary
breakdown in our dashboard for personalised period predictions.

Most of our conversations with the chatbot followed a similar pattern whenever we asked the
chatbot for personalised queries based on what we recorded in our cycle. However, the one
type of personalised data points from our main dashboard the chatbot was able to output was
our user's period dates, such as the start date:
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Path Method Status Size Time © | Request = Response Connection Timing Comment
https:/fpr...POST 200 562b 4s
— POST https://proactiveapp.com/ia/chat_vl HTTP/1.1
https:/jpr..POST 200 496b 25 .
— Content-Type: application/json
__|https:ffpr..POST 200 808b 55 Accept: application/json
https:/fpr...POST 200 768b 6s User-Agent: Dalvik/2.1.@ (Linux; U; Android 14; Pixel Build/AP2A.248905.9003)
https:/fpr...POST 200 865b 5s Haat: proactlveapp, con
— Connection: Keep-Alive
__|https:ffpr..POST 200 796b Bs Accept-Encoding: gzip
https:/fpr...POST 200 816b 8s Content-Length: 291
https:/fpr...POST 200 729b 4s JSON (# Edit XLReplace (7 View: auto~
https://pr..POST 200 779b 5s {
"chatKey": "UJjqgpjLO0sOOLiW",
T 7. =
| nttpsyjjpr..POST 200 577b 2 e
https:/jpr..POST 200 568b 2s “day": 3@,
— “month": 18,
https:/fpr..POST 200 393b 49ms "year": 2024
] Fo
Ll https:/fpr..POST 200 393b 49ms “debugCommand”
https://pr...POST 200 47 1s “"localeCode": "en_GB",
— "sessionId": "E3JBUTV1HRHMX63JVD3S1YOU2G517DHO770@PCIDACSKVS5D10)8C7GMY37XPE4AFUGHGTBZ2HXVSIVZBHWEXYYWASTQTH7B4" ,
https:/fpr...POST 200 454b 796ms "userTextMessage": "when is the start date of my next period?"
— }
https:/fpr..POST 200 443b 1s
https:/fpr...POST 200 564b 3s
[ homnost

[Figure 5.12. We asked for the start date of our next period in 'userTextMessage'.]

1624 @ A @

You can access the Monthly Calendar by
navigating to My Calendar.

Start date of next period: 27 Nov 2024

16:23:20
actually, | just got my period today.
NEXT_PERIOD = 30 October

Add Start period 30 Oct 2024

Thank you for sharing! Your period has started
today.

16:23:46

actually | got my period yesterday

Add Start period 29 Oct 2024

Thank you for sharing! If you want to track your
period, make sure to log it in the app

[Figure 5.13. Screenshot of the chatlog where we asked for our next period date and the chatbot
responded with the actual date.]
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Path Method
I _‘ https:ffpr...POST

L https:ffpr...POST
I J https:/jpr...POST
L https:/fpr...POST
_| https:/fpr...POST
|| nttps:fipr...poST
_| https:/jpr...POST
|l https:ffpr...POST
I _| https:/fpr...POST
Ll https:/fpr...POST
I _| https:/jpr...POST
Ll https:/fpr...POST
I _| https:/jpr...POST
Ll https:/jpr...POST
I _| https:/fpr...POST
Ll https:/fpr...POST
I _“| https:/fpr...POST

Liiee Mee mAST

[ chowon:]
[Figure 5.14.

Status Size Time | © Request Response | Connection Timing Comment
200 552b 4s
{
200 496b 2s "chatKey": "UJjqgpjL00s00LiW",
200 Bosb  5s "““‘{’5": L
200 768b 6s “content": {
“navigationLinkCode": "INTELLIGENT_ASSISTANT",

200 865b 5s “type": "NAVIGATE"

.
200 Ei S “type": "INSTRUCTION"
200 816b  8s i
200 729b as "content”: {

"text": "To find out the start date of your next period, you can use the Intelligent Assistant feature in the WomanL
200 779 5s L
200 577b 2s g "type": "MESSAGE"
.

200 568b  2s {

"content": {
200 393b 49ms "infoType": “NEXT_PERIOD",
200 393b 49ms U

'
200 476 1s , "type": “INSTRUCTION"
200 454b 796ms 1,

"offTimestamp": null,
"tooManyRequests": false,
"tooManyRequestsPerDay": false,
"versionIndex": 18,
HunitMaccanaMet s 10000

200 443b 1s
200 564b 3s

Ann aa -

This is a screenshot of the web traffic for the above interaction, where the variable
'inffoType' stores our start date that is displayed (Figure 5.12) via the action 'type: GET_INFO']

We then asked the chatbot to disclose other information like our log-in email:

Path Method

I Ll https://pr...POST
| https://pr...POST
I L https://pr...POST
I Ll https://pr...POST
l L https://pr...POST
L https://pr...POST
I L https://pr...POST
1= https://pr...POST
I Ll https://pr...POST
| _|nttosyjjor...posT
L https://pr...POST
__|nttpsiyjpr..posT
Ll https://pr...POST
__| https:/fpr...POST
I Ll https://pr...POST
| _ https:/jpr...POST
I Ly https://pr...POST
L https://pr...POST

I __|httpssjjpr...pOST

£

[Figure 5.15.

Status Size Time | © | Request | Response Connection Timing Comment

200 660b [ POST https://proactiveapp.com/ia/chat_vl HTTP/1.1

Content-Type: application/json

LReplace () View: auto v

200 659b 5s
Accept: application/json
200 848b 2s : . g . g~ .
User-Agent: Dalvik/2.1.0 (Linux; U; Android 14; Pixel Build/AP2A.240905.003)
200 678b 5s Host: proactiveapp.com
200 393b 50ms Connection: Keep-Alive
Accept-Encoding: gzi
200 776b P 0%y
Content-Length: 301
200 462b
JSON
200 542b 2s
{
200 561b 2s “chatKey": "UJjqgpjLO0sOOLiW",
b "currentDate": {
200 580 2s "day": 30,
200 552b  3s monthis 28,
“year": 2024
200 619b 3s '
"debugCommand": "",
200 619b 5s "localeCode": "en_GB",
"sessionId": "E3JBUTVIHRHMX63JVD3S1YOU2G517DH@770@PCIDACSKV55D10I0C7GMY37XPE4FUGHGTBZ2HXVSIV2BHWEXYYWASTQTH7B4",
200 688b 6s o R % 2 : "
userTextMessage": "what email did I use to sign up on the womanlog app?
200 723  6s }
200 575b 3s
200 562b 54ms
200 393b 53ms
200 558b 55ms

See 'userTextMessage'.]

[-2000 [ mimorony 1042
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n | https://pr...POST

https://pr...POST

|
" https://pr...POST

https://pr...POST

II https://pr...POST

https://pr...POST

n https://pr...POST

https://pr...POST

m https://pr...POST

https://pr...POST

| https://pr...POST

| https://pr...POST

https://pr...POST

https://pr...POST

n | https://pr...POST

https://pr...POST

m https://pr...POST

https://pr...POST

Path ~ Method Status Size Time | © Request  Response Connection Timing Comment
200 660b [y HTTP/1.1 200
200 659b 5s Server: nginx/1.18.0 (Ubuntu)
Date: Wed, 30 Oct 2024 16:31:16 GMT
200 848b 2s Content-Type: application/json;charset=utf-8
200 678b 5s Transfer-Encoding: chunked
200 393b 50ms Connection: keep-alive
Access-Control-Allow-Origin: x
200 776b ¢
Content-Encoding: gzip
200 462b
[decoded gzip] JSON (# Edit XReplace (2] View: auto v
200 542b 2s
{
200 551b 2s “chatKey": "UJjqgpjL00sOOLiW",
"lines": [
200 580b 2s {
200 552b 3s “content": { ) _ » i
"text": "I'm sorry, but I can't access personal account information, including the email you used to sign up for the
200 619b 3s h
“type": "MESSAGE"
200 619b 5s
1,
200 6a8h Gs "offTimestamp": null,
200 723b 6s "tooManyRequests”: false,
"tooManyRequestsPerDay": false,
200 575b 3s "versionIndex": 10,
"waitMessageMs": 10000
200 562b 54ms
200 393b 53ms
200 568b 55ms

! https://pr...POST

N showhot |

[Figure 5.16. See 'text'.]

[~3000 [ mimprory 0.2

Above, the chatbot responded that it cannot access 'personal information’ like the user's sign-up
email. We then noticed a discrepancy between what the chatbot deemed as ‘personal
information’, as we asked the chatbot for personal period-related data like our start date, and it
responded that it cannot access 'personal period information' (Figure 5.17).

Path

I ! https://www...
E https://www...
I L https://proa...
E https://www...
I 5 https://www...
! https://www...
I Ll https://proa...
| https://proa...
I _\ https://proa...
L https://play....
I L https://play....
E https://www...

Ll http://conn...

L https://www...
I L2y https://grap...
L https://disc...
I __\ https://www...
! https://encr...

I & https://encr...

 showhost |
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GET
GET
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GET
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POST
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GET
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POST
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200
200
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200
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66.7kb
49.9kb
83b
45.5kb
66.7kb
49.9kb
609b
758b
638b
4.0kb
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45.5kb
0

0

507b
87.7kb
32b
45.5kb

26.7kb

Time

PO HTTP/1.1 200

7ms
6ms
7ms
8ms
7ms
3s

5s

5s
54ms
55ms
17ms
67ms
22ms
115ms
646ms
60ms
47ms

60ms

© Request | Response = Connection Timing Comment

Server: nginx/1.18.@ (Ubuntu)

Date: Thu, 31 Oct 2024 16:04:01 GMT
Content-Type: application/json;charset=utf-8
Transfer-Encoding: chunked

Connection: keep-alive
Access-Control-Allow-Origin: *

Content-Encoding: gzip

[decoded gzip] JSON (# Edit XReplace (2] View: auto v

"chatKey": "TCMCU861vpA5DZ8i",
"lines": [
{
“content": {
“text": "I don't have access to your personal period information or any data stored in your account. However, you can
+
"type": "“MESSAGE"
}
1,
"offTimestamp": null,
"tooManyRequests": false,
"tooManyRequestsPerDay": false,
“versionIndex": 10,
"waitMessageMs": 10000

+:8080 | mitmproxy 10.4.2

[Figure 5.17. In the chatbot's response (‘text'), it says it does not have access to 'personal
period information'.]
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However, when we asked if our next period was considered personal information (which it was
able to provide in the form of our start date in Figures 5.13 and 5.14), the chatbot responded
that 'NEXT_PERIOD' was considered personal period information:

Path ~ Method Status Size Time | ©  Request Response Connection Timing Comment
| https:/fpr..POST 200 660b [ POST https://proactiveapp.com/ia/chat_vl HTTP/1.1
https://pr..POST 200 659 5s Content-Type: application/json
— Accept: application/json
|l httosfprPOST 200 848b 25 \;cer-agent: Dalvik/2.1.0 (Linux; U; Android 14; Pixel Build/AP2A.240905.003)
https://pr..POST 200 678b 5s Host: proactiveapp.com
https://pr..POST 200 393b 50ms Connection: Keep-Alive
=] Accept-Encoding: gzip
https://pr...POST 200 776b
_ Content-Length: 285
https://pr..POST 200 462b 1s
L " P JSON (# Edit L Replace (F) View: auto v
https://pr..POST 200 542b 2s
— {
___| https:/fpr...POST 200 5561  2s “chatKey": "UJjqgpjL00sOOLiW",
https: POST 2 20b 2 “currentDate": {
Ll ttps://pr...POS 00 580 S "day": 30,
| https://pr...POST 200 552b  3s “month": 10,
w— “year": 2024
https://pr...POST 200 619b  3s i
— “debugCommand": ""
I_‘hnps:/[pr...POST 200 619b 5s "localeCode": "en_GB",
https:/Jpr...POST 200 688b 6s "sesslonld : E335UIY1HRMX63JVPBS]VOUZGSI7DH07700PC?DOC§KV55010JOC7GHY37XPE4FUGHGT822HXVSIVZBWEXVWASTQTN784 »
s userTextMessage": "is next period personal information?
https:/fpr...POST 200 723b 65
https://pr..POST 200 575b 3s
https://pr..POST 200 562b 54ms
https://pr..POST 200 393b 53ms
https:/fpr..POST 200 558b 55ms
= [-:3080 [ mimprory 10.4.2
. f ' ] . f . . .
[Figure 5.18. In our 'userTextMessage' we asked if 'next period' was personal information like
s0.]
Patethod Status Size Time | @ Request | Response | Connection Timing Comment
— UG Y P PR T ECU AU SV ST IS T
'? htiPOST 200 660b 6s Transfer-Encoding: chunked
htPOST 200 659b 5s Connection: keep-alive
it — Access-Control-Allow-Origin: *
| |hteOST 200 848b  2s .
§ — Content-Encoding: gzip
htt
— ROST: 200 9780 &8 [decoded gzip] JSON (# Edit LReplace (2] View: auto v
H httPOST 200 393b 50ms
htiPOST 200 776b 7s| “chatKey": "UJjqgpjL00sOOLiW",
i "lines": [
‘J‘ htiPOST 200 462b 1s {
htPOST 200 5426  2s “content": {
| — "navigationLinkCode": "MAIN",
|| |heeosT 200 §51b 25 “type": "NAVIGATE"
Ll htiPOST 200 580b 2s ";ype": “INSTRUCTION"
| |neost 200 ss2 35 )
htiPOST 200 619  3s “content": {
p— "text": "Yes, information about your menstrual cycle, including the date of your next period, is considered personal information
I |htiPOST 200 619b 5s ’
e “type": "MESSAGE"
htiPOST 200 688b 6s }
il ]
htiPOST 7 !
l‘\— 120 200 RS G, "offTimestamp": null,
htiPOST 200 575b 3s 'tooManyRequests": false,
\— ""'tooManyRequestsPerDay": false,
'\) _h(!POST 200 6562b 54ms “versionIndex": 10,
"waitMessageMs": 10000
htiPOST 200 393b 53ms
| |htPOST 200 558b 55ms
==

2080 [ mimprony 10.62]

[Figure 5.19. In 'text', the chatbot responds that next period is personal information.]
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As a side note, the headers reported in the web traffic details that all this activity was occurring
with a webserver running 'nginx' (Figure 5.17). The server has "server_tokens" enabled, which
means it is reporting the specific version number and additionally the operating system it is
running on. By exposing the version and operating system, it allows a malicious actor to acquire
additional information about the system which could be used for searching for vulnerabilities or
exploits. We notified WomanLog of this, but their response to our findings did not address this
point.

We also asked the chatbot if its third-party operator Open Al could access our period data such
as 'next period', to which the bot responded, 'No, OpenAl cannot see your next period. The
WomanLog app uses your personal data to predict your menstrual cycle, but this information is
private and not accessible to external entities":

PaMlethod Status Size Time © | Request | Response Connection Timing Comment
htPOST 200 660b P POST https://proactiveapp.com/ia/chat_vl HTTP/1.1
htPOST 200 659b 55 Content-Type: application/json

Accept: application/json

| htPOST 200 848b 25 ger-agent: Dalvik/2.1.0 (Linux; U; Android 14; Pixel Build/AP2A.240905.003)
- htiPOST 200 678b 5s Host: proactiveapp.com
htPOST 200 393b 50ms Connection: Keep-Alive

Accept-Encoding: gzip

htPOST 200 776b 7s
— Content-Length: 279
htiPOST 200 462b 1s =
— JSON (Z Edit LReplace (7] View: auto v
htiPOST 200 542b 2s
— {
L htiPOST 200 551b 2s “chatKey": "UJjqgpjLO00s00LiW",
“currentDate": {
" httPOST 200 580b 2s “day": 30,
htPOST 200 552b  3s ERONUNECRAR)
w— “year": 2024
httPOST 200 619b 3s },
— "debugCommand": "",
httPOST 200 619b 5s "localeCode": "en_GB",
htPOST 200 688b 6s “sesslonld H E3iBUIVIHRPMXG}JVDBSlVOUZGS17DHB7700IF:C900CSKVSSD1OJ0C7GMY37XPE4FUGHGTBZZHXVSIV28HWEXYYWA5T0TH7B4 ’
- userTextMessage": "“can openai see my next period?
htPOST 200 723b  6s }
htiPOST 200 575b 3s
htiPOST 200 562b 54ms
httPOST 200 393b 53ms
htiPOST 200 6558b 55ms
[ owron

[Figure 5.20. See our input in 'userTextMessage'.]
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PaMethod Status Size Time | @ Request Response | Connection Timing Comment
= [decoded gzip] JSON  Edit | LReplace ) View: auto v
htiPOST 200 660b S
htiPOST 200 659b 5s
— "chatKey": "UJjqgpjLOOsOOLiwW",
htiPOST 200 848b 2s “lines": [
— {
htiPOST 200 678b 5s “content": {
"navigationLinkCode": "CALENDAR_MONTHLY_TAB",
__|htPOST 200 393b 50ms “type": "NAVIGATE"
htiPOST 200 776b 7s b
— "type": "INSTRUCTION"
htiPOST 200 462b 1s }
— {
_|htPOST 200 542b  2s “content®: {
htPOST 200 551b 2s - text": “No, OpenAl cannot see your next period. The WomanLog app uses your personal data to predict your menstrual cycle, bu
e '
htiPOST 200 580b 2s “type": “MESSAGE"
— h
htiPOST 200 552b 3s {
= “content": {
htiPOST 200 619b 3s "infoType": "NEXT_PERIOD",
htPOST 200 619b  5s : Sy HER L L
htiPOST 200 688b 6s “type": "INSTRUCTION"
o }
htiPOST 200 723b 6s 1,
"offTimestamp": null,
-~ MPOST 200 576b 3s “tooManyRequests": false,
htPOST 200 562b 54ms "tooManyRequestsPerDay": false,
. "versionIndex": 10,
htiPOST 200 393b 53ms "waitMessageMs": 10000

htPOST 200 558b 55ms

[ 8080 [ mitmproxy 10.4.2 |
[Figure 5.21. See the chatbot's response in 'text']

Note the unique 'chatKey' recorded in all of our chatbot exchanges, which suggests each chat
(and all its contents) is saved to an identifiable 'chatKey' ID.

We did not see OpenAl URL paths in the web traffic, but the way a chatbot API like this works is
that it is typically operated server-side rather than client-side, thus calls to the OpenAl APl would
not appear in this device’s web traffic. Note that WomanLog is likely using the APl as an OpenAl
Enterprise customer, as the restrictive outputs from the WomanLog chatbot suggests that the
developers customized guardrails for the chatbot’s responses.

What we do know is that the endpoint for all those using the OpenAl APl is OpenAl’s servers,
and the communication is likely happening server-to-server (WomanLog server to OpenAl
server) and then being relayed to the client, as far as we can tell. OpenAl said in their response
to our findings that, in scenarios where it provides customers access to its models via its API
platform, ‘OpenAl acts as a data processor of APl inputs and outputs, and the customer acts as
the data controller’. This means that the API customer (i.e., WomanLog) is responsible for its
implementation of OpenAl’'s API, including how their end users’ data is processed by the app.

OpenAl also reiterated that access to these inputs and outputs is ‘strictly limited to: ‘(1)
authorised employees that require access for engineering support, investigating potential
platform abuse and legal compliance purposes and; (2) specialised third-party contractors who
are bound by confidentiality and security obligations, solely to review for abuse and misuse.’

Beyond these in-app interactions, we also observed several appearances of third-party
advertising SDKs from Google, which forwarded an ad placement in the app to the '"ADMOB' live
bidding platform.


https://openai.com/enterprise-privacy/
https://openai.com/enterprise-privacy/
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Path Method Status Size
Ll https:/ffirebaselogging-pa.googleapis.com/vi/firelog/l y/b... POST 200 1.3kb
52 https:/ffundingchoicesmessages.google.com/el/AGSKWxWha... POST 204 440b
<3 https:/ffundingchoicesmessages.google.com/el/AGSKWxWha... POST 204 201b
<> https://googleads.g.doubleclick.net/mads/static/mad/sdk/nati... GET 200 121.1kb
1= https:/fwww.facebook.com/adnw_sync2 @POST 200 2.9kb
E https://googleads.g.doubleclick.net/favicon.ico GET 200 884b
Ll https://googleads.g.doubleclick.net/getconfig/pubsetting?app... GET 200 244b
<2 https://googleads.g.doubleclick.net/mads/gma?submodel=red...GET 200 0
https://play.googleapis.com/log/batch POST 200 1.6kb
L https://play.googleapis.com/log/batch POST 200 1000b
https:/fandroid.googleapis.com/auth POST 200 5.6kb
Ll https://android.googleapis.com/auth POST 200 1.6kb
<2 https://android.googleapis.com/auth/devicekey POST 400 9.7kb
L https://notifications-pa.googleapis.com/google.internal.notific...POST 200 3.0kb
L https://notifications-pa.googleapis.com/google.internal.notific...POST 200 3.0kb
https://notifications-pa.googleapis.com/google.internal.notific...POST 200 3.0kb
2 https:/fandroid.googleapis.com/auth/devicekey POST 400 9.7kb
L https:/fuserlocation.googleapis.comfuserlocation.UserLocatio... POST 200 3563b

 showtiont |

[Figure 5.22. See 'platform:ADMOB".]

Time

2s
77ms
62ms
126ms
137ms’
38ms;
60ms
126ms
53ms
57ms
60ms
64ms
80ms
116ms
118ms
113ms
74ms

185ms

{

© Request | Response | Connection Timing Comment
[Oeconen Oy JSUN

“app_id": "ca-app-pub-2711511004811881~9796065257",
“auto_collect_location": false,
“cache_ttl_sec": 259200,
"exp_param": {

"loeid": [

44766145

1
i
"platform_settings": {

"ga_settings": {

W EQIT & REPIACE || L] VIEW: auto

"gmp_app_id": "1:224764144888:android:6d9d9f@cBceq332"

| 8
“platform": "ADMOB"

"publisher_permissions": [
“eoid_enabled": true,

“platform": "ADMOB",
"'same_app_key_opt_out": false

|
{
"eoid_enabled": true,
"platform": "AD_MANAGER"
}
1,
“status": 1

It appears that our device data may be automatically collected and sent to Google Ads. We note

that the app's Privacy Policy mentioned that 'general technical data, such as phone model, OS

version, country and language, is transferred to WomanLog servers solely for statistical

purposes', but there was no mention of Google Ads. It was not made abundantly clear in the
consent form in Figure 5.3 what ‘personal data’ would be shared, such as if device data was

exempted from the consent agreement. Generally, too, there is a lack of clarity around consent

of personal data sharing within apps, as the user must agree to Google Play Store’s terms in
order to even download an app from the Play Store, which may entail some degree of device

data sharing via Google SDKs.

Numerous requests were also sent to Facebook's Graph API, such as requests to integrate

Facebook's log-in feature:



https://developers.google.com/admob/android/privacy/play-data-disclosure
https://developers.google.com/admob/android/privacy/play-data-disclosure
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Path Method Status Size

I _] https://graph.facebook.com/v16.0/app/mobile_sdk_gk?access...GET
| | _J https:/ffirebase-settings.crashlytics.com/spi/v2/platforms/and... GET
I _--|h'nps:,'fgraph.facabouk.comMG.O,'app?access_token=150803.._GET
[ _| https://graph.facebook.comfv16.0/app?access_token=150803...GET
I Jht‘lps'ﬁgraph.facebook.com,'v*6.0,'3pp?access_loken=150803..‘GET
| J https://firebaseinstallations.googleapis.com/vl/projects/woma... POST
' J https://graph.facebook.com/v16.0/app/mobile_sdk_gk?acce... @GET
: Jhnps;,’;‘graph.facebook.com,'\n6,0,“1508036556180531pactiviti..,POST
l —:|htlps:HQraph.facebmk.com,'v‘lﬁ.o,ﬂ5{!3036556180531{activi1i...POST
| _| https:/ffirebase-settings.crashlytics.com/spifv2/platforms/and... GET
I J https://graph.facebook.com/v16.0/app/model_asset?access_t... GET

| | | https://graph.facebook.com/v16.0/1508036556180531/activiti...POST

I_I https://play i /playflog?for &proto_v2=tr...POST
_| https://proactiveapp.com/suggart/config_v17clientkey= GET
' J https://proactiveapp.com/suggart/summary_v1 POST
[ 2| https://proactiveapp.com/log?protocol=5&package=com.wom...GET
l J https://www.womanlog.com/mobile POST
| https://proactiveapp.com/suggart/config_v1?clientkey= GET
showhost |

200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200

Time 1

605b 125ms|

366b 40ms

|
1.5kb 131ms

1.5kb 127ms
15kb 166ms.
624b 359ms|
605b 121ms;
456b 162ms,
343b 224ms;
367b 35ms
11b 116ms
640b 168ms
1011b 28ms,
83b 6ms
421b  14ms
248b  7ms
169b 9ms
83b 8ms

© Request Response| Connection Timing Comment

Debug: I166yerMn+1wSQ]xzdxBI2f+o5MFnuQtQHV6ddrxmh27c13ZCuNr9s0voqQIdoIFByvsbNG/
hcaclabwr/qCYeg==

x-fb-server-load: 30

Date: Mon, @9 Sep 2024 29:40:13 GMT

X-FB-Connection-Quality: EXCELLENT; q=0.9, rtt=28, rtx=0, c=10, mss=1380,
thw=3427, tp=-1, tpl=-1, uplat=102, ullat=0

Alt-Sve: h3=":443"; ma=86480

Connection: keep-alive

Content-Length: 1554

[decoded gzip] JavaScript (# Edit XReplace (7] View: auto »

£
"supports_implicit_sdk_legging":true,"gdpv4_nux_enabled":false,"android_sdk_error
"name":"login_recoverable","items": [ {
"code":102
}
F
“code":19@
}
1,"recovery_message":"Please log into this app again to reconnect your Facebook
}
1,"app_events_session_timeout":6@,"app_events_feature_bitmask":65541,"seamless_lo
“standard_params": ["lead_event_source","net_revenue","predicted_ltv","product_c

}
»"auto_log_app_events_default":true,"id":"15080@36556188531"

*:8080 | mitmproxy 10.4.2

[Figure 5.23. See 'recovery_message' asking the user to log into the app again to reconnect

their Facebook account.]

Other requests to Facebook were gatekeeper checks, with the response being specific SDK
features that either pass or do not pass the gatekeeper check:

Path Method Status Size
l_j"“,. ://araph.facebook.com/v16.0/app/mobile_sdk_gk? ...GET 200
] L https://fireb i crashlytic: /spi/v2/platforms/and... GET 200

_;I https://graph.facebook.com/v16.0/app?access_token=150803...GET 200
H _7_,hnps://graph.tacebook.comlv16.0[app?access_token=150803...GET 200
_J https://graph.facebook.com/v16.0/app?access_token=150803...GET 200
‘, _Jhnps:/ﬁi baseil i leapis.com/vi/projects/woma...POST 200
_JL //graph.facebook.com/v16.0/app/mobile_sdk_gk?acce... @GET 200
H - | https://graph.facebook.com/v16.0/1508036556180531/activiti..POST 200
|22 https://graph.facebook.com/v16.0/1508036556180531/activiti..POST 200
!_ __‘hf‘, //fireb i crashlytic: /spifv2/platforms/and... GET 200
_i https://graph.facebook.com/v16.0/app/model_asset?access_t... GET 200
] 1= https://graph.facebook.com/v16.0/1508036556180531/activiti...POST 200
_jhnn ://play. leapi [play/log?format=raw&proto_v2=tr..POST 200
} Ll https://proactiveapp.com/suggart/config_v1?clientkey= GET 200
J https://i i com/suggart} ry_vi POST 200
J <2 https:/ iveapp.com/log?pr |=5&pack wom...GET 200
__| https:/fww I /mobil POST 200
W | https://proactiveapp.com/suggart/config_v17clientKey= GET 200
 showhost |

[Figure 5.24. See 'field: gatekeepers'.]

Time
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© Request | Response Connection Timing Comment

GET https://graph.facebook.com/v16.8/app/mobile_sdk_gk?access_token=150803655
6180531%7Ced78d7328f69dba@bcafa2ac455c9d7ea&fields=gatekeepers&format=json&sdk

_version=16.3.0&sdk=android&platform=android HTTP/1.1
User-Agent: FBAndroidSDK.16.3.0

Accept-Language: en_US

Content-Type: application/x-www-form-urlencoded
Content-Encoding: gzip

Host: graph. facebook. com

Connection: Keep-Alive

Accept-Encoding: gzip

Query (Z Edit LReplace (7 View: auto~

access_token: 1508036556180531|ed78d7328f69dbadbcafa2ac455c9d7e

fields: gatekeepers
format: json
sdk_version: 16.3.0

sdk: android
platform: android

*:8080 | mitmproxy 10.4.2
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Path Method Status Size Time | @ Request | Response | Connection Timing Comment
S {
% (oot 16.0/apn/mobil ” '
= Ditps://gtsph ES L ec st T aals "key":"FBSDKFeatureCodelessEvents","value":true
https:/[firebase-settings.crashlytics.com/spi/v2/platforms/and... GET 200 366b 40ms }
— {
'
https://graph.facebook.com/v16.0/app?access_token=150803...GET 200 1.5kb 131ms "key":"FBSDKFeatureErrorReport”,"value": false
= }
https://graph.facebook.com/v16.0/app?access_token=150803...GET 200 1.5kb 127ms {
= '
| https://graph.facebook.com/v16.0/app?access_token=150803...GET 200 1.5kb 166ms 3 "key":"FBSDKFeatureAAMR1", "value": false
https:/ffirebaseinstallations.googleapis.com/vi/projects/woma...POST 200 624b 359ms aid
—/ "key":"FBSDKFeatureAAMR2","value": false
II! _J‘https://grap- facebook.com/v16.0/app/mobile_sdk_gk?acce... @GET 200 605b 121ms }
" » £
1= https://graph.facebook.com/v16.0/1508036556180531/activiti...POST 200 456b 162ms “key": "FBSDKFeatureAAM" , "value": true
| https://graph.facebook.com/v16.0/1508036556180531/activiti...POST 200 343b 224ms } ¢
— '
https:/ffirebase-settings.crashlytics.com/spi/v2/platforms/and... GET 200 367b 35ms "key":"FBSDKFeatureSuggestedEvents","value":false
=] }
https://graph.facebook.com/v16.0/app/model_asset?access_t... GET 200 11b 115ms P f
https://graph.facebook.com/v16.0/1508036556180531/activiti..POST 200 640b 168ms ; “key/!s"FBSDKFeatureCrashShield?,fvalue®strue
| https://play.googleapi [play/log?for proto_v2=tr..POST 200 1011b 28ms » {
— "key":"FBSDKFeatureThreadCheck","value": false
https://proactiveapp.com/suggart/config_v1?clientkey= GET 200 83b 6ms }
i {
. ’
- https://proactiveapp.com/suggart/summary_v1 POST 200 421b 14ms "key":"FBSDKFeaturePrivacyProtection","value":true
<> https:/ com/log?pr I=5&pack mwom...GET 200 248b 7ms ¥ {
—— '
| https://www.womanlog.com/mobile POST 200 169b 9ms "key":"FBSDKFeaturePIIFiltering","value":true
—i }
https://proactiveapp.com/suggart/config_v12clientkey= GET 200 83b 8ms L {
[ hownos:

[Figure 5.25. Here, the app lists all the SDK features it uses.]

Note in Figure 5.25 the app's call to the Facebook API responds with a list of all the SDK
features the app is using, which actually aligns with one of PI's 2019 recommendations that
advocated for apps to more transparently disclose the features of SDKs they were using.

We also noticed an instance of Facebook's ad network upon launching the app:

Path Method Status Size Time © Request | Response | Connection Timing Comment
<_>; https://fundingchoicesmessages.google.com/el/AGSKWxW... @POST 204 164b 28ms tbw=3426, tp=-1, tpl=-1, uplat=104, ullat=0
<>/ https://fundingchoicesmessages.google.com/el/AGSKWxWha... POST 204 194b 35ms Alt-Svc: h3=":443"; ma=86400
| https://firebaselogging-pa.googleapis.com/viffirelogflegacy/b... POST 200 1.3kb 2s Transfer-Encoding: chunked
=] Connection: keep-alive
<>/ https://fundingchoicesmessages.google.com/el/AGSKWxWha... POST 204 440b 77ms
— [decoded gzip] JavaScript # Edit X Replace (%) View: auto ~
<> https://ffundingchoicesmessages.google.com/el/AGSKWxWha... POST 204 201b 62ms
<> https://googleads.g.doubleclick.net/mads/static/mad/sdk/nati... GET 200 121.1kb 125ms  w response”: {
'IT | https:/fwww.facebook com/adnw_sync2 @POST 200 2.0kb 137ms ; “prefetch_urls":"keep","bidder_token_info":"keep","feature_config":"full"
| =
& https://googleads.g.doubleclick.net/favicon.ico GET 200 884b 38ms ,"bundles": {
r— "feature_config": {
| https://googleads.g.doubleclick.net/getconfig/pubsetting?app... GET 200 244b 60ms “data": {
- “feature_config": {
3hnps..'.l'googIeads.g.doublecllck.netrmads;‘gma?submodel-red...GET 200 0 126ms “adnw_modules_sync_enabled":"false", "adnw_nodules_no_pii_sync_enabled":"fals
Ll https://play.googleapis.com/log/batch POST 200 1.6kb 53ms
https://play.googleapis.com/log/batch POST 200 1000b 57ms }

— ,"fingerprint":null
| https://android.googleapis.com/auth POST 200 5.6kb 60ms 3}
https://android.googleapis.com/auth POST 200 1.6kb 64ms 3

<> https://android.googleapis.com/auth/devicekey POST 400 9.7kb 80ms ,"refresh": {

— “target_refresh_s":300
https://notifications-pa.googleapis.com/google.internal.notific...POST 200 3.0kb 116ms
| https://notifications-pa.googleapis.com/google.internal.notific... POST 200 3.0kb 118ms
https://notifications-pa.googleapis.com/google.internal.notific...POST 200 3.0kb 113ms

[ srownon:

[Figure 5.26. See 'adnw' in the 'feature_config', which stands for ad network. Even if it returns
false, the ad network is still being called.]


https://www.privacyinternational.org/sites/default/files/2018-12/How%20Apps%20on%20Android%20Share%20Data%20with%20Facebook%20-%20Privacy%20International%202018.pdf
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Firebase also appeared in the web traffic collecting device-related data for similar purposes as
we've seen for the above apps, such as for its Crashlytics (crash reporting) tool or other
analytics:

Path Method Status Size Time © | Request | Response Connection Timing Comment
Wil Cros e o .Comimotie AL H 169D 9Ms  y_Goog-Api-Key: AlzaSyCckkiH81i2ZARWOs1LEZFK1d15a0G80zKo
https://proactiveapp.com/suggart/config_v1?clientKey= GET 200 83b 8ms Host: firebaselogging-pa.googleapis.com
https://proactiveapp.com/suggart/suggest_v1?clientKey=8&l... @GET 200 14kb 1ims Connection: Keep-Alive
— Content-Length: 1218
https://fundingchoicesmessages.google.com/a/consent @POST 200 98.8kb 141ms
— [decoded gzip] JSON [# Edit X Replace (] View: auto ~
& https://www.proactiveapp.com/suggart/images/6fe85492bd6... GET 200 98.8kb 1Ims
=i ; : {
E https://www.proactiveapp.com/suggartfimages/27fc88d2a161... GET 200 68.0kb 8ms "logRequest”: |
&l | https://www.proactiveapp.com/suggartfimages/ab9f67bf38ee... GET 200 509kb 9ms {
— “clientInfo": {
s https://fonts.googleapis.comjcss?family=Archivo:400,500|Ari... GET 200 5.8kb 36ms "androidClientInfo": {
= i “applicationBuild": "3e09e2",
https://fonts.gstatic.com/sfopensans/v40/memvYaGs126MiZp... GET 200 42.1kb 109ms "country": "US",
" “device": "redroid_x86_64"
https://fonts.gstatic. teriall 142/fluhRq6tzZclQ... GET 2| 125.6kb 172 T !
Ll itsi/Hfonts.gstatic.com/s/materialicons/v142fflUhRaStzZclQ... G 00 A& e “fingerprint": "redroid/redroid_x86_64/redroid_xB86_64:11/RD2A.2
<>/ https:/ffundingchoicesmessages.google.com/el/AGSKWxW... @POST 204 164b 28ms “hardware": “redroid",
— “locale": "en",
<>| https://fundingchoicesmessages.google.com/el/AGSKWxWha... POST 204 194b 35ms “manufacturer”: "redroid",
— = 5 3 = "mccMnc": ",
L https://firebaselogging-pa.googleapis.comjvi/firelogflegacy/b... POST 200 1.3kb 2s model” edroid11_x86_64",
<> https://fundingchoicesmessages.google.com/el/AGSKWxWha... POST 204 440b 77ms osBuild": "RD2A.211001.002",
= “product™: "redroid_x86_64",
<> https://fundingchoicesmessages.google.com/el/AGSKWxWha... POST 204 201b B62ms "sdkversion": 3@
= h
<> https://googleads .g.doubleclick.net/mads/static/mad/sdk/nati... GET 200 121.1kb 125ms “clientType": "ANDROID_FIREBASE"
: h
| https://www.facebook.comfadnw_sync2 @POST 200 29kb 137ms "logEvent": [
& https://googleads.g.doubleclick.net/favicon.ico GET 200 884b 38ms {
= “eventTimeMs": 1725874846770,
ohownst [~:3080 [ mitmprory 10.42 |

[Figure 5.27. See 'clientInfo' variables, such as country', 'device', 'locale’.]

Note that WomanLog clarified with us that ‘any third-party services integrated into the app (e.g.,
for analytics or ads) are configured to operate without access to personal or health-related data’.
Indeed, in the above screenshots related to Facebook and Firebase we primarily see device
data. The app also mentioned that its use of analytics (i.e., Google Analytics or Firebase) are
‘strictly to improve user experience and app performance. These services are configured to
anonymise IP addresses and do not collect or transmit sensitive user data’.

WomanLog's Privacy Policy disclosed the names of some of the third parties we observed,
including Firebase (even specifying that Firebase is operated by Google), OpenAl, Apple Health
and Google Fit, as well as the server it uses for hosting, which is EU-based Hetzner. However,
the Policy did not mention its advertising integrations of Facebook's ad network and Google
Ads.


https://www.womanlog.com/privacy_policy
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Wocute

Wocute is a Singapore-based period tracking app with over 5 million global downloads. To get
started on the app, a user first needs to complete a short onboarding questionnaire about their
goal for using the app ('track my cycle"); their year of birth (which we skipped), followed by the
length of their period cycle and start date of their last period (for which we selected 'I'm not
sure'). These responses were all communicated to the API:

Path Method Status Size Time | © Request Response Connection Timing Comment

https://app-measurement.com/config/app/1%3A71534028169%3Aandroid%3A9d060e22fad1... GET 0 3ims
= POST https://gapi.wocute.com/services/period/api/init-period/savelnfo HTTP/2.0

= 1.2pp com/a POST 204 14kb  18ms
= phonemodel: redroid redroidll_x86_64 11
https://gapi.wocute.com/auth/login POST 200 10kb 312ms| country-iso:
wocute. i GET 200 71b 30ms Aauthorization: bearer
— eyJhbGci01ISUZIINITSINRSCCIBIKPXVCID. ey 1eHA10 EMZEWNAINZI SImhdCIEMTCyNTGIN] UM iwidXN1c19uYW111§010
__https: com/v 377134465 f..POST 200 1.2kb 65MS pcanNDgxMjkilCIqdGki0iJuST luem16TkI1cGSBMZhOQ@IPUMFSUUL1RUKiLCjbGLLbnRfaWQi0i)32W] fYXBwI iwic2NvcGUiOls
POST 200 265b G2ms 1b3BbMIKI119. GHDPE-YXUASPWIRXG_XShZBKHMRIGPADTWRD rKtyWRKevZKpMbe79pS r6SN_Wub rHySMYb-
Kishe:Hlapp:adiust.comfiverit POST 200 12kb 39ms deviceid: feeeeecc-a08b-4792-a93d-254257416412
I app-version: 1.9,61
https v POST 200 24kb 25
— useragent: android
__| httpsi/jgapi.wocute. POST 200 295D 45MS (jignt-language: en
wocute ii GET 200 172b 24ms content-type: application/json; charset=UTF-8
wocute GET 200 110b 20ms COntent-length: 123
= accept-encoding: gzip
_| ttosy/igapiwocute. GET 200 M0b 27ms o aent: okhttp/4.10.0
y wocu! i
L ocute. q GEV: W B8b. 230 o ZEdit  LReplace ) View: auto v
:Jlgapi.wocute. GET 200 10b 30ms
wocute. i /9 GET 200 437b 46ms “birthday": "1900-01-01",
— f “cycleLength": 28,
L wocute. GET 200 1276 26ms “initialCycleLength": 28,
wocute y GET 200 139b 33ms A Sl ST
—J "isInsertData": true,
- 3abddd: wss 101 20kb  6min “showType": @
e }
wocute POST 200 46b 23ms
wocute p 18pageSi.. GET 200 390b 22ms
wocute. er 18pageSi..GET 200 1180 26ms
wocute. GET 200 834b 2ims
wocute. GET 200 72b 33ms
»~ wocute. /9 onfig GET 200 81b 30ms
0d-control 2/1318638023_1/v_cube.license GET 200 15kb  37ms

[Figure 6.1. The Wocute API requested our answers in the onboarding questionnaire and
automatically populated 'birthday' and 'cycleLength' with generic information as we skipped
these questions.]

After the onboarding, we proceeded to the main cycle dashboard without having to create an
account.

While inputting our cycle information, we saw all our inputs were logged in the web traffic, such
as codes representing our bleeding, energy levels and moods, as well as the actual text of a
note we wrote in the app:


https://wocute.com/

No Body’s Business but Mine: Vol. 2

Path Method Status Size Time | © Request Response Connection Timing Comment
l I i i i POST 200 1B0b 2Ims oY
— authorization: bearer

t i tapifmenus GET 200 110b 23ms  eyIhbGEi01ISUZIINITSINRSCCIBIKPXVCID. ey LeHAL0E3M2EWN]AINZT s ImLhACIGMTcyNTG3N UM iwidXNLc19uYWI LT 010
DcANDgxMj kiLC1qdGki0iIuSTLucm16Tk]1cG5BMzh00RIPURFSLUULIRUK iLCjbGLLbnRfaWQ10113ZW] FYXBWI iwic2NveGUiDLs

i i GET 200 10 24ms
— ib3B1bmlkI119. GHbPE-YxuASPWWIRXG_XShZBKHMROgPALTWRD rKt yWRKevZKpMbe79]p5 r6SN_Wub rHvSMYbY-
P i ; fig GET 200 BB 22me -MRTATLALAAN Sl RATLIALE S ARAT ST B IR e LT SRR LA L JAR AR, AL
— deviceid: feeeeecc-alBb-4792-a93d-254257416412
L GET 200 8b 25ms app-version: 1.9.61
Ll wocute. i i nel=’ Si... GET 200 391b 28ms useragent: android
t ifachi GET 200 1276 28ms Client-language: en
— 2 = % = content-type: application/json; charset=UTF-8
L GET 200 e 2ms <36
Ld i i i GET 200 505b 22ms accept-encoding: gzip
= wss 101 116kb 34min User-agent: okhttp/d.10.9
j " " i \ 1/v_cube.license GET 0 28ms JSON #Edit  LReplace ) View: auto =
1 i i onfig GET 200 8 2ims [
o {
Ll GET 200 1270 26ms “bleeding”: *6195b79aBb3acB36d949e794",

“date": "2024-09-24",

it i GET 200 834b 22
Ll i “energy": "6195b8618b3acBI6d949eTIc",
i i i i GET 200 508 30ms
t i iodjapifconditi i GET 200 36kb 29ms
[ "§195bc938b3ae836d9497bb",
L MO OET i i “6195bca18b3ae836d949e7bc",
L POST 200 4820 24ms : “§195bc76803ae8360949e7b9"
. i itylapi Jist GET 200 558b 24ms “mucus®: “6195b7efBb3ae836d948e798",
= “note": "Did not take contraception pill®,
Ll i GET 200 558b 30ms "pills": "6195b9328b32e8360949e7%e",
. — “symptoms": [
L SEVIN A0 Lol “6195bb188b3ae836d949e7ac",
t i codjapi " GET 200 36kb 26ms “6195ba838b3ac836d948¢7a5",
— "6195ba778b32eB36d949e7a4"
i iod/api i 100 @GET 200 3286 25ms »
= “versionld®: 12
GET 200 834b 35ms '
n onfig GET 200 s1b 25ms !
==  -:2080 | mismprony 10.42 |

[Figure 6.2. See 'moods', 'energy' and 'pills' being requested by the API and represented by
code values. Also notice the personal note ('note') we'd written being transmitted here.]

Path Method Status Size Time 'o Request Response Connection Timing Comment
|l ¥ wocute. i GET 200 10b 23ms  date: Tue, 24 Sep 2024 14:49:59 GMT
5 GET 200 110b 24ms content-type: application/json
" o . fio GET 200 56b 22ms :Auno-dl‘stﬂwuu-mn-u: 7¢@59974-34c8-4355-b83d-475632191baa
— vary: Origin
Ll i L i i D M8b 28ms \ory: Access-Control-Request-Method
L nannel= g 1&pageSi... GET 200 391b 28ms vary: Access-Control-Request-Headers
GET 200 1276 28ms YAV accept-encoding,origin, access-control-request-headers,access-control-request-method, accept—

w_— encoding
L ices| mim GET 200 1390 22M8 content-encoding: gzip
L 4 5/ GET 200 505b 22MS [dgecoded gzip] JSON @Edt  LReplace ) View: auto =
g m-im.meigij 3abadd wss 101 N6kb 34min
j J 2 _1/v_cube license GET 0 28ms 4 "code": 208
Ll ff dConfig GET 200 8lb  2ims
® GET 200 127b 26ms
Ll GET 200 834b 22ms
L s/g GET 200 505b 30ms
L ] GET 200 3.6kb 28ms
L -conditi pageNo= i GET 200 19b 20ms
L POST 200 482b 24ms
Ll of list GET 200 558b 24ms
L li GET 200 558b 30ms
P GET 200 1270 62ms
| il GET 200 3.6kb 26ms
Ll ?pageNo= i @GET 200 320b 25ms
L GET 200 834b 35ms

i dContig GET 200 81b 25ms
=

[Figure 6.3. The request went through to the API successfully.]

On the matter of third parties, we noticed third-party URL paths pointing to Beacon QQ, which is
an analytics tool that can be packaged with China's Tencent platform to update the server with a
user's data, likely comparable to Google's Firebase:



https://www.fortiguard.com/appcontrol/46953
https://www.fortiguard.com/appcontrol/46953
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Path
I https://otheve.beacon.qq.com/analytics/vZ_upload

Method Status Size Time © Request | Response Connection Timing Comment

@POST 200 411b 223ms IS https://otheve.beacon.qq.com/analytics/v2_upload HTTP/1.1

Content-Type: application/json;charset=UTF-8

User-Agent: Dalvik/2.1.@ (Linux; U; Android 11; redroid11l_x86_64 Build/
RD2A.211001.002)

Host: otheve, beacon.qq. com

Connection: Keep-Alive
Accept-Encoding: gzip
Content-Length: 316

JSON # Edit | LReplace (Z) View: auto =

{
"appVersion": "",
“common*: {
"A2": “pag_sdk_report"
b
"events": [
{
"eventCode": "pag_sdk_report",
"eventTil '1727189388105",
"mapValue":

‘com.meiqijiacheng.wocute",
"Wocute",

“appPlatform": "Android",
"previousSDKVersion": ""

}

}
1.
"mainAppKey": "@DOU@K@WDR5SLYU3",

[ 3080 [ menoror 104

[Figure 6.4. Generic analytics information like 'appID' was sent to Beacon QQ.]

Path
I https:/jotheve.beacon.qq.com/analytics/v2_upload

Method Status Size Time | @ Request | Response = Connection Timing Comment

@POST 200 a11b 223ms R N

Date: Tue, 24 Sep 2024 14:49:48 GMT

Content-Type: text/plain

Content-Length: 95

Alt-Sve: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-27=":443"; ma=2592000,
h3-Q@50=":443"; ma=2592000, h3-0046=":443"; ma=2592000, h3-Q043=":443";
ma=2592000, h3-0039=":443"; ma=2592000, quic=":443"; ma=2592000; v="39,43,46"
Connection: keep-alive

Set-Cookie: tgw_17_route=17ca76@f44c089ded48cB811bdlaedeld; Expires=Tue, 24-Sep-2024
15:19:48 GMT; Path=/

Access-Control-Max-Age: 600

Access-Control-Allow-Origin: %

Access-Control-Allow-Methods: POST

Access-Control-Allow-Headers: x-requested-with, content-type

Raw (# Edit LReplace (2] View: auto v

wult": 200, "srcGatewayIp": "88.99.22.53", “"serverTime": "1727189388214", "msg": "success

mitmproxy 10.4.2

[Figure 6.5. Beacon QQ reported a successful exchange.]

The web traffic also contained URL paths for third party Adjust (Figure 6.6), which is a Berlin-
based analytics service integrated with apps for the purposes of measuring and scaling an app's
marketing activity. Throughout our onboarding and use of the app, Adjust intermittently
requested device-related data and responded with an ad ID:
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Path
Ll https://firebase-settings.crashlytics.com/spifv2/platforms/android/gm...
. https:/jgraph.facebook.com/v16.0/app?access_token=115762065504...
= https://graph.facebook.com/v16.0/app?access_token=115762065504...
Y https://graph.facebook.com/v16.0/app/mobile_sdk_gk?access_token...

ht i installations leapis.com/v1fprojects/wocute-5af21...

https://graph.facebook.com/v16.0/app/mobile_sdk_gk?access_token...

|24 https://graph.facebook.com/v16.0/1157620655043852/activities
Y https://graph.facebook.com/v16.0/1157620655043852/activities
L https://android.apis.google.com/c2dm/register3

12 https://graph.facebook.com/v16.0/1157620655043852/activities

https://graph.facebook.com/v16.0/app/model_asset?access_token=11...

__| https://gapiwocute.com/services/uaalapi/users/deviceTokeninfo

https://gapiwocute. [servi t/apifsystem-config
https://app.adjust.com/session
https://app.adjust.com/event

https://app.adjust.com/sdk_click

I https;, .adjust.com/attribution?gps_adid_attempt=1&api_level=30...

https://app.adjust.com/attribution?gps_adid_attempt=1&api_level=30...

[Figure 6.6. Adjust requested certain
and 'os_version'.]

Path
L https:/ffirebase-settings.crashlytics.com/spifv2/platforms/android/gm...
Y https:{fgraph.facebook.com/v16.0/app?access_token=115762065504...
|2 https:/fgraph.facebook.com/v16.0/app?access_token=115762065504...
- | https:/jgraph facebook.com/v16.0/app/mobile_sdk_gk?access_token..

| hitps:/ffirebaseinstallations.googleapis.com/vi/projects/wocute-5af21...

- | https:/fgraph.facebook.com/v16.0/app/mobile_sdk_gk?access_token...
7 https://graph.facebook.com/v16.0/115762065504 3852/activities

24 https:/fgraph.facebook.com/v16.0/1157620655043852/activities

_, https://android.apis.google.com/c2dmjregister3

Y https:/fgraph.facebook.com/v16.0/115762065504 3852 activities

| https:/fgraph. n/v16.0/app/model_asset?access_token=11...

» https://gapiwocute.com/services/uaa/api/users/deviceTokeninfo
Ll https://gapi.wocute.com/services/support/api/system-config
L https:/fapp.adjust.com/session
___| https:/fapp.adjust.com/event
Ll https://app.adjust.com/sdk_click
I __| https:/fapp.adjust.com/attribution?gps_adid_attempt=1&api_level=30...

https:/fapp.adjust.com/attribution?gps_adid_attempt=1&api_level=30...
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375b 37ms . y

User-Agent: Dalvik/2.1.0 (Linux; U; Android 11; redroidll_x86_64 Build/

19kb 140ms RD2A.211001.082)

Host: app.adjust.com

1.9kb 128ms
Connection: Keep-Alive
605b 130ms Accept-Encoding: gzip
637b 374ms Query [ Edit LReplace (7] View: auto =
8050, 138m3 gps_adid_attempt: 1
493b 122ms  api_level: 30
event_buffering_enabled: @
381b 273ms  app_version: 1.9.61
961b 18 app_token: bcpd@9xiaBed
created_at: 2024-09-09T10:09:07.592Z+0000
687b 171ms device_type: phone
gps_adid: feeeeecc-a@8b-4792-a93d-2542574f642
11b 120ms  device_name: redroidll_x86_64
needs_response_details: 1
44b  23ms  gpe adid_src: service
334b  31ms initiated_by: backend
os_version: 11
1011b 18ms android_uuid: a48b95e3-0bed-4b59-bfc5-01d8bd6b252¢
environment: production
11kb  17ms  attribution_deeplink: 1
package_name : com.meigijiacheng.wocute
13kb 7MS oo name: android
171b 12ms = Ui_mode: 1
tracking_enabled: 1
157b 17ms  sent_at: 2024-09-09T10:09:07.6152+0000

m mitmproxy 10.4.2

and device related data, such as the 'device_name'
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L] HTTP/1.1 260 0K

140ms content-type: application/json; charset=utf-8

128ms date: Mon, @9 Sep 2824 10:89:07 GMT
content-length: 171

130ms

strict-transport-security: max-age=31536000; includeSubDomains; preload

637b 374ms  x-frame-options: SAMEORIGIN

605b 133ms X-content-type-options: nosniff
o ts-tag: i
493b 122ms x-robots-tag: noindex
3616 2758 JSON Z Edit | LReplace @) View: auto~
o6 15 |
"adid": "aedb59688345682bbf4661646868565f",
687b 171ms “app_token": "bcp4@9xiaBe8",
“ask_in": 1eee,
11b 120ms wattribution”: {
" "y ow "
44b 23ms “netwark : Ulrlga:u: o
tracker_name": "Organic",
334b 31ms "tracker_token": "rdhyz98"
}-
101b 18ms  }
11kb 17ms
1.3kb 17ms
171 12ms
167b  17ms
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[Figure 6.7. This was the initial instance of Adjust first assigning us an 'adid' and 'tracker_token’,
likely for analytics purposes. Later calls from Adjust simply returned the 'adid' and token.]

We also noticed several calls to Facebook's Graph API. Similar to WomanLog and Maya, there
appeared to be a gatekeeper check in the call to Facebook, and the response included a list of
the SDK features used by the app (Figure 6.12).
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Path Method Status Size Time | @ | Request | Response Connection Timing Comment
I _J https://graph.facebook.com/v16.0fapp?access_token=11576206... GET 200 1.9kb 159ms| RS https://graph. facebook.com/v16.8/app/mobile_sdk_gk?access_token=11576286550
ihﬂps:,‘,‘graph.facehook.cnmf\dsnjapp?access token=11576206... GET 200 1.9kb 150ms 43852%7Ca3febc@faldff5p@31de13b28e6d9d6dsfields=gatekeepersa&format=json&sdk_ver
s - sion=17.0.1&sdk=android&platform=android HTTP/1.1
l J https:/fgraph.facebook.com/v16.0/app/mobile_sdk_gk?access_t... GET 200 620b 116ms User-Agent: FBAndroidSDK.17.0.1
: - | https:f/graph.facebock.com/v16.0/app/maebile_sdk_gk?access_t... GET 200 620b 116ms  Accept-Language: en_US
_J https://gapi.wocute.com/services/support/apiflog/getClientLogC... GET 200 8250 41ms Content-Type: application/x-www-form-urlencoded
i ) X Content-Encoding: gzip
| https://gapi.wocute.com/services/support/apiflog/getServerLogC... GET 200 148b 25ms
— Host: graph. facebook.com
I _‘ https://gapi.wocute.com/services/support/api/system-config GET 200 334b 19ms  Copnection: Keep-Alive
| \ https://gapi.wocute.com/services/support/api/check-version GET 200 110b 50ms Accept-Encoding: gzip
I_J https://gapi.wocute.com/services/period/api/user-period/backup POST 200 46b 19ms Query # Edit  LReplace (7 View: auto ~
| https:/gapi.wocute.com/services/support/api/menus GET 200 110b 23ms  access_token: 1157620655043852|a3f@bcofaldff5be31de13b28e6d9d6d
" : . . . fields: gatekeepers
__ https://gapiwocute.com/services/support/api/notice-config GET 200 56b 21ms g0 o json
| \ https://gapiwocute.com/services/uaafapifusers/deviceTokeninfo  GET 200 110b 38ms 5::—"“ sion: 17&"':‘1
— sdk: andro
I _J https://gapi.wocute.com/services/community/api/push/bit/page?... GET 200 391b 49ms  platform: android
| _J https://gapiwocute com/services/community/api/push/bit/page?... GET 200 118b 30ms
I _J https:/fgapiwocute [services/uaa/apifusers/get-user GET 200 437b 37ms
| _‘ https://gapi.wocute.com/services/activity/api/fachievement/getSelf GET 200 127b 29ms
I J https://gapi.wocute.com/services/im-message/api/getUserPlatfo... GET 200 139b 22ms
| ﬁ‘ https://platform-im.meigijiacheng.comfim-server/66dec95caff3a... WSS 10 1.9kb  4min
D e i i B i i i i
H (r- . [
[Figure 6.8. See 'fields: gatekeepers'.]
Path Method Status Size Time | @ Request | Response | Connection Timing Comment
I _‘ https://graph facebook.com/v16.0/app?access_token=11576206550... GET 200 1.9kb 159ms ¥ ¢
| https:{fgraph.facebook.com/v16.0/app?access_token=11576206550... GET 200 1.9kb 150ms "key":"FBSDKFeatureAAM","value":true
=) }
I_‘ https://graph.facebook.com/v16.0}: fmobile_sdk_gk?: ;_token... GET 200 620b 116ms o
https:/jgraph.facebook.com/v16.0/app/mobile_sdk_gk token... GET 200 620b 116ms "key' :"FBSDKFeatureSuggestedEvents", "value":false
) = = }
I | https://gapi.wocute.com/services/support/api/log/getClientLogConfig GET 200 825b 41ms .
— "key":"FBSDKFeatureCrashShield","value":true
| https:{fgapi.wocute.com/services/support/apiflog/getServerLogConfi... GET 200 148b 25ms }
> {
: . . 2 o .
I_\ https://gapi.wocute.com/services/support/api/system-config GET 200 334b 19ms “key": “FBSDKFeatureThreadCheck”, “value": false
‘hllps.ﬂgapi.wocule‘l::omlservices,‘support.lapi,'check—versiun GET 200 110b 50ms b4 I
— "
___ https://gapi.wocute com/services/period/api/user-period/backup POST 200 46b 19ms "key":"FBSDKFeaturePrivacyProtection","value":true
}
| https://gapi.wocute.com/services/support/api/menus GET 200 110b 23ms o
| https://gapi.wocute.com/services/support/api/notice-config GET 200 56b 21ms ' “key":"FESDKFeaturePIIFiltering®, "value®:true
| https:[fgapi.wocute.com/services/uaajapijusers/deviceTokeninfo GET 200 110b 38ms 1
— "key":"FBSDKFeatureAddressDetectionSample"”,"value": false
I | hittps://gapi.wocute.com/services/community/api/push/bit/page?chan... GET 200 391b 49ms }
1 N § . § {
___| https://gapi.wocute.com/service imunity/api/push/bit/page?chan... GET 200 118b 30ms ' "key":"FBSDKFeatureMTML", "value": true
I | https://gapiwocute.com/services/uaajapijusers/get-user GET 200 437b 37ms ¥ ‘
— r
| https://gapi.wocute.com/service: ivit, i i GET 200 127b 29ms "key":"FBSDKFeatureModelRequest", "value" : true
}
___ https://gapi.wocute.com/services/im-message/api/getUserPlatformim GET 200 139b 22ms 1
2‘ https://platform-im.meigijiacheng.com/im-server/66dec95caff3abdd... WSS 101 19kb  4min } SRV B A8 D Eniy HiCagt L ine e e
| (= P— s e R = s S e s I
==

[Figure 6.9. Features of the SDK listed.]

Note in the response details for the above response, there appeared a warning that "You are
calling a deprecated version of the Ads API'. This likely means the app is calling an old version
of the Facebook API; it’s still functional, just outdated.
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x-ad-api-version-warning [ You are calling a depreca

cross-origin-resource-policy: cross-origin

ted version of the Ads API. |

x-app-usage: {"call_count":@,"total_cputime":@,"total_time":0}

Access-Control-Allow-Origin: *

facebook-api-version: v16.

Strict-Transport-Security: max-age=15552000; preload
Pragma: no-cache

Cache-Control: private, no-cache, no-store, must-
Expires: Sat, 01 Jan 2000 00:00:00 GMT
x-fb-request-id: A147c_0@KOGm@-0cZwwaBWzL
x-fb-trace-id: AJ8/pPh7/43

x-fb-rev: 1816749887

X-FB-Debug: IL+TfSv1U6JuF/

revalidate

t8rVxXVHPTNHXkUm2GcIxJ8wbATIw06wo6TCG36Yed rwvUrKyPnIxi+D1jHIPSyFP1u3gfBBO==

Date: Tue, 24 Sep 2024 14:45:52 GMT
X-FB-Connection-Quality: EXCELLENT; q=0.9, rtt=7,
tp=-1, tpl=-1, uplat=1083, ullat=0

Alt-Svc: h3=":443"; ma=86400

Connection: keep-alive

Content-Length: 620

[decoded gzip] JavaScript

“data": [ {

P

rtx=0, c=18, mss=1380, tbw=3426,

@

[# Edit  LReplace ) View: auto ~

*:8080 | mitmproxy 10.4.2

[Figure 6.10. For the same call as the above (Figure 6.12 and 6.13), the Graph API displays this
warning.]

As with many of the above apps, we also noted appearances of Firebase; it appeared that the
same types of device data as we’ve seen for the above apps was sent to Firebase.

As for cloud servers, we noticed that certain API requests (not all) occurred over the 'AliyunSLS'
server, which is a cloud service run by China-based Alibaba:

Method Status Size

Path
L https:{/gapi.wocute.comf: icesfcommunit) i 1?7 tid=66f2... GET
| hups:fjgapiwocute.com} y/apis tflist?momentid=66f... GET
Ll https:{/wocute-frankfurt.eu-central-1.log.aliyuncs.com/logstores/client/shards/lb POST
Ll https:{j frankfurt. tral-1.log.aliyuncs. ient/shardsflb POST
L https:{/wocute-frankfurt.eu-central-1.log.aliyuncs.com/logstores/client/shardsf/lb POST
https:/v frankfurt. tral-1.log.aliyuncs. ient/shardsflb POST
hittps://fi is.com/viffirelog/legacy/batchlog POST
L https:f/wocute-frankfurt.eu-central-1.log.aliyuncs.com/logstores/client/shards/lb  POST
II __| https:f/wocute-frankfurt.eu-central-1.log.aliyuncs.com/logstoresclient/shards/ib  POST
L https:fjwocute-frankfurt.eu-central-1.log.aliyuncs.com/flogstores/client/shardsf/lb POST
https:{jwocute-frankfurt.eu-central-1.log.allyuncs.com/flogstores/client/shardsflb  POST
o https:f/android.googl Jauth POST
https:/iplay. 1 /l h POST
Ll hi {landroid i POST
L hi I POST
Ll h fIpl i h POST
L hi flpl i flog/batch POST
Ll https:{/play.googleapis.com/log/batch POST
__| hups:fplay.googleapis.comflog/batch POST
Ll https:{/play.googleapis.com/log/batch POST
https:{fpl; leapi: flog/batch POST

[Figure 6.11. See 'server: AliyunSLS']
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Server: AliyunSLS

Content-Length: &

Connection: keep-alive
Access-Control-Allow-Origin: =

Date: Fri, 11 Oct 2024 13:59:57 GMT
x-log-append-meta: true

x-log-time: 1728655197

x-log-requestid: 67892FSD7@5AFFB2C2532EA8

Mo content

[ Edit LReplace @) View: auto

| +:8080 | mitmproxy 10.4.2

Wocute's Privacy Policy did disclose that personal information is stored in a password-controlled
server in China, though it did not expressly name the third party server host Aliyun, nor the other


https://en.wikipedia.org/wiki/Alibaba_Cloud#Products
https://wocute.com/protocol?tab=0
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third party SDKs it used like Beacon/Tencent, Facebook or Firebase; the mention of third party
services was relegated to generalised disclosures, such as referring to 'web beacons' for site
tracking technology similar to cookies.

Stardust

Stardust is a New York-based astrology-themed period tracking app that has recently risen in
popularity, having received a spike in downloads in the U.S. following the overturning of Roe v.
Wade. According to its website, the app takes a de-identification approach to users' privacy by
utilising a third party 'security system' operated by Rownd, “'an authentification platform that
stores your contact information for us [Stardust] so that we cannot associate your health data
with your real-world identity”. In theory, this means that Stardust manages users' period input
data while Rownd stores the users’ identifiable account data like their name and sign-up email in
such a way that Stardust cannot link users' input data with their unique account profile managed
by Rownd.

Notably, Rownd is not named in Stardust's Privacy Policy, only on the website.

To get started on the app, we were required to create an account via Google. By signing up with
our Google account, it was made clear that our user agreed to Google sharing their name, email
address, and profile photo with Stardust (Figure 7.1).


https://stardust.app/
https://www.wired.com/story/period-tracking-apps-flo-clue-stardust-ranked-data-privacy/
https://stardust.app/about-your-data.html
https://stardust.app/about-your-data.html
https://stardust.app/privacy-policy.html
https://stardust.app/about-your-data.html
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Allow Google to sign you in
to Stardust

emall address, and profile picture

duslt, See

and Terms of Servict

TN W GoCcqle

[Figure 7.1. Screenshot of the sign-up page with Google allowances.]

After connecting our account with Google, we completed Stardust's onboarding questionnaire,
which asked for our purpose for using the app (e.g., for period tracking), our date of birth (which
was required) and a range of period information like our latest period and birth control method.
During this process, we noticed a plethora of URLs from Rownd's API in the web traffic:
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Path
L https://api.rownd.io/hub/app-config
_J https://api.rownd.iofhubfauth/token
L https://api.stardust.app/auth/frownd?dateFormat=true

h fapi.rownd.iofr lications/337080849221550671/data

I _\ https://api.stardust.app/auth/rownd?dateFormat=true

> https:/jhub.rownd.io/mabile_app?canfig=ey hcHBLZXKIOINMIAZT...
I ! https://hub.rownd.io/static/apple.svg

! https://hub.rownd.io/static/google.svg

I""Si'k ic.rownd.iofcss/fontsj. Css

L https://hub.rownd.io/static/scripts/rph.mjs?v=74280b9
I Y https://hub.rownd.io/static/scripts/rph-7EASQ2SR.mjs
1= https://hub.rownd.io/static/scripts/rph-KKRFVWMA.mjs
I 12 https://hub.rownd.io/static/scripts/rph-4TVLSYXW.mjs
1= https://hub.rownd.io/static/scripts/rph-43UAMGR7.mjs
I _\htlps:,’_ihub,rownd.io;‘static,’scriptslrph—BDKUKWYB.mis
| https://hub.rownd.io/static/styles|rph.css?v=74280b9
I __\hnpst,fjhub.rownd.‘\o;‘static,’scertsﬁrph—RsEaNSE?.mjs
2. https://hub.rownd.io/static/locales/en-US.json
I | https://hub.rownd.io/static/locales/en.json

https://hub.rownd.io/cdn-cgifrum?
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LMY pOST https://api.rownd. io/hub/auth/token HTTP/2.0

2.0kb 2s user-agent: Rownd SDK for Android/2.12.1 (Language: Kotlin; Platform=Android 11
(SDK 3@);)
1.3kb 332ms
x-rownd-app-key: b6b8e7c@-fb66-4cbc-a391-bbf@a7d8dfcc
733b 745Ms  content-type: application/json; charset=utf-8
1.3kb 208ms content-length: 1216
11kb 117ms accept-encoding: gzip
408b 83ms SON # Edit LReplace (@] View: auto v
586b 82ms {
"app_id": "337080849221558671",
220b 13ms "id_token": "eyJhbGci0ilSUzIINiIsImtpZCIGIMQ3Yjkz0Tc3MWESODAWYZQxM2Y5SMDATMTAXMMOSNzZL
"intent": “sign_up"
53.6kb 95ms| }
2.2kb 75ms
926kb 92ms
883b 67ms
947b 76ms
1.3kb 9Ims
19.9kb 95ms

14.9kb 102ms.
156b 112ms
2.2kb 68ms

4kb 30ms

AGk  OCma

*:8080 | mitmproxy 10.4.2

[Figure 7.2. The Request shows Rownd is processing our 'intent: sign_up'.]

Path

_J https:/fapi.rownd.io/hubfapp-config

__| https://api.rownd.io/hubjauth/token

J https:/fapi.stardust.app/auth/rownd?dateFormat=true

Ll https:/fapi.rownd.io/mefapplications/337080849221550671/data
l _J https://api.stardust.appfauth/rownd?dateFormat=true

2i https:/fhub.rownd.iofmobile_app?config=eyJhcHBLZXKIOiJINmMI4ZT...
' ﬂ https://hub.rownd.iofstatic/apple.svg

E| https:f/hub.rownd.iofstatic/google.svg

2| https://static.rownd.io/css/fonts/cosmica.css

_i https://hub.rownd.iofstatic/scripts/rph.mjs?v=74280b9
I J https:/fhub.rownd.iofstatic/scripts/rph-7EASQ2SR.mjs

_i https:/fhub.rownd.io/static/scripts/rph-KKRFVWMA.mijs
| _| https:/fhub.rownd.iofstatic/scripts/rph-4TVLSYXW.mjs

_| https:/fhub.rownd.iofstatic/scripts/rph-43UAMGR7.mjs
l L_| https:/fhub.rownd.iofstatic/scripts/rph-BDKUKWY3.mjs

= https:/fhub.rownd.iofstatic/styles/rph.css?v=74280b9
I 4~| https:/fhub.rownd.iofstatic/scripts/rph-RSE4ANSEZ.mjs

gi https:/fhub.rownd.iofstatic/localesfen-US.json
I _‘ https:/fhub.rownd.iofstaticflocalesfen.json

__| https:/fhub.rownd.iofcdn-cgifrum?

| [ P —

Method Status Size

GET
POST
POST
GET
POST
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET

POST

200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
404
200

204

ana
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2.0kb 2s date:Mon, 09 Sep 2024 13:84:47 GMT

1.3kb 332ms Content-type: application/json; charset=UTF-8

access-control-allow-origin: #
733b 745ms
vary: Accept-Encoding

set-
cookie: _cfuvid=5_]SLNU3BUVa68PY_omqu_I@35y72LgSRqyoXiybMYc-1725887087660-0.0.1.1-6
04800000; path=/; domain=.rownd.io; HttpOnly; Secure; SameSite=None

1.3kb 208ms
1.ikb 117ms

498b B83ms

server: cloudflare

cf-ray: 8c@762d@8ad81cbd-FRA
content-encoding: gzip
alt-svc: h3=":443"; ma=86400

586b 82ms

220b 13ms

53.6kb 95ms

[decoded gzip] JSON [#Edit XReplace () View: auto

2.2kb 75ms

{

92.6kb 92ms

"access_token": "eyJhbGciOiJFZERTQSIsImtpZCISINNpZy@xNjQe0TM3MzYwIng.eylqdGki0iIaZGy
"refresh_token": "eyJhbGeci0OiJFZERTQSIsImtpZCI6InNpZy@xNjQB0TM3MzYwIn®.eylqdGki0ilmZ]
"sign_in_method": "google",

"user_type": "new_user"

883b 67ms

947b 76ms
11.3kb 91ms
19.9kb 95ms
14.9kb 102ms
156b 112ms
2.2kb €8ms
4kb  30ms

N0k  OCms

*:8080 | mitmproxy 10.4.2

[Figure 7.3. Rownd's API responds with 'sign_in_method: google', as we signed up via our

Google account.]

Note that all these and following calls to Rownd by Stardust occurred over the Cloudflare CDN,
which is not named in Stardust’s Privacy Policy. Rownd utilizes Cloudflare for the delivery of
their authentication services. We've already discussed Cloudflare’s security layer above, and
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Rownd also clarified that robust TLS (transport layer security) encryption is used by Cloudflare

between Rownd and its communications with the client, including between Cloudflare.

While using the app, with every update we inputted, the Stardust API requested a 'rowndToken'
associated with our account. In theory, this links all our account data managed by Rownd (e.g.,

first and last name, log-in email) with that unique token:

c & D i 4 A El > x

Replay Duplicate Revert Delete Mark» Download~ Export Resume Abort
Flow Modification Export Interception
Path Method Status Size Time | @ | Request | Response Connection

| httpsi/fapi.rownd.io/hubfauth/ftoken POST 200 2.0kb Bl POST https://api.stardust.app/auth/rownd7dateFormat=true HTTP/2.0

eyJhbGci0ilIUzIINIISInRScCIBIkpXVCI9.ey)pZCI6M]jg3MDU30CwiZXhwl joxNzU4N]Uy0DQ4LCIp

¥XQi0jE3Mj cwOTUSMjJ9.mOSr_RTh2IXrRNacruGugbCBmhH1dB6FtBrLZ7q1s04

(# Edit LReplace (7] View: auto «

"rowndToken": "eylhbGciOiJFZERTQSISImtpZCIGINNpZy@dxNjQO0TM3MzYwIng.eylqdGki0ilzZjuz

| https:[/api.onesignal.com/apps/c9705c04-034c-44cc-af28-f76aa... PATCH 202 152b 80ms authorization: Bearer
| https://api.thestardustapp.com/api/mobile-version-checker?data=t...GET 200 70b 203ms
Ll https:/filvphz-launches.appsflyersdk.com/api/v6.12/androidevent?... POST 200 27kb 37ms x.device-brand: redroid redroid1l_x86_64
| https:/fandroid.apis.google.com/c2dm/register3 POST 200 1.4kb 580ms X-request-id: 60215ae4-7a93-4686-bedc-569e64850bc@
https://api.thestardustapp.com/api/mobile-version-checker?data=t...GET 200 70b 206ms. *-app-version-android: 4.7.1
— x-app-platform: Android
L https://api.rownd.io/me/applications/337080849221550671/data GET 200 736b 643ms x-clevice-os-version: 30
https://api.stardust.app/configuration/cache-version?dateFormat=... GET 200 205b 190ms  x-app-version-number: 4.7.1
| https://api.stardust.app/configuration/cache-version?dateFormat=... GET 200 205b 193ms x-app-build-number: 1613
— content-type: application/json; charset=UTF-8
https:flapi.stardust.app/configuration/cache-version?dateFormat=... GET 200 205b 189ms
— content-length: 687
L https://api.stardust.app/configuration/cache-version?dateFormat=... GET 200 205b 304ms accept-encoding: gzip
https://api.thestardustapp.com/api/app-configuration?populate=us...GET 200 948b 544ms user-agent: okhttp/5.0.8-alpha.7
https://api.thestardustapp.com/api/app-configuration?populate=us...GET 200 948b 215ms JSON
||| | https:/fapi.stardust.app/auth/rownd?dateFormat=true POST 200 1.4kb 195ms  {
| https://api.stardust.app/auth/rownd?dateFormat=true POST 200 1.4kb 209ms
https://api.onesignal.com/apps/c9705c04-034c-44cc-af28-76aa... GET 200 734b  6Ims
| https:/fapi.thestardustapp.com/apijuser-paywall-subscriptionfinfo?...GET 200 34b 212ms
https://api.thestardustapp.com/apijusers/me?data=true&dateForm... GET 200 1.5kb 250ms
| showhost |

[Figure 7.4. The Stardust API requested a 'rowndToken' for this user.]

*:8080 | mitmproxy 10.4.2
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L https://api.rownd.io/me/applications/337080849221550671/data

L https://api.stardust.app/configuration/cache-version?dateFormat=...
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https://api.thestardustapp.com/apifapp-configuration?populate=us...

https://api.thestardustapp.com/api/app-configuration?populate=us...

https://api.stardust.app/auth/rownd?dateFormat=true
https://api.stardust.app/auth/rownd?dateFormat=true

https://api.onesignal.com/apps/c9705c04-034c-44cc-af28-f76aa...

https://api.thestardustapp.com/apifuser-paywall-subscription/info?...

https://api.thestardustapp.com/apif/users/me?data=true&dateForm...

| showhost |
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948b 544ms
948b 215ms
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1.4kb 209ms
734b 61ms
34b 212ms

1.5kb 250ms

© Request | Response | Connection Timing Comment
1

“data": {

“token": "eyJhbGciOiJIUZIINLIISINRScCIGIkpXVCI9.eylpZCI6M]jg3MDU30CwiZXhwljoxNzU4

"user":

{

“birthControlKey": “combined_pill",
"birthMoonPhase": {

h

“birthDescription": "Waxing gibbous babies are introspective, flexible
"dayIndex": 12,

*id": 13,

"imageUrl": "https://dmpntajsresgk.cloudfront.net/Ovall3_1_f22d2fea7d.¢
“phaseType": “waxingGibbous",

“shortTitle": "Waxing",

“title": "Waxing Gibbous Moon"

"birthZodiac": {

h

“birthDescription": "This lunar position brings a quirky cocktail of al
“description": "The Water Bearer",

“endMonth": "@2-18",

"id": 11,

“imageUrl": “https://dmpntajsresgk.cloudfront.net/aquarius_f900923122.¢
“startMonth": "“01-20",

“title": "Aquarius"

“birthday": " MO :00.0002",

"cycleLengt

e !

“firstName": null,

"id": 2870578,

“isPregnant”: false,

"language": null,

“lastName": null,

"migrationId": "user_ndy9nwv3hukdgkbyhySoofqx",
"onhnardinaComnlete™: true

+:8080 | mitmproxy 10.4.2

[Figure 7.5. The response shows the birth control entry we inputted for this unique rowndToken.
Note that the Stardust API here reads 'null' for the data points for 'firstName' and 'lastName' but
did seem to have access to the ‘birthday’ data point.]

In Figure 7.5, we can see that the Stardust API did not appear to have access to the first and
last name of the user for the specific ‘rowndToken’ (‘null’ for these fields), but it did appear to
output the accurate birthday of the user provided during our sign-up.

As for processing with the Rownd API, everything from our Google email to our last sign in time
to our Google ID was being processed by the Rownd API over Cloudflare:
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Path Method Status Size Time | © Request Response Connection Timing Comment
https://api.rownd.io/hubjapp-config GET 200 2.3kb 101ms path=/; domain=.rownd.io; HttpOnly; Secure; SameSite=None
— Server: cloudflare
Lt https:/fapi.rownd.io/hub/auth/token POST 200 2.0kb 2s alt-sve: h3=":443"; ma=86400
i Yfrownd? o E
L) .stardust. Jfrownd?dateFormat=true POST 200 1.3kb 332ms JSON @Edt LReplace @) View: auto ~
i.rownd.i ications/337080849221550671/data GET 200 733b 745ms ¢
stardust Ji ? mat=true POST 200 1.3kb 208ms "auth_level": "verified",
= “data": {
<3 rownd ile_app? ig=eyJhcHBLZXkiOiJINMI4ZTdjMCImYjY2L... GET 200 11kb 117ms vemail": ‘(g2 com”,
- “first_name": 'S
4 4
- e ol SETANne i) i “google_id": "114967182909127704235",
| https://hub.rownd.io/static/google.svg GET 200 586b 82ms “last_name": |
— “user_id": “user_ndy9nwv3hukdgkbyhySoofqx"
https://static.rownd.io/css/fonts/cosmica.css GET 200 220b 13ms b
== “groups": [],
https:/fhub.rownd.io/static/scripts/rph.mjs?v=74280b9 GET 200 53.6kb 95ms “meta": {
https://hub.rownd.io/static/scripts/rph-7EASQ2SR.mjs GET 200 2.2kb 75ms 'apo:::;:r.\tz': {
https://hub.rownd.io/static/scripts/rph-KKRFVWMA.mjs GET 200 92.6kb 92ms “last_sign_in": "2024-09-09T13:04:47.074Z",
== "last_sign_in_method": “google"
https:/fhub.rownd.io/static/scripts/rph-4TVLSYXW.mjs GET 200 883b 67ms }
=] b
2 https://hub.rownd.io/static/scripts/rph-43UAMGR7.mjs GET 200 947b 76ms “auth_level": “guest",
https://hub.rownd.i ipts/rph-BDKUKWY3.mijs GET 200 1.3kb 91ms fcreated”: “2024-89-49713:04:46.7772",
e “first_sign_in": "2024-09-09713:04:47.0742",
https:/fhub.rownd.io/static/styles/rph.css?v=74280b9 GET 200 19.9kb 95ms “first_sign_in_method": “google",
= "last_active": “2024-09-09713:04:47,0742",
. | https://hub.rownd.ofstatic/scripts/rph-RSE4NSE7.mjs GET 200 14.9kb 102ms “last_sign_in": “2024-09-09T13:04:47.0742",
“last_sign_in_method": “google",
https: b.rownd.io/static/locales/en-US.json GET 404 156b 112ms
[ ttesub.rownd jojstatichocalesien-US ) “modified": “2024-89-09T13:04:46.7772",
https:/fhub.rownd.io/static/locales/en.json GET 200 2.2kb 68ms "verified_date": "2024-09-09T713:04:47.0742"
= h
https:/fhub.rownd.iojcdn-cgifrum? POST 204 4kb 30ms “state": “enabled",
— _ 3 “verified_data": {
- https://hub.rownd.io/favicon.ico GET 404 23b 85ms email": "EEEOonail. con”,
https://static.rownd.io/fonts/Cosmica-Regular.otf GET 200 721kb 35ms ) “google_id": "114967182909127704235"
rownd.i '337080849221550671/data GET 200 733b 589ms  }
oo [~ 030 [ mivmprory 1042

[Figure 7.6. See 'email', 'first_ name' and 'last_name' which were extracted from our Google
account after we linked the account to Stardust.]

In Figure 7.6, we can also see detailed information about our sign-in and active times. These
fields appeared in the web traffic for calls to Rownd every time we launched the Stardust app
and logged in via Google.

As we'll discuss later, the offshoring of user authentication to a third party is an interesting
approach to de-identification where, rather than not collecting account-based user data (e.g.,
email for sign-up), Stardust assigns this process off to a third party.

When it came to our in-app use of inputting our cycle information, our cycle data indeed
appeared to be logged in the web traffic and sent to Stardust's own API as we exhibited above
in Figure 7.5. In the below example, too, we can see our temperature information we recorded
for the specific start date being sent to Stardust’s API:
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Method Status Size Time © Request

__. httpsiff ifv2/my-logs?startDate=2024-09-248endDate... GET 200
1 https: fapi. d comjapifmy-logs?repl ypestrueddata..POST 200
Ll i body-temp POST 200
__| hitpss/api.th body-temp?date=2024-09-24&dateFor...GET 200
L fe. i " POST 200
Ll https:/fapi.thestardustapp.comfapifv2/my-logs?startDate=2024-09-24&endDa... @GET 200
_-,L :Alapi.th ype=true&data... POST 200
|l https:/fapi.thestardustapp.com/apifusers/me?data=true&dateFormat=true GET 200
Ll ith ifperiods?filters[star 2022-09-01... GET 200

-_:hhm‘.‘hni h ifv2fmy-logs?startDate=2022-09-01&endD... ! GET
Ll iods?filters[startDate][$gte]=2022-09-01... GET 200
https:) ifv2/my-logs?startDate=2022-09-01&endDate... GET 200
Ll i i GET 200
_h"m‘.‘hni iffriends?startDate=2023-09-24&endDate=20... GET 200
Ll h [fapi. o i h ? Date=2021-09-2..GET 200
! https://dmpntajsresgk.cloudfront.net/Oval11_1_5e602704f1.png GET 200
!_, https:/fdmpntajsresgk.cloudfront.net/Oval10_1_2354156738.png GET 200
3| hups:/fdmpntajsresgk.cloudiront.net/Oval12_1_ee54884b9f.png GET 200
E | https:f/dmpntajsresgk.cloudfront.net/Oval13_1_f22d2fea7d.png GET 200
GET 200

! https:/fdmpntajsresgk.cloudfront.net/Oval9_1_6ca%a3ba53.png

= R .

Response Connection Timing Comment

GET https://api.thestardustap)

2.6kb 226ms om/api/basal-body-temp?date:
P/2.0

1003b 428MS  4thorization: Bearer

60b 327ms

x0DEwNZz19, Ki-mRvB6tbpV1-1mnN2Y fheY(x-zxAk rZgnVGayt2He

x-device-brand: redroid redroid11_x86_64

x-request-id: 599d481-988e-4e52-a2ed-6737e9de%add

x-app-version-android: 4.7.1

x-app-platform: Android

Bifbd0dne x-device-os-version: 39

x-app-version-number: 4,7.1

253b 343ms
86b 227ms

4.4kb 220ms

2.5kb 251ms

315b 217ms content-type: application/json

0 x-app-build-number: 1613
accept-encoding: gzip

3150 209ms user-agent: okhttp/5.0.8-alpha.7

2.6kb 210ms Query

2025500 | gura: 2024-09-24

3.2kb 346ms  dateFormat: true

8.3kb 492ms

3.2kb 30ms

28kb 31ms

33kb 3Ims

2.4kb 32ms

31kb 30ms

[Figure 7.7. The API requested the date for our entry.]

Path Method Status Size

e o g e e Vet -
L ifv2/my-logs?startDate=2024-09-248endDate... GET 200
__; https://api. ifmy-logs? uelignoreType=true&data... POST 200
__lne i i body-temp? ue POST 200
_; https:Jfapi. i body-temp? 024-09-24, L.GET 200
| https:/jplay-fe i fai yVINApPN POST 200
_. fapi/v2/my-logs?startDate=2024-09-248endDa... @GET 200
_7 https:/fapi. y-logs?rep ue&ignoreTyp data..POST 200
Ll https://api. i s/me?data=tr ‘ormat=true GET 200
__lne i ifperiods?filters(: ](Sote]=2022-09-01.. GET 200

https:/fapi. ifv2/my-logs? Date=2022-09-01&endD... ! GET
__ https:fjapi lods?filters[startDate][$gte]=2022-09-01... GET 200
_- https:/fapi ilv2/my-logs?startDate=2022-09-01&endDate... GET 200
; https:fapi. s/me?data=tr ue GET 200
[ htt i. iffri ?startDate=2023-09-24&endDate=20... GET 200
|t i jifmoor startDate=2021-09-2..GET 200
! https:/jdmpntajsresgk.cloudfront.net/Oval11_1_5e602704f1.png GET 200
! https://dmpntajsresgk.cloudfront.net/Oval10_1_2354f56738.png GET 200
! https:/fdmpntajsresgk.cloudfront.net/Oval12_1_ee54884b91.png GET 200
! https:/fdmpntajsresgk.cloudfront.net/Oval13_1_f22d2fea7d.png GET 200
! https:f/jdmpntajsresgk.cloudfront.net/Oval9_1_6ca9a3ba53.png GET 200

Time © Request Response Connection Timing Comment
SERT e b ! e

2.6kb 226ms  referrer-policy: no-referrer
1003b 428ms X-correlation-id: d54005d8-5bf1-4eb6-9512-fbf78basdb2c

60b 327ms JSON

253b 343ms  {

"data": {
86b 227ms ueyclet: {
4.4kb 220ms "hht\{lalues": [
634b 404ms “attributes": {
“date" 2024-09-24",
2.5kb 251ms "dayIndex": 1,
"temperatureUnit": "F",
3150 217ms "value": 97.6
o = L
"1id": 380750
315b 209ms }
1
2.6kb 210ms “end": "2024-10-21",
"length": 28,
2.5kb 255ms Sl ey
3.2kb 346ms ;i }
'
8.3kb 492ms "meta": {
“pagination*: {
32kb 30ms “page":
28kb 3Ims _Pauecoentii 1,
“pageSize": 1,
33kb 31ms "total™: 1
}
2.4kb 32ms }
31kb 30ms }

[Figure 7.8. In response, our inputted 'temperatureUnit' and 'value' was logged.]

(# Edit
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24-89-24&dateForma

eyJhbGci0iJIUZzTINIISINR5cCIBIkpXVCI9. eyIpZCI6Mj g3MDU3OCWIZXhwI joxNzUANZMAMDALLCIpYXQi0FE3MjC

1 View: auto =

mitmpraxy 10.4.2

& Edit

We could also see all the symptoms we recorded and our period start date as well as predicted

dates we'd recorded under 'my-logs":

LReplace () View: auto ~

+:8080 | mitmpraxy 10.4.2]
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Path
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Method Status Size
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[Figure 7.9. The dates requested for the entries to be logged for this month's cycle.]
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0 =
“date": "2024-09-24",
0 “my-logs": [
0 {
“attributes": {
0 "date": "2024-09-24",
“description”: null,
3.1kb 585ms “type": {
"data": {
2.2kb 412ms "attributes": {
“description":
.2kb 41
2.2kb ms : 85,
2.2kb 411ms "image": {
"data": {
2.0kb 411ms “attributes":
2 b,
0 . "id": 675
}
0 h
“priority": 1,
0 null,
0 "Mood swings",
eeling",
2.5kb 306ms "version": “period"
h
13b 245ms. "id": 85
}
225b 265ms },
956b 273ms “value": null
417.5kb 85ms 1 228330773
Y
14.9kb 161ms {
“attributes": {
2.6kb 219ms

Time © Request Response Connection Timing Comment

fll GET https://api.thestardustapp.com/api/v2/my-logs?startDate=2024-09-248endDate=2024-09-24&da

. authorization: Bearer
eyJhbGci0iJIUZIINIISINRScCI6IkpXVCI9. eyIpZCI6M)g3MDU30CWiZXhwI joxNzU4NzMAMDALLCIpYXQi0jE3M)C
XODEwWNZ19.Ki-mRvB6tbpV1-1mnN2YfhcYQx-zxAkrZgnVG4yt2Hc

585ms X-device-brand: redroid redroidll_x86_64
x-request-id: 69c61081-861c-485a-9aba-9afed254de50
x-app-version-android: 4.7.1

412ms

41Ims  y_app-platform: Android

411'ms Xx-device-os-version: 30
ams x-app-version-number: 4.7.1
content-type: application/json
x-app-build-number: 1613
accept-encoding: gzip
user-agent: okhttp/5.0.0-alpha.7
. Query

startDate: 2024-09-24
endDate: 2024-09-24
dateFormat: true

306ms
245ms
265ms
273ms
85ms
161ms

219ms

(ZEdit LReplace @) View: auto ~

mitmproxy 10.4.2

"A drop in estrogen can cause serotonin levels to dip,

"url": "https://d21z4ks6rohsk7.cloudfront.net/feelings_mot

“date": "2024-09-24",

[Figure 7.10. The response that includes a list of all the symptoms (‘attributes') logged for those

dates under the entry 'my-logs'.]

We noticed a few appearances of other third parties, such as US-based MixPanel, which is an
analytics service for developers to measure the performance of their product and marketing,
with 'all your data, in one place'. It was difficult to discern in the web traffic what data was being

requested, as the data in the request and response was encoded, so we cannot conclusively
say whether the data sent to MixPanel represented device-related data or other data. We also
noticed one appearance of AppsFlyer in the web traffic, though it did not appear that personal


https://mixpanel.com/

No Body’s Business but Mine: Vol. 2

data of note was being requested. Notably, AppsFlyer was one of the few third parties

mentioned by name in Stardust's Privacy Policy.

Like many of the above apps, Stardust also appeared to have integrated with Firebase, which
meant the collection of certain device-related data for its Crashlytics crash reporting tool (see

URL on the left-hand side):

Path

is.com/vifproj t

https://firebaseir

https://firebase-settings.crashlytics.com/spi/v2/platformsjandroid/g...
https://firebase-settings.crashlytics.com/spi/v2/platformsfandroid/g...
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___ https:/japi.onesignal.com/apps/c9705c04-034c-44cc-af28-f76aa2...
L https:f/api.thestardustapp.com/api/mobile-version-checker?data=tr...
L https:/ffirebaseinstallations.googleapis.com/vi/projectsjonesignal-s.
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L https:f/api.stardust.app/configuration/cache-version?dateFormat=t...
L https:f/api.stardust.app/configuration/cache-version?dateFormat=t..
L https:f/api.thestardustapp.com/api/zodiacs?populate=image&dateF...

https:f/api.thestardustapp.com/apifapp-configuration?populate=bir...
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[Figure 7.11. See 'features' and 'crashlytics' in the URL.]

We also saw several appearances of US-based OneSignal, which is a third-party push
notification integration for sending app notifications to a user. We did not enable notifications in
our test, so the request from OneSignal occurred only when we first launched the app (likely as
part of the app's build). However, even in this case the third party did appear to extract some

device-related data:

Request | Response | Connection Timing Comment

“app": {
"native_report_upload_variant": 2,
"report_upload_variant": 2,
"status": "activated",
“update_required": false

h

“app_quality": {
“sampling_rate": 1.9,
"session_timeout_seconds": 1800,
"sessions_enabled": true

+

“cache_duration™: 174635,

“fabric": {
"bundle_id": "com.stardust.app",
"org_id": "629d4e@634c643769530alal"

Y,

"features": {
"collect_analytics": false,
"collect_anrs": true,
"collect_build_ids": true,
"collect_logged_exceptions": true,
"collect_metric_kit": false,
"collect_reports": true,
"firebase_crashlytics_enabled": false,
"prompt_enabled": false,
"push_enabled": false

}

“on_demand_backoff_base": 1.2,

"on_demand_backoff_step_duration_seconds": 60,

"on_demand_upload_rate_per_minute": 10.0,

"settings_version": 3

*:8080 | mitmproxy 10.‘.!


https://stardust.app/privacy-policy.html
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© Request Response Connection Timing Comment
OneSignal-Subscription-Id: Local-¢3a3b¥15-b41/-45cb-abdb—cYdbtbYaddda

Content-Type: application/json; charset=UTF-8
Content-Length: 288

User-Agent: Dalvik/2.1.8 (Linux; U; Android 11;
RD2A.211001.002)

Host: api.onesignal.com

Connection: Keep-Alive

redroidll_x86_64 Build/

Accept-Encoding: gzip

JSON (@ Edit  LReplace 7] View: auto~
{
"properties": {
"language"

"timezone_id":

'
nEMT"
e
"refresh_device_metadata": true,
“subscriptions": [

{
1605",
“redroid11_xB6_64",
"device_os": "11",
"enabled": false,
"net_type": @,
"notification_types": @,
"rooted": true,
"sdk": "@5010@",
"token": "",
"type": "AndroidPush"

*:8080 | mitmpraxy 10.4.2

[Figure 7.12. See 'language’, 'timezone', 'device_model'. Note we see 'enabled:false’, which
means we have not yet enabled push notifications. This does not mean the data is not being
collected, just that notifications for this device have not been enabled.]
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access-control-allow-origin: *

traceparent: 08-4d8c5b55e7496052283c281bfele3644-953515acBe8d731b-00

via: 1.1 google

alt-svc: h3=":443"; ma=86400

CF-Cache-Status: DYNAMIC
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HttpOnly; Secure; SameSite=None

Strict-Transport-Security: max-age=15552000; includeSubDomains

Server: cloudflare

CF-RAY: Bc@762146c@eBecd-FRA

JSON # Edit LReplace (7] View: auto =
1{
"identity": {
"onesignal_id": "4ccbfl3b-90d2-4d62-bae5-7fb12592f318"
.
“properties": {
“country": “DE",
"language": “en",
"timezone_id": "GMT"
L
“subscriptions”: [
£
id": "c9705c04-834c-44cc-af2B-f76aa267bc5a",
"6dladala-9efe-4cea-baca-24ebB80257dbd",
“type": "AndroidPush"
}
1

[Figure 7.13. The response for the above request assigned us a 'onesignal_id' for our device
and other related information for when notifications are enabled.]
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Another third party that appeared in the web traffic was Revenue Cat, which facilitates in-app
purchases. We did not subscribe to anything in Stardust, so we cannot say with certainty what
would be shared with Revenue Cat beyond the standard subscription-related information (e.g.,
payment info) and what we see below, such as sign in times. However, we did notice that
Revenue Cat operated over third party cloud server 'envoy’, which is run by US-based ride-

sharing company Lyft:

Path “ Method Status Size
https:/fapi.revenuecat.com/vi/product_entitlement_mapping GET 200
Ll https://api.revenuecat.com/vi/subscribers/2870578 @GET 201
, https:/fapi.revenuecat.com/vi/subscribers/2870578 GET
il https:/fapi.revenuecat.com/vi/subscribersf2870578/attributes @POST 200
https://api.revenuecat.com/vi/subscribers/2870578/offerings @GET 200

[Figure 7.14. See 'server: envoy']

Time
197b 115ms

214b 261ms

0 113ms

325b 125ms

225b 118ms

© Request

Response = Connection Timing Comment
Content-Type: application/jsen

Transfer-Encoding: chunked

Connection: keep=-alive

server: envoy

x-revenuecat-etag: 948c7cf56f94@dba
access-control-allow-origin: *
access-control-expose-headers: X-Request-Id
x-revenuecat-request-time: 1725887689870
x-amzn-trace-id: Root=1-66def270-1863bb8873ec741063d27917
X-envoy-upstream-service-time: 157

content-encoding: gzip

vary: Accept-Enceding

x-request-id: 220d43dd-8982-4dcf-89al1-336cb@6ad782

[decoded gzip] JSON

{

“request_date": “2024-89-89T13:04:492",

“request_date_ms": 1725887089069,

“subscriber”: {
“entitlements": {},
"first_seen": "2024-09-09T13:04:492",
“last_seen": “2024-09-89T13:04:492",
"management_url": null,
“non_subscriptions": {},
"original_app_user_id": “2870578",
“original_application_version": null,
"original_purchase_date": null,
“other_purchases": {},
“subscriptions": {}

8080 | mitmproxy 10.4.2 |

Note that none of these third parties (Rownd, Firebase, Mix Panel, OneSignal, Revenue Cat,
envoy), nor Cloudflare, were named in the Privacy Policy. The only third parties disclosed were
AppsFlyer and optional integrations like Google Fit, Apple Health and Oura Ring. There was
general mention of tracking technologies like 'cookies, pixels and SDKs' being used to collect
interaction information about users, but no specifics were provided. For an app that claims to
engineer privacy into its implementation, it appears that its Privacy Policy perhaps falls short of

comprehensive, transparent disclosures.

Euki

The last app we looked at was Euki, which has been recognised among privacy advocates. The
app is a U.S. non-profit privacy-by-default period tracker app founded by a group of social tech
and sexual and reproductive health organisations like Digital Defense Fund and Ibis
Reproductive Health. The app has recently become open-source.

We ran the Euki app through the DIAAS environment to observe its web traffic as for the above
apps. There were no onboarding questions to get started on the app except for agreeing to the

# Edit LReplace ) View: auto =


https://www.envoyproxy.io/
https://www.envoyproxy.io/
https://stardust.app/privacy-policy.html
https://eukiapp.org/
https://foundation.mozilla.org/en/blog/privacy-not-included-spotlight-euki-on-how-it-gets-privacy-right/
https://eukiapp.org/euki-blog/euki-app-will-be-open-source
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Terms of Services before use, and we were able to use the app without having to create an
account (nor were we prompted anywhere on the app throughout our use to create an account).

Consequently, we did not find much in the web traffic while setting up and using the app. The
only calls that were made across the web were the following calls that appear to be from the
Play Store running in the background, not calls from the app itself:

Path Method Status Size Time © Request Response Connection Timing Comment

__ https:/play.googleapis.com/playfiog /timestamp GET 200 Rl GET https://play.googleapis.con/play/log/tinestamp HTTP/1.1
https://play.googleapis comiplayflogPormat=rawhproto_v2=true POST 200 854b 28ms User-Agent: Dalvik/2.1.0 (Linux; U; Android 11; redroidll_x86_64 Build/RD2A.211081.082)
hitps:/jplay.googleapis.com/playflog/timestamp. GET 200 39b 22ms HOst:play.googleapis.com
— Connection: Keep-Alive
s:ffplay. is.comjy Plormat= = T
L https://play.googleapis.com/playfliog?format=raw&proto_v2=true POS’ 200 11kb 25ms Accept-Encoding: gzip
No content 7 Edt LReplace ) View: auto v
== ;2080 | mitmaroxy 10.4.2 |

[Figure 8.1. Screenshot of our web traffic window while using Euki. See ‘connection: keep-alive’
for Google API, which could be related to an instruction for the Play Store to keep running in the
background.]

At this point, we had already inputted our blood flow and emotion symptoms. The only calls that
appeared in the web traffic pertained to the Google Play Store API; these calls are from
Google's Play Store which is running in the background. We did not observe any user data - nor
device data - being sent to any parties.

Our findings mimic the disclosures in Euki’s Privacy Policy, which states that the app does not
collect personally identifiable information or anonymous information automatically, such as the
type of mobile device the user uses, their unique device ID, the IP address of the device, or the
operating system and web browsers the user is using.



https://eukiapp.org/privacy-policy
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4. Limitations

Before our analysis, we note the technical limitations (and the scope of our research) meant we
did not test certain features mentioned, such as Google Fit integrations offered by some apps.

We also mention the limitations of our DIAS environment, which only allows us to see web
(client-side) interactions, rather than server-side interactions, the latter of which are increasingly
common among more advanced platforms that utilise cloud computing (e.g., server-side
operations of OpenAl’s ChatGPT for WomanLog's chatbot). There may be some data-sharing
activity server-side that our DIAS is unable to see and that can only be revealed by the
developers themselves.

5.Analysis: What does this all mean?

Compared to our research in 2019, this time around we did not see instances of user’s personal
data about their cycle being sent to Facebook for the above period tracking apps. However, in
the web traffic of several apps we investigated, we found a significant number of third parties,
from advertising software development kits (SDKs) to third party development tools.

We also found that the majority of platforms stored users’ cycle input data either on the app‘s
own server or external servers, rather than storing this data locally on the user’s device. This
introduces interesting questions about the risks to users when such intimate data might
potentially be subpoenaed by law enforcement.

Advertising and analytics SDKs

Throughout our investigation, we found at least some, if not many, appearances of third-party
URLs in the apps' web traffic. Most apps appeared to integrate some form of an advertising
SDK (e.g., Google Ads, Facebook Ads) or an analytics SDK (e.g., Firebase, AppsFlyer). While
the web traffic exchanges with these third parties did not appear to include the user’s period
data, they did share significant technical identifier data about the user's device, such as the
device they were using (e.g., ‘redroid_x86_ 46’, which was the virtual Android we used in our
experiment) with associated fingerprint data (see Figure 3.22 in the ‘EN’ locale for one of many
examples). This automatic collection of device data was disclosed in all the apps' privacy
policies, all of which mentioned that device identifiers and IP addresses would be automatically
collected through the use of the app.
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There are two privacy issues we raise in relation to technical device data being automatically
collected and shared with third parties: 1) the device data's identification properties, and 2) the
way third parties might use this potentially sensitive data.

By definition, aggregate data about a device like its model or dimensions would not qualify as
personal data under data protection laws. However, there are special cases in which device
data may be considered as personal data, for example if the device becomes uniguely
identifiable to a user via fingerprinting, which is a method that combines several different
attributes of a device (e.g., screen resolution, IP address, operating system, device ID) to
identify the unique device. While these individual pieces of data are not uniquely identifiable on
their own, the probability of two different devices having the exact same combination of these
attributes is statistically low, which thus makes it possible to identify a device. We note that not
every app we looked at extracted such a wide web of information about the user's device, but
some of them collected a fair amount of device data that was shared with third parties beyond
those disclosed to users in the Privacy Policy.

Third-party Firebase appeared to collect device-related data like the device model, operating
system and country of use for the purposes of app analytics. Analytics platforms typically
generate aggregate analytics in order to provide developers insight into their app engagement
(e.g., how many Android users downloaded the app, how many app crashes were reported in a
specific country, etc.). An interesting scenario arises when we consider that Firebase Analytics
is a Google-owned platform. The majority of global Firebase services run on Google
infrastructure, which means the data could be processed by Google Cloud or Google data
centers and Google could, in theory, use this data for its own purposes. Firebase's Privacy
Policy discloses that 'Firebase Service Data', or personal information (excluding customer data)
that ‘Google collects and generates during the provision and administration of the Firebase
services’, might be used by non-Firebase Google services, such as to 'understand your use of
Firebase and other Google services'. Firebase clarifies that customers (developers) do have the
option to control whether their Firebase Service Data may be used by Google, and the Firebase
Service Data that may be used for non-Firebase Google analytics is unlikely to be personally
identifiable data. Regardless, the conclusion we draw here is concerned with the fact that device
data pulled from Firebase through the use of its period tracking app clients could potentially be
processed beyond the app itself and even beyond third party partner Firebase.

Overall, we were pleased to see that third party SDKs did not appear to be collecting period
input data while we used the app (as far as our DIAS environment has been able to see).
However, it is nonetheless worth noting that some of the observed third parties like Firebase are
involved to some degree in the handling of troves of user device data unless the app developers
manually configure these sharing settings.

We also note that some apps' privacy policies were more transparent than others (refer to our
Findings for specific apps); several apps merely noted generic disclosures that 'third party
service providers' might receive device data and other analytics data. And, where privacy
policies did name third parties, there were often inconsistencies in what third parties appeared
in the web traffic and which were disclosed by name in privacy policies (e.g., Google Ads


https://proton.me/blog/browser-device-fingerprinting#device
https://proton.me/blog/browser-device-fingerprinting#device
https://coveryourtracks.eff.org/learn
https://firebase.google.com/support/privacy
https://firebase.google.com/support/privacy
https://firebase.google.com/support/privacy
https://firebase.google.com/support/privacy
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appeared in the web traffic for the Maya and WomanLog apps, but it was not explicitly named in
their Privacy Policies).

Other third-party developer tools

Several apps also outsourced parts of their app functionality/development to third parties, such
as to Facebook's Graph API (Maya, Wocute), push notifications integrations with OneSignal
(Stardust), onboarding and authenticating users via Rownd (Stardust), health integration options
with Google Fit (WomanLog) and Al features supported by OpenAl (WomanLog). Some of these
apps linked their Privacy Policy somewhere on the landing page, but users nonetheless were
not explicitly told within the apps themselves that their data (e.g., timestamps of opening the
app, device data, onboarding information, chatlogs) would be shared with or processed by the
specific third parties we saw in the web traffic. Additionally, only some of these third parties were
explicitly named in the privacy policies or website, if at all (the privacy policies for Maya, Period
Tracker by GP Apps, Wocute, and Stardust mentioned the use of third parties but did not
mention by name the third parties we discovered in the web traffic). While such disclosures are
not strictly required under GDPR, it certainly would be considered good practice to do so.

The outsourcing of certain app functionalities to third parties is concerning, as there is a lack of
clarity around what data is being accessed or stored by these third parties. For instance, there
may be a question of where WomanLog's chatlogs are stored and the potential privacy risks.
Our findings above show that each chatlog in the WomanLog app was assigned a unique
‘chatID', which suggests it may be stored according to that ID for some sort of referencing or for
a certain time. This raises potential concerns for example if a user mentions in the chat that
they've missed their period - might this become incriminating information that an app could
potentially hand over to law enforcement as part of its profile on the user? It may become
increasingly popular for apps to leverage Al to entice users to a more ‘advanced’ personalization
experience, at the risk of potentially allowing this data to be handled by third party Al
companies. Consequently, it is crucial to scrutinize the privacy ethos within these business
partnerships and who holds access to what data.

It's worth noting that the outsourcing of certain functionalities like user authentication to third
parties can be for the purposes of enhancing privacy, not diminishing it. Stardust has asserted
that its use of third party Rownd for user authentication is for anonymising user’s data and de-
identifying users. In theory, according to Stardust’s explanation on its website, by separating the
user’s personal account log-in data (stored by third party Rownd) from the user’s period input
data (stored by Stardust), Stardust cannot associate the unique user with their input data. As
we'll discuss below, this is an interesting new approach to protecting privacy while still collecting
and storing user data non-locally.

Nonetheless, we emphasise that involving third party deployers in any case — even in Stardust’s
case as a privacy-enhancing feature — means a higher threshold of privacy protection and
accountability because there are now more parties involved that are processing user data.

Cloud-based content delivery networks (CDNs)


https://stardust.app/about-your-data.html
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So far in our analysis, we've discussed the direct sharing of data with third party SDKs and
deployers. A different category of entities we observed is cloud-based content delivery networks
(CDNs), which appeared to facilitate the delivery of user data between the apps and the third
parties mentioned above, as well as between apps and their APIs.

Cloud platforms are computing services (e.g., networking, data storage, etc.) that operate over
virtual cloud servers. Cloud-based CDNs are functionally 'middle-men' that facilitate Internet
requests between computers and servers over virtual servers (e.g., requesting specific images
or icons to display in the app). Cloud-based CDNSs, like Cloudflare, are becoming increasingly
common as websites and apps grow their capacity and userbase. Cloud servers are highly
scalable to accommodate for growing infrastructure needs that today’s apps increasingly require
(e.g., alarge number of users sending requests to an API all at the same time).

For many of the above apps, we saw cloud services either facilitating calls between apps and
the third parties they're integrating (e.g., Aliyun for Wocute, Cloudflare for Rownd) or
communicating user input data first-party across the API (e.g., Cloudflare for Flo).

In its response to our findings, Cloudflare clarified that its 1.1.1.1 public DNS resolver does not
retain any personal data about requests made, and that its Oblivious DNS over HTTPs (ODoH)
separates |IP addresses from queries ‘so that no single entity can see both at the same time’. In
theory, according to Cloudflare’s response, this approach ‘allows for legal compliance without
detracting from Cloudflare’s or the app’s delivery of services’. On top of this, Cloudflare also
stated that it does not access the data being transmitted in its everyday operations, nor is it
possible for them to turn over any content transiting across their network anyway, as it would not
be technically feasible to do so.

Most of the apps' privacy policies did not mention that user data would be processed by and
passing through cloud-based services. Apart from Flo, all other apps that used cloud services
did not explicitly mention the cloud service, and some did not even mention the use of cloud
services at all. It is crucial that users be informed of all the entities that are processing their data
at each stage.

Cloudflare's Privacy Policy clarifies that it is the responsibility of the business customers
themselves (the apps) to 'establish policies for and ensure compliance with all applicable laws
and regulations, including those relating to the collection of personal information, in connection
with the use of our Services.' Cloudflare establishes its position as merely a 'conduit of
information’, thus the period tracking app itself, not Cloudflare, is responsible for what user data
is being collected and passed through the server. As a man-in-the-middle proxy server,
Cloudflare only handles the traffic that their customers elect to send across the network. And we
reiterate that Cloudflare states it does not see or access the data being transmitted, nor is it
technically feasible for them to hand over this data anyway due to the complex nature of their
security-by-design architecture.

On the note of law enforcement subpoenas, Flo asserts that any data disclosure requests would
be sent to Flo as the data controller and not Cloudflare as the data processor. Cloudflare also
asserted that it has a long history of pushing back on government surveillance orders of traffic in
their network. They state that:


https://www.cloudflare.com/en-gb/privacypolicy/
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‘Cloudflare has never provided any government a feed of our customers’ content
transiting our network or installed any law enforcement software or equipment anywhere
on our network...We would legally challenge a request to take those actions if we were
to receive one.’

Note that for the apps we tested above that show 'nginx' in their server rather than an explicit
third-party server, it is possible the apps are using cloud services at other stages of their
delivery that were not observable in the DIAS environment.

Non-local storage

Above, we saw that many apps (Flo, Maya, Wocute, WomanLog, Stardust) communicated user
data (device data and input data) to their respective APIs, even in cases when the user did not
create an account on the app. Recall that an APl is a connection that allows software to
communicate features with each other (e.g., actions on an app communicating with the
computer servicing functions for the app). In these scenarios, it is possible that the data being
communicated over the web to the API is being stored somewhere. Thus, all the user’s input
data we've observed above in our findings could be processed and stored somewhere by the
developer. This data might be stored simply as part of a user's profile, or it might even be used
for further purposes, such as, in WomanLog’s case, to generate training data 'for predicting
menstruation and fertility', according to their privacy disclosure. (We note that OpenAl asserted
that it does not use inputs and outputs from deployments of its API Platform to train its models).

Other apps (Simple Design's Period Tracker, GP Apps's Period Tracker and Euki) did not
appear to process user input data over the web. Both Simple Design and GP Apps have stated
that the data users input about their cycle into the app is stored locally on the user's device only
and thus not accessible nor processed by the apps themselves. Euki also clarified that the
technical functionalities of the app have been engineered in such a way that the app is not
capable of collecting user information in the app.

Although there is nothing inherently wrong with using an API to retain users’ data, it does mean
that all cycle input data is leaving the mobile device and being stored off-device on an external
server overseen by the app. The significance of off-device (non-local) data storage as opposed
to on-device local storage is that this data is not solely in the hands of the user and their
physical device, but also stored and processed by the app developers. If complying with a law
enforcement subpoena means turning over all the data an app has about one of its users, this
could hypothetically mean the app turns over the cycle data requested that’s in its possession. If
data is stored locally and only on-device, the app would not have access to the health data
about their users and thus would not have the data to hand over that law enforcement might be
looking for.

While the most privacy-preserving practice may be to keep user data local to the device, some
users may consider this a difficult choice to make for the convenience of backing up their data to
an account that is accessible beyond their device in case they lose their phone or switch
devices (when data is stored locally on a device, this means the data is not recoverable if a
device is stolen or lost). When responding to our findings, Flo claimed that their use of an API
rather than device-only storage is that the nature of lower-end Android devices such as those


https://www.womanlog.com/privacy_policy
https://eukiapp.org/privacy-policy

No Body’s Business but Mine: Vol. 2

used by individuals in ‘locations where health literacy is low necessitates server-driven features’
in order for Flo’s optimal functioning of the app for these lower-end devices. While this is
definitely an important consideration, it would be useful to separate — based on users’ choice -
between functionalities that can be delivered via APIs and functionalities that can be device
based, associating only the latter with the processing of sensitive data. In any case, users may
opt to use Flo’s Anonymous Mode rather than this default mode, which still stores user data on
Flo servers but will not store any personal identifiers such that the logged data would be difficult
to connect or link to any user.

Storing personal identifiers is an interesting privacy topic to consider, as in contrast we saw a
case (WomanLog) where a user was assigned a unique ID (‘clientKey') despite not creating an
account yet. While we inputted period flow and symptom information without an account, our
inputs were being synced to this unique ID. By definition, such an ID is not personal information,
but it might be considered so if it can be used to trace back to a unique user with that specific
ID. Even when users have not created an account for themselves, they might still be potentially
identified and their period patterns traceable if their input data is linkable to a unique identifier.

Data minimisation

One of our recommendations from our previous investigation urged menstruation app
developers to limit the data they collect on users, as many apps appeared to request
superfluous personal data despite the fact that not all this should be necessary for the purposes
the app states (tracking menstruation). While we saw that some apps (Flo, Period Tracker by
Simple Design, Period Tracker by GP Apps, WomanLog, Wocute) allowed users to use the app
without having to create an account, others (Maya, Stardust) required users to do so in order to
use the app. We've discussed above how users' input data can be exploited by apps who store
their data whether or not the user creates an account; requiring users to create an account with
personal details like emails and names only adds further exploitable personal data to the mix.

Recall for several apps above that the onboarding stage asked the user for their purpose for
using the app, such as tracking their period or preventing pregnancy. While this information
might be collected for the purposes of delivering the right application dashboard, this metric also
carries risks, as it could be packaged with all the other data and future behaviours logged for
this individual like when they've missed a period to infer certain conclusions about them without
their knowledge. If law enforcement issues a subpoena to an app asking for user data, it is
these packages of profile information that could be handed over to potentially criminialise
individuals who have been using the app and are being investigated for accessing an abortion
where abortion is criminalised or restricted, violating both their right to privacy and their right to
health.

Many of the apps we observed also asked users to provide personal information like their name,
date of birth (or year of birth) and height/weight information to get started, with some apps even
requiring birth year information (Flo, Maya, Stardust). Recall that we'd seen birth year and other
personal information logged in the web traffic and sent to the apps' APIs and even in some
cases third parties involved in the processing (e.g., Rownd processing this onboarding data for
Stardust). Flo clarified that asking for birth year information is for the purposes of verifying the


https://flo.health/product-tour/anonymous-mode
https://flo.health/product-tour/anonymous-mode
https://privacyinternational.org/long-read/3340/all-about-pis-work-reproductive-rights-and-privacy
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age of its users (only those aged 16 or over may use Flo). They state that asking for birth year
but not the uniquely identifiable full birth date strikes a ‘balance between age appropriate design
and data minimization principles.’

The future of privacy

This brings us to the conversation about the future of privacy for period-tracking apps. On the
one hand, menstruating individuals deserve to have technology that can assist their
menstruation tracking and health monitoring. On the other hand, this technology in the form of
apps may also have their own profit-driven purposes beyond providing health tracking services.
Is there a future in which these paradoxes can be resolved?

Above, we observed a few different approaches to privacy from various apps. One such method
was allowing users to use an app without creating an account, which helps to keep them
potentially anonymous, as their input data may not be easily linked to their profile. However,
certain other identifying information like their device information and even unique account IDs
assigned to the user nonetheless established a form of unique identification that could
potentially be traceable (not to mention that there have been studies that prove how
anonymization is not actually entirely impenetrable).

Some apps were configured in such a way that stored user data locally on the device, rather
than storing the data on servers managed by the developer and/or third parties. However, this
local storage option means that user data is not recoverable because the data is not backed up
to any account. This trade-off may not always be preferrable for individuals who are utilising a
period tracing app for consistent monitoring of their sexual and reproductive health.

We also observed a fairly novel technique deployed by Stardust, which offshored their user
authentication functionality to third party Rownd to store and process users' account data (e.g.,
name, sign-up email, etc.) that Stardust itself cannot access. With this method (the ‘anonymous
sign-in’ approach), Stardust can require users to create an account while siphoning off account
management to a third party such that the user’s input data cannot be linked to their account,
whose identifying data (e.g., name, email) is being managed separately by Rownd. Rownd
clarified in their response that their platform is engineered in such a way that strictly isolates
identifiable user data from sensitive personal data managed by Stardust, so that the risk of
linking identifiable data with sensitive personal health information is significantly minimized.

A fourth privacy method to raise here is not so much something we've observed directly in the
web traffic but something we're monitoring as an emerging trend: open-source apps. Non-profit
apps like Euki are open source, as is Flo's Anonymous Mode. Open source means the source
code is made available to the public, thus security vulnerabilities might be better observed by
more people, and users might also be able to look into how their data is being handled
according to the source code. There is plenty of trial and error in the open-source argument,
though, and there is no right answer about whether open source is the best case when it comes
to apps managing sensitive health information.

It is difficult to say what the future of privacy holds, whether menstruation apps might turn to
more privacy-enhancing features and services with a privacy-forward mission due to public
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pressure or whether the payoffs (and ease) of exploiting users’ data are too lucrative for some
apps to sacrifice. Some platforms have stated that they do not support law enforcement
overreach for criminalizing abortion, such as Clue and Period Tracker by GP Apps, and
Cloudflare has stated that they treat their customers’ privacy with equal force to law
enforcement requests. These privacy-forward goals should be the standard and not the outlier.
The current regulatory landscape does not enforce enough accountability and responsibility
upon apps to pursue better privacy practices; in order for developers to engineer robust privacy
in their apps as a default, there must be explicit regulatory standards and safeguards that make
privacy attractive to developers and exceptions permitting the sale and sharing of users’ data to
third parties should be reconsidered and narrowed.



https://helloclue.com/articles/about-clue/post-roe-reality-clue-s-commitment-to-your-privacy
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6.Conclusion

Our research has introduced questions about the right to privacy when apps have the potential
to share a range of user-related data. This is a particular concern for people using apps in
countries where there are restrictions on access to abortion. In the US, after the overturning of
Roe v Wade, concerns around the privacy practices of period-tracking apps have been raised in
states that have introduced restrictions and bans on access to abortion. It could be very
possible for some period tracking apps to hand over incriminating sexual health data they have
on their users (e.g., weeks of missing period entries) for the purposes of complying with a law
enforcement investigation, which could result in a violation of a woman's right to privacy and
right to health.

Additionally, seeing such a wide range of third parties integrated into the apps' web traffic raised
alarm bells due to how many different entities had potential access to various categories of user
data, such as device data. Device data is potentially traceable to a particular person due to their
unique device identifiers. Automatically collecting data without explicitly transparent disclosures
to users, beyond just small mentions in the privacy policy, and before they can meaningfully
consent, is bad practice. While we have seen improvements since our last investigation that this
time user period input data was not being sent to third parties like Facebook, we also caution
that other categories of data like device data are still being shared with third parties by some
apps at different stages of their functionality and data management.

We have observed some privacy-protecting features in apps and services as discussed above,
such as enhanced network security and encryption protecting user data and the anonymization
and de-linking of users and their identifying account data. This suggests promising potential for
the future of privacy, but in this increasingly hostile environment around women’s health,
privacy-forward techniques should be the standard for all apps.

The risks and trade-offs for companies opting to take a privacy-forward approach are in
constant tension with the ability to make a profit, as data has become one of the richest
currencies for advertising and analytics, among other third party uses. However, when it comes
to menstruation data, which is sensitive health data, and given the increasingly hostile
environment for reproductive rights and the risks of this data being used against an individual,
period tracking apps should be held to a higher standard of privacy protection. Users should not
have to sacrifice privacy for period tracking, nor should apps risk users' data in a way that
leaves them vulnerable to violations of their rights. And the current regulatory landscape must
be prepared to enforce a more privacy-forward deployment of period tracking apps in light of the
shifting political tides that are putting women'’s right to health at risk.


https://www.npr.org/2022/05/10/1097482967/roe-v-wade-supreme-court-abortion-period-apps
https://www.npr.org/2022/05/10/1097482967/roe-v-wade-supreme-court-abortion-period-apps
https://proton.me/blog/browser-device-fingerprinting#device
https://proton.me/blog/browser-device-fingerprinting#device
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Recommendations

Recommendations for menstruation apps

¢ Allowing an anonymous use option for the app such that the user can utilize the app
without having to create an account and the app will only store user data locally.

o Give users complete and easy access to and control of their data. Users should be able
to modify, delete and/or access their personal data from the app.

o Fully disclosing within the Privacy Policy where third parties are being used, at all stages
including in the background (e.g., CDNs), and detailing what data they have access to. It
is best practice to name these third parties. At the minimum, apps should disclose all the
categories of third parties in the privacy policy (e.g., servers, CDNs, advertisers, etc.).

e Obtain consent that is free, unambiguous, and informed before collecting any data by
explicitly providing clear and transparent information in the app about the use of data by
third parties, primarily what data will be collected, who will have access to it, and how it
will be used.

« Limit the data collected to only data that is strictly necessary, such as allowing users the
option to skip questions asking for personal identifying information like their birthday and
other unnecessarily extensive health-related data.

o Limit data sharing only to what is strictly necessary for the purpose of providing the
services offered. This requires checking default data sharing settings of tools provided
by third parties like SDKs or data management tools.

e Keep servers, infrastructure and services patched and where possible update to the
latest version to incorporate fixes and security features.

Recommendations for regulators

e« Where there are privacy regulations in place, ensure data protection laws are properly
enforced and upheld.

e Apply extra scrutiny to menstruation apps because they may process and collect highly
sensitive health data that requires additional protections and safety measures.

¢ Require apps to conduct in-depth data protection and human rights impact assessments
to consider the potential harms to users and ensure the app is protecting users’ privacy
in accordance with relevant data protection laws.
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e Ensure app developers abide by the data protection principle of transparency, including
that any information relating to the processing of personal data is easily accessible and
easy to understand, and that clear and plain language is used.

e Ensure app developers provide clear disclosures about the data access relationship they
have with third parties (e.g., how are cloud-based CDNs processing user data?).

e Require apps to request explicit and fully-informed consent before any data is collected,
including automatic collection of device data.

e Scrutinise the use of third party deployers, particularly Al companies offering their API
services to sexual and reproductive health apps.

Recommendations for users

e Be very cautious of apps asking for unnecessarily detailed and sensitive health data. Is
this data really necessary for the functional use of the app? If not, try not to provide the
data or, if that is not possible, consider not using the app.

e Consider using the most data minimalist version of the app to avoid, as much as
possible, providing sensitive personal data to get started on the functional version of the

app.

o Limit the use of personalised ads by adjusting your settings. For Android, this can be
done in Settings > Google > Ads > Opt out of personalised advertising. Learn more in
our guide

o Opt out of providing extra data by declining advertising and analytics in the in-app
settings.

e Consider using an adblocker (see our guides on adblockers).



https://privacyinternational.org/guide-step/4317/android-opt-out-targeted-ads-and-renew-your-advertising-id.
https://privacyinternational.org/act/ad-blocking-101
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